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BTFEE(EAN) “ERR (BFHTREISHRALR

BErEE (EAD

BEBUR
(Certificate

policy)

Policy Identifier = #1455l
5] (st 6)

Policy Qualifier ID = CPS
Qualifier = [z EFLERIAY
URL]

Policy Identifier = [¥7{455% 7]
5] (st e)

Policy Qualifier ID = CPS
Qualifier = [ TEFELERIY
URL]

Policy Identifier = #3455 A1)
(HzE6)

Policy Qualifier ID = CPS

Qualifier = [#ZEBEZE R

URL]

Policy Identifier
=2.16.344.8.2.2008.810.2.2012.
1.0 (=7

Policy Qualifier ID = CPS
Qualifier = [fZFEFFEAERIRY
URL]

Policy Identifier =
1.3.6.1.4.1.16030.1.4 (F$:8)
Policy Qualifier ID = CPS
Qualifier = [fZFEFFEAERRY
URL]

ER:-yi kA
(Subject
alternative name)

DNS

[EEEHIE B S EESHE] (o)

1fc822 [FEEFA B TEFEMAE] ()
FH AR ENEd
(Issuer
alternative name)
AR THRER (| RAEE
(Basic (Subject type)
constraints)
il (Path
length
constraint)
FEA AR ISRLSE ENEd
A7
(Extended key
usage)
HEREEE ST EEAATE = REERHEHEE S EEURL] (ifsk10)
rE%E (CRL
distribution
point)
Netscape ZE{5 . (Netscape extension) (HEs)
Netscape FE 38R (Netscape |SSL client, S/IMIME
cert type)
Netscape SSL{=IfR28447% RIEH
(Netscape SSL server name)
Netscape f#z¥ (Netscape E NS
comment)
GEE

L R AR PO - B (AE5) + 44 (40 CHAN Tai Man David)
ik AR BT T AL (AT IR IR B EIZE ) - 2 TR AR -

2.
3. BERASEE 10 T
4

“e-Cert (Personal/Minor)”  Frr HHEE AR HEEERAN 18 5% ( RARKEEEFEERIZE 3.1.1.21%) .

HFAEHBEEE
201747 H 20 H
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.34
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BRIESSHNGERH - P R e (R i B Netscape ZE(FARAI 895 “FERHSE”™  (Non-Critical) ZEfHRAL -
AR AR RS E RIS (Object Identifier, OID) = BHHAAERIFIIF-AING - 552 BI AR

115 -
AR E SN — (8 E 3056 & RSP PR ES - LSRG & et s & R i 3¢ L yaE & -
A I—{E 2 HF Adobe PDF #1116 -

FEE AT S5 sE SR iE (RIS TE SR N AVELSE) (DA hkid_number Z27)/E ey 4K Fi a5 A AIFA A 5B RL 2 2l [ s —
FEZHE (D cert_hkid_hash )% » EAGE

cert_hkid_hash = SHA-7 ( RSApwmivaectey, w1 ( hkid_number ) )
SHA-IRs— 3 0 B RSAR Ry % B el 8

FEARBLETSRLHIZ S hkid_number RI & EF BT BUR AT UG 25 - WEE D HBEES (789505
HHERBUE SHA-1 ( RSApmimekersier ( hkid_number ) ) » 5245 B(E i AE & P HVHEE AE L -

BERPSE S EE URL & http//erll.hongkongpost.gov.hk/erl/eCertCA1-10CRL] <xxxxx>.crl, HH#%EE
"Hongkong Post e-Cert CA 1 - 10"FTEH, » i <xxxxx> By SSEFBE LM ESL » 08 S [HHFENFEHNFEE - &
BEEEAES T oEEEREEER - YR sieRsENER > gEZEE HEHEE 85
MO NI E S SR E R A RN A -

55
TFABMBETEE HEEEER]

2017 E 7 H 20 8.f'."ongl«)wg‘g Foste-Cert
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.34 FEBRRTEE



2) BTEE () X
i ey i IR
BTES () [mrms (s @
TEXERH (Standard fields)
K4 (Version) X.509 V3
JF5% (Serial number) [FHE B AR BN = e 7S T
=25 (Signature shalRSA
algorithm ID)
ZH N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
FEREA (Validity period) | AEFY Not  |[HEBEE LA EIUTC B
before)
FER Not  |[HEBEHBAASENUTC BFE)
after)
FHELFE (Subject name) en=[¥ZREF P42 (it
e=[%%¥ﬂ%§ﬁtﬁk] (HfE2)
u=[SELASERIR] (i3)
ou=[(HiZE B R BRI R S-S R0 S MBS B Y Ht) (o
T_4)
u=[EEC A ATE] (i3Es)
u=S 5 AR 1T T4ATE] (sEs)
0= Hongkong Post e-Cert (Organisational)
c=HK

FRENGARIERCE R} (Subject public key
info)

FistaAl (Algorithm ID) * RSA
INBAEHSEL (Public key) * FHHRLRSE F520480 7T

A SRA14F8 (ssuer unique identifier)

REH

BEL A\#kA14478 (Subject unique
identifier)

KA

TEAEZE (L (Standard extension) (fffz:6)

MR ZfE |89 A  ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
9% (Serial  |[f&EH ABRIER
number)
FUERLFE 774 (Key AOTER . SRR > BHAINE | A UER 0 BiEERE
usage)
(A “BRSE” MWL) (AR “PHSE” MRAL)
HEBUR (Certificate Policy Identifier =[#J{-3% 5IRE] (it 7)[Policy Identifier =[#/){5% FIRE] (ktz:7)
policy) Policy Qualifier ID = CPS Policy Qualifier ID = CPS
Qualifier = [{Z=81EZEAEAIFYURL] Qualifier = [{Z8{EZEAAIHYURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2012.1.0 ¥zt 8)
Policy Qualifier ID = CPS
Qualifier = [{Zz8EE4ERIETURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (ff3k
9)
Policy Qualifier ID = CPS
Qualifier = [{Zz8EEXERIETURL]
FERBAE (Subject DNS [0-10FFE FEFH 4Rit5] (Hfs¥10)
alternative name)

HAHBE TEE
20174E7 H 20 H
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% i {ATANESS
BTEE () [mrEm (gm) TR
E—HEATE (ou=[BEC MRS T8 (Es)
(First ou=[EFC A 1T AP TR SLAARE] (fsEs)
Directory
Name)
1fc822 FEERA ANBTEFEIIE] (i)
FH{ A4 (ssuer EN
alternative name)
EARRE] (Basic FER AR
constraints) (Subject type)
BEREEPRA! (f
(Path length
constraint)
AR ESRLEER T SSL client, S/MIME
(Extended key usage)
EERSH AR R FESERTE = GEEREHEE 48 EURL] (it
(CRL distribution point)

Netscape ZE{HHAL Netscape extension) (ffk6)

Netscape 25 =387 (Netscape cert type)

SSL client, SIMIME

Netscape SSLEIIRk#5-ZF% (Netscape SSL | AR {FH

SEerver name)

Netscape ffisE (Netscape comment) HREH

B3

1. RREA P Eg JTREat - 4R (K%) + %4 (5140 CHAN Tai Man David )

2. EFPATRENE TN (WA E TN > MBS B TEFERIE RS -

3. BEASERE 10 ETF

4 “TEET I ERSY WAL 8 16 BT/ [NEFESEEERT > M2 AZE( 07 )] AHEEIER
R Ea LA S ARIA > DU RgE B stss a8l A B “FEE sl ERmsy MU e Rty
—&B 3 BT/ TR MEESZEITEEREN 8 (HZ(0" - “FEMEE / SaEE B —5 3 UBF/FE

[ feEE | Bl ZERIT IR 8 (I8 T/F 0 REERIEE( 0" ) » MEEEE / BasERT - Mued
REC 0" )Y, HA” M —5% 30 MET/TE R - EERITTREBUNE Y EESRETT K
“SEEEE / BeteEE MM AZ( 07 ) - HPIERE (i HKPO RFEFEBHEOE R “HA™ B -

5. AEFRABIESE R TSRS T oesCHINESE NAME ONLY*#* | W 18 A M e r S5 4470 o {E{Ffa
BT E B BRI T P I K EEE EUZE A i F A 4nyE—H 8% 4/8 (Fist Directory
Name)f{z EE~ (AN EREAERIEE 3.1.1.7 %) - P SCATEB AR A ISOMEC 10646 EFEARAHIZAE o

6. BRIESZINEEEA - Pt AR (iR Bz Netscape ZEMfRAI ISR “JERASE”  (Non-Critical) ZE{FIREAL -

7. AT EEAZESEREED YRR RIS (Object Identifier, OID) « REFAAERIATYILEERAINE » sESREALEHIE 1.1
{5 »

8. AMHE I G 5R s E RIS AR BIRE > DERRIT & L S RIgim s HAyssE -

9.  AAHCIEAI—(E T Adobe PDF 440 M35 HITE

10, 'F5E E A vh 2 5 B FE R 4R e (LN B T E 2 - (RIT8R H)

11. SBERPSE 3855 URL B http://crll.hongkongpost.oov.hk/erl/eCertCA1-10CRL2.crl - It By 4825 "Hongkong Post
e-Cert CA 1 - 10"ATE¢ Y " & EREERE | -
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3) BTEE (R#E) B

e | [P
FEXERA (Standard fields)
R4 (Version) X.509 V3
5% (Serial number) [HE BB RSB = AeiH s T
FEEAFA (Signature shalRSA
algorithm ID)
2 N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
FEREA (Validity period) | REH Not  |[HEBE B AGEXEIVUTC BEREA)
before)
AE Not  |[HEBEE A 4s EHYUTC Fr)
after)
ERBAFE (Subject name) en=[¥ZREENLATE] (e
[Ea%iﬂ%aﬁtit] (HsE2)
u=[BELASERGE] (3D
ou=[EE S LR E RIS S BRI+ M ()
u=[E 50 AEEATE] (H3Es)
u=[5 50 A 1T F 44T
0= Hongkong Post e-Cert (Encipherment)
c=HK

B ABFIEREER (Subject public key
info)

T 7] (Algorithm ID) ¢ RSA
BB (Public key) * HBRE R R2048irTT

A SRA14F8 (ssuer unique identifier)

RAEH

BECASRAI4TE (Subject unique
identifier)

REEH

TEAEZE (L (Standard extension) (fffz:6)

MR IERL R B 278 |8 A (Issuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FFok (Serial  |[{e85 A PEIERY
number)
FUEREFE 774 (Key BOEEE - FERLINE
usage)
(Bt “BRSE” WAL
FEBUR (Certificate Policy Identifier = (#458AIEE] Chozx 7
policy) Policy Qualifier ID = CPS
Qualifier = [#Zz& FZEAERIFTURL]
FHBRI (Subject DNS N

alternative name)

rfe822 [FEEFA NBF I ()
A RI$ ssuer H{EA
alternative name)
AR (Basic TR RESEHE
constraints) (Subject type)
PEAR R SEPRA |fi
(Path length
constraint)

TFABMBETEE HEEEER]
201747 H 20 H
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.34
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e LA

FERFISRLEE R 774 NS

(Extended key usage)

SERSEE S BR Sy EBEETE = EE RSB E S FEURL] (s)
(CRL distribution point)

Netscape ZE{HHAL Netscape extension) (ffk6)

Netscape 52 JHAY (Netscape cert type)  |SSL client, SIMIME

Netscape SSL{EIfR23-2F% (Netscape SSL  |R{#

SEerver name)

Netscape fFiz¥ (Netscape comment) (Ff#3:9)|This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber

Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

iz

© =N oW

B AL AR AR B T
AR R ATPR AL A B T S RE AL
BRASFRER 10 BF

ﬁ%7 S RCaa e amae L & 16 LB R [AERsE SR E et - MM AZEC "07 )], “FEEE
| EEEET WA —& 8 B/ R (AR MEEE / BB E RO 8 BT/ 75 RwSTAIEZ( 07 )
iZD SRS /Bl ER > M AZ( "0 )Y, “HMT M —&R% 30 UBEFEE R) - B
FRATE BN P PR ERmST & MRS / BEE Ml AEZ( 07 ) B (B

HKPO (UREEHBEOG A “HAL" B -

HA AR R PSR R b > AR et BT (ARG EREERIS 3.1.1.7 ) -
FRIESIINERT - FrA e AE (R I 2 Netscape ZEfHI SRy “JERASE" (Non-Critical) ZEfHHRE(L -
AR S AR A3 51T (Object Identifier, OID)  BHRAAAERIEIMIEBINS - SESBIAAERNEE 1.1 5 -

SN B4y 38 5 URL & http://crlL.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » i B F 4 553 "Hongkong Post
e-Cert CA 1 - 10"FTE8 AT T 3 EHI=0GEEHEE AR | -

@%ﬁ%—'gi HFECEE - DUT R ARG A BRI SIS - s OR R s A I S RIDIESOR

ﬁt*ﬁ*’éa/\TﬁﬁT’E(I) IS ETEETELAER: () S-S5 SR RS B ki) &
TR R AR ﬁ? (s ) Iﬁfﬂﬂﬁﬁﬁlﬁ%é%u SEHUESEAES Y DU IR CUL

LLﬁZEDTZ B o A REFRAE (1 BLRSE 2 SRR 55 2B I hitp://www.hongkongpost.gov.hk 48
BRI E’]E?Eﬁiﬁuﬁ‘{?%ﬁiﬁﬂ
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4)

DU i A A F PR 4855 2 "Hongkong Post e-Cert CA 1-10" DAFEZE K EISHA-1 28 H @B FigE

BETEE (k) &

Mees) CRSZRrR EsEEIRREEERLY) -

(fd]

Wfr 4% | WAIAE
TEXEMH (Standard fields) BTEE (fHR:3) BTEE (fHR:3) BETEE (HkR:S)
A (Version) X.509 V3
FE5% (Serial number) [ EBE B AR BN Z A7 T
H=ZEFH A (Signature shalRSA
algorithm ID)
2 N (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
¢c=HK
E3EA (Validity period) [REF Not  |[FIFEHEEE 4 4% EHIUTC BFE)
before)
RERS Not  |[HEBIEE AR ERUTC FFE]
after)
FRELFE (Subject name) en=[frIfRES24TE] (D

ou=
ou=
ou=[EFC A AE] (pisra)
ou=[EFC A 1T/ F 44T
o=Hongkong Post e-Cert (Server)
c=HK

[
[BELASFERIT] ()
[
[

RS AR A e E S S S U F ot + HAth] ()

EHBABFIEREER (Subject public key

info)

B (Algorithm ID) : RSA
INBABSRE (Public key) @ ZHERE RS R204807 7T

A SRA14F8 (ssuer unique identifier)

RAEH

B ASRA14478 (Subject unique PREa]
identifier)
TEAEZE (L (Standard extension) (fffz:s)
MR IERL R A2 [82H A [ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FFo% (Serial  |[fE3HH B FEHT

number)
FUERLFE 774 (Key E LN BOEEE - FERLINE
usage)

(5 “PRgE” WAL
FEBBUR (Certificate Policy Identifier = [#J/{F3AIEE] (M3 6)
policy) Policy Qualifier ID = CPS
Qualifier = [#Z=81EZEAERIFYURL]
FERBAE (Subject DNS AEH (TR FRS S | TR N ER S 40
alternative name) 8] + (R ABIEATEY | +[0 & 49] [BE/MAIIR 2544
HY(EINR ER 48] (D) ] CHtzes)

1fc822 A
25 A 44 (ssuer ARAEH
alternative name)
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e | LA
A (Standard fields) BrEE (ARS) BrEE (ARS) BrEE (FARSE)
EHAFRE] (Basic TR A ERS
constraints) (Subject type)

BRAR R PR | fi

(Path length

constraint)
FEfRETSRLBE R 704 ARAEH k25 EasE
(Extended key usage) F P ibeae
BERSEES B Sy EEEETE = FEE RPN EE S EEURL] (H:9)
(CRL distribution point)

Netscape ZE{E @iz (Netscape extension) (Hits)

Netscape FESEA! (Netscape cert type)  [SSL Server [RfE
Netscape SSL{EIAR 2544 F% (Netscape SSL [

SEerver name)

Netscape f#iz¥ (Netscape comment) AEH

DU i FH A e 48 55 == "Hongkong Post e-Cert CA 1-14”7 DAEEZE 0 EL SHA-256 3 Y EFgE

(fEIfRES ) (R SZFe4 g IREEatEsy) -
Wh &t | WA
FE#ER (Standard fields) BFEE ([ARSR) BFEE ([ARS) BYEE ([ARS)
R4 (Version) X.509 V3
FF5% (Serial number) (& BEB R Sa B — e o f 8T
=25 (Signature sha256RSA
algorithm ID)
ZH N (ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
FREA (Validity period) |[FEF Mot |[FAEHBE I 24625 EHIUTC B5E)
before)
AER Not  |[HEBEB ALSENUTC 5]
after)
FREEHE (Subject name) en=[{AIAR R T8 (D
U= ASFEIR] (i)
U=[PFE B S E RS S A s B A ()
u=[EEC A ATE] (isEe)
u=[5 50 A 5317 P 44T
0= Hongkong Post e-Cert (Server)
c=HK

FRENGARIERCE R} (Subject public key
info)

BRI (Algorithm ID) : RSA
INBAFERSRE (Public key) © FIBRE P F52048(11 7

B A B 7144%8 (Issuer unique identifier)

REH

BEC ASRA 5478 (Subject unique
identifier)

RAEH

TEAEFEMRRRAL (Standard extension) (KFzES)

(45 H N2 B % 3 URL)

HeRE(E B E5R (Authority R E5H&REEEH

Information Access) A(Certification
Authority
Issuer)

B EE TS HaaFEEH
201747 H 20 H
Yk RIS ¢ 1.3.6.1.4.1.16030.1.1.34
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e | LA
A (Standard fields) BrEE (ARS) BrEE (ARS) BrEE (FARSE)
PR TSRS 2R (98 th N 78 35 1 3 A S RO AR A AT ]
(Authority key identifier)
F TR (=BG 2 B % 05 &L ()22 {8 (Hash Value) ]
(Subject Key Identifier)
FUERLFE 774 (Key E LN e BN
usage)
(R “PRgE” WAL
FEBBUR (Certificate Policy Identifier = [#J{FEAIRS] (M3 6)
policy) Policy Qualifier Id = CPS
Qualifier = (#ZFE1EEAERIHYURL]
FERBAE (Subject DNS AEH (TR FRS S |[TRSATE N EIR S 4]
alternative name) 8] + [(FHA BRSNS | + [0 & 49] [BEYMAIIR 2544
HY(EIR ER 48] (D) ] CHtzes)

1fc822 Al
25 A 44 (ssuer ENESE!
alternative name)
EHAFRE] (Basic FREER e
constraints) (Subject type)

PEAR R FEPRA | fi

(Path length

constraint)
FEfRETSRLBE R 704 ENESE! Ik 25 5aEE
(Extended key usage) F Pz
HEREE T BE Sy BEATE = REERGE AR SEBEURL] (3E10)
(CRL distribution point)

Netscape ZE{E @iz (Netscape extension) (Hits)

Netscape sFEHAY (Netscape cert type)  |SSL Server EEEE]
Netscape SSL{EIFR 2328 (Netscape SSL | A fH

Server name)

Netscape f#iz¥ (Netscape comment) AEH

DU i FH A e 48 55 == "Hongkong Post e-Cert CA 1-157 DAEEZ L SHA-256 3 LAY E g
(fEIIRES) (frap FesEiRaememgy) -

e | WRALAE
TEXERH (Standard fields) EWRBHETFZEET | BREHETZEET | ®EBRE T ZEBETH
e (fEmReS) e (fEmReS) £ (fHR8)

R4S (Version) X.509 V3
FF3% (Serial number) (B BEE ARG B — i yeal 7 HEH )
FEH A (Signature sha256RSA
algorithm ID)
M A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15

o=Hongkong Post

I=Hong Kong

s=Hong Kong

c=HK
FREA (Validity period) [REF Wot  |[FAEHBE N 24625 EHIUTC BFE)

before)
62
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e | LA
PR (Standard fields) BRBHETRRET | DBHBETHHET | AEERETRRBTE
=E (fEkReS) =E (fEkReS) F (fHfRE8)
TR (Not |[HEBEE AR EAVUTC HH)
after)
FABEHE (Subject name) cn=[faIAR R ATE] (D
ou [7‘ CASFEGRIR] (k)
=[S E TS S/ B RS BRI AL (3
ou= Hongkong Post e-Cert (Server)
=B EC AR 1T/ P44 1)
7‘*6)\%%*%%%@ 1 CHtsE4)
l-Hong Kong
s=Hong Kong
c=HK
ERAFEHEREER H A (Algorithm ID) * RSA
(Subject public key info) ANFAZEHERE (Public key) @ BMBRLERE B20484L7T
T AFAIEHE (lssuer FIER
unique identifier)
BECARAISE (Subject EN D

unique identifier)

TEAEFE MR RRAL (Standard extension) (KfzES)

PEIE(S B3R (Authority |IXBHERRSEH | [ 5% H A1 /A BIRE T URL]
Information Access) A(Certification
Authority
Issuer)
&R EREERE | (4R 135 20 @ s A B A IR 25 14 URL] (g 12)
RS
PR A TERL R 2R (98 N a8 35 1) 3 A S RO AR AT ]
(Authority key identifier)
FRFIERLEERRT [ =82 B %5 15 RL ¥ R (H (Hash Value) ]
(Subject Key Identifier)
FHERLME R 774 (Key BT HERLINE
usage)
(B “BRsE” WAL
FEBBUR (Certificate Policy Identifier = [#/{F3AIRE] (M3 6)
policy) Policy Qualifier Id = CPS
Qualifier = [fZz51EZEERATURL)
FHERIZ (Subject DNS (RN ERES | [ TR FERkes2 ([T FERkeEATE]
alternative name) ] ] + (A BRI | + [0 2 49] [BRIMERRER %
HYEIR BS 48] (isET) CARCGED)
fc822 AfEH
2 R4 (ssuer P NESEE!
alternative name)
EARRE] (Basic FREA I E S
constraints) (Subject type)
PR R R PR | fi
(Path length
constraint)
FEfRETSRLBE R 704 Gilil>E3e s
(Extended key usage) F P libgae
REERSHEE B Sy BT = FEEREEE P EEURL] (31D
(CRL distribution point)

Netscape ZE{HHEAL Netscape extension) (ffks)

Netscape SEHEA! (Netscape cert type) |

RIEH

HAHBE TEE
20174E7 H 20 H

Vs nIeS -

el EAEAER]
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i e | LAk

TEXERH (Standard fields) EWBHETZEET | FREHETEERET | BB ETEKEETE
HE (fERES) HE (fERES) & (fERES)

Netscape SSL{EIFR#3 44718 (Netscape SSL | fHH

SEerver name)

Netscape ffiz¥ (Netscape comment) eS|

R

L. TR AR A (ke 4T (BIEAIREIAEIE 2T (Domain Name) ) - EBF58E (EARES) “@ARK" 19(HE

=N o A

10.

11.

12.

AREs iR se RS A AL TR A B i MR R BIEC AT (RIESE ™" - AR D) - 7RI E TR
BERAMBEBRBEENE -2 T2 AEERZS 2 > B0 © *hongkongpost.gov.hk,

* subdomain.hongkongpost.gov.hk °
BEEASERER © 10 8T

‘BB ERTT ML — R 16 BT/ TR [ERg SRt TR M2 A 07 )Y, g
£ BEaEET M — 8 8 BT/ [AEEMEEE / Bl ERETT/ N 8 LB TF/FH FwafRiEZE( ‘07 )
W EEE / Sl ERT > MU AZC 07 )Y, “Hi” M —$55% 30 UBTE/FE R) - &8
FATBEBN ST “PEESmTt & EEE / SsE Mo sZ (0" ) HFEE g
HKPO fUREBIBOG A “HAh" R -
HAER AR R S E S s o el - HAA SN SR (A ERERIE 3117 #) -
ERIESSINEEH > BT AL (d A (i S Netscape JE(HI#{II9 R “JERBASE” (Non-Critical) ZEfRHEL -
AHHE A R (Ea5 5IHE (Object Identifier, OID) © BARAASAERIMIYIA- 3K BIRE - S5 2BI5E 1.1 1% -

B (AR @R EEAEE ZERRSAT  —ERERETEAHA ERSsAE o &
SEREAS AR A TR AL B A A e T (BIESE ™ » ARG ) » S—E AR BECrTER (7 r9(E
ARRS42%8 (I © * hongkongpost.gov.hk Kz hongkongpost.gov.hk ) ©

ErEE (k) "R ZERHATEESE 50 (EEREE AT B E R TN (E kS
A MulEE 0 & 49 ([EEE/MARES AT - (A EIS (BIESE ™ ) Z (@RS g#Es -

$ 7 B o 4% 55 "Hongkong Post e-Cert CA 1 - 10"FRsd HAYBE » FEWMBH FH Y HE URL B
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl - [lh /594252 "Hongkong Post e-Cert CA 1 - 10"Fr& iy " %2
s E RO EE -

#7748 58 F "Hongkong Post e-Cert CA 1 - M4"FR#EHMEE > SEWMBHEAEE TSR URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » /545565 "Hongkong Post e-Cert CA 1 - 14"FragtHAy " #
BEE O ARE -

¥ o 4% 55 & "Hongkong Post e-Cert CA 1 - 15S"FrE## HAEE > SEEMPEFHEHEE URL B
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl, [t 75R#8E5E Hongkong Post e-Cert CA 1 - 15"Fras gy M 8
HEEE A -

4 FEsERAEImE RS E S (E AR 251 URL £ hitp://ocspl.hongkongpost.gov.hk
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Hiék C

sk C - BB EMBIEECRL) . EAFBEIERES B EARL) DN 43 HEERERE
Z(OCSP Response)f& =,

At$% C sl B 1 4% 56 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1 - 14"F1"Hongkong
Post e-Cert CA 1 - 15"Freg AV EE SR 5 B DU B BT B RS B BB AV S R AR LRI HAS = > DU
FH “Hongkong Post Root CA 17 Fras HIBFZEREH A BE(ARL) AV EEHT e A FERIEAR = -

WM —(E A& F 44 “Hongkong Post Root CA 1 OCSP Responder” V43 FEEEIRAEEILIZHZE A
HE S HEREE I (G FEEREER S EE A IS AR5 “Hongkong Post Root CA 17 #EfT
4R FEEEIRE ARSI SR E - EiEE i —(EE & EE 44K “Hongkong Post e-Cert CA 1 - 15 OCSP
Responder” 4R b a% # IR RE@E AN B 4935 B NFE S, TR — (B4 L8 EiRasma R & A A IR as By h 48
= “Hongkong Post e-Cert CA 1 - 15”7 #{747 L REEIREBIEAAMAI N %5 E . BRICLUAAL, 47 L as 3R R im A
X AR IR B AT T — (R ME— R 35030 01D “1.3.6.1.4.1.16030.1.67, #5542 R akim
HIFBNBEER “TBEBOR” WAL, 7ERSEC Fmfa e, BRI IAR FasE iR E L ps .

BBEIBUER =R S AT e EREHAE B (SRR R & BRG] 09:15 ~ 14:15 Jx 19:00 CRIFEHE
JEIEFEF[GMT = UTC] BERE 01:15 ~ 06:15 Kz 11:00)) S8R BELHUA MRS A8 17 S RIS 113 5
SR T RN ¢

a)  "oBIABEREE ) (Partitioned CRL) £1& 7 4HAYE I T S SN HUBHEEFATE R - AT
ALk (URLSEHUAERARY T > EIAGSEHEEE

L ETEEE (EA):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1 <xxxxx>.crl
FH 4562 "Hongkong Post e-Cert CA 1 - 10"FraH Horr <xxxxx> Ryl & 5 (M F Bl FHY 75
.  EwEFREE () RETHEE (RE):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
A 4552 Hongkong Post e-Cert CA 1 - 10"FragH -
. ETFEE (EAR#S):
R s CREEE T8 E (AR BN gESENhESEN T BESERHEE
(Full CRL#AAT -

b) MRS B SNSEE | (Full CRL) H& %7 Bl P 4455 "Hongkong Post e-Cert CA 1 - 10","Hongkong Post
e-Cert CA 1 - 14"H1"Hongkong Post e-Cert CA 1 - 15"Ar& HHAVFTA CE S sl RS HER - &
TS RIS T AL b (URL)SEHL " B RSsa B REE | -

i FHHp 455 2"Hongkong Post e-Cert CA 1 - 10"FiF& HAVEEE ¢
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)
ii. HHh 48552 Hongkong Post e-Cert CA 1 - 14"Frag Hays5E .

http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl 5
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong

Post, c=HK)
i, r 48552 "Hongkong Post e-Cert CA 1 - 15"FraHHIAVEEE ¢

http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong
Post, c=HK)
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IRV E RS A S TR R s R SR E R AR

distribution point) A7 A FEEARIALEE(URL) ERAERIEE EREY 5 -

Re AU A B 855G ) (CRL

FEIEEBRT  TFAEBGRETRHEE SRS EEAM - £ EHERAFREN
15 T BABELECAT A ESE R R0 S o A E R A A AR - BBE B S AR
SR AREERRRAER T » INEBEEAEE http://www.hongkongpost.gov.hk/ AT FE S5 G B B -

(D EH9%:5E "Hongkong Post e-Cert CA 1 - 10"RIB A RIS AT E= K BB B SR E B =-

TSR (Standard Fields) |F-f#fiz (Sub-fields) |53 EIXEEERINE LSR5 E |t
=t A AR
RRZS (Version) V2 IR e E RS AR =Y
R By X.509 56 hK
FEHE kA (Signature shalRSA IR L S B E A

algorithm ID) BEAYEEA TS
ZEH A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 IR RS B N aE e
o=Hongkong Post B ERIIERE
c=HK
BEZREEHT (This update) [UTC B3RH) IR A E R A B &
HHHE (BEH)
TREHr (Next update) [UTC B3] FoR PGS ERSH S B
R EEAES g (TRE
¥ o MAgRERNHZ 1%
- IRIBLGEIEEERIAT
S ERE SRR REN R
2
HB4EEE (Revoked FFEsEE (User EEEFR FLF I e B s ST
certificates) certificate) i
s HEA [UTC B&RH] IR R P S TR R

(Revocation date)

SHEHAE A BB RHE RN (CRL entry extensions)

JRECHE (Reason

code)

(AGAE ]

QG

FEAETE(RAR AL (Standard ext

ension) (FffaE 2)

TR S R RE S AT A (ssuer) cn=Hongkong Post Root CA 1 FHHFR A BRI AR R
(Authority key identifier) o=Hongkong Post FE R EREH A EIAL NS
c=HK REFVACE A B #ASRE o
J759% (Serial number) |[3H A SEEFHIF55] HERET R AT 9%
S ERIEE A B 9RHE (CRL [HIZEE RS E ] I e RS AR
number) 3% ZAms B E L -
it N\ 578, (Issuer [LL DER H{4mtE |[REEM] AL Sy oy B A S E R
distribution point) EL s B4y =A I
£ (Encoded
CRL Distribution
Point)]
(HEHRE “PHEE"
FRfiz)

() 9485 E Hongkong Post e-Cert CA 1 - 14"1RiB A HIS¢ VBB B BN B B -

HEAERIAT. (Standard fields)

AL (Sub-fields)

RGBS B N

it

iAs (Version) V2 AR RS E A BEAS =y
RRA By X.509 55 kR
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FEEARL (Standard fields) | Tz (Sub-fields) |FERa=E RSN S EMUINE fHEE

B E A (Signature sha256RSA LB R DA S B s E R

algorithm ID) B EDENT SR BIRE

ZEH A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 B R %8 R 2 = RN

o=Hongkong Post THERRIMERE
c=HK

IEZREEHr (This update) [UTC HFfH] B R ASE SR A Y&
H HIE CEREH)

TZEHT (Next update) [UTC Bf) FoR N REEE RS SR
R HEEASC miEEH (TRE
¥ o mMAgRERNHAZ %
e o MRIBGEE R AR
R E R RS REN R
i

HiHEEE (Revoked FFE8E (User FEEEFR LRSI H e E RS E T

certificates) certificate) i

s HiA [UTC Ff4] LR R BE 58 T Y A

(Revocation date)

SHEHAE A BB RHE RN (CRL entry extensions)

JRE{LHE (Reason

code)

(RGN s 7]

GERY)

REAE AL (Standard extension) (Ff5E 2)

TR A REE A 4T ZEH A (Issuer) cn=Hongkong Post Root CA 1 IE R AL a B DR A R 7R
(Authority key identifier) o=Hongkong Post BT AR S
c=HK REFVBCEH A BHEHERE -
FF59% (Serial number) |[5§ B EAVFIE] [ et NG ) A
SR A B RS (CRL (B R EE] PE R a8 A B4R

number)

9% 0 mst U P A EA -

(D) EH94#:5E Hongkong Post e-Cert CA 1 - 15" 1R AR RIS H AV R RS S SR E AR -

TR (Standard fields)

AL (Sub-fields)

BRE IR SRS

st

RS (Version)

V2

N E VR eR= = 1) E ==t - S WE )
RRAS B X.509 55 hR

B HE R (Signature

sha256RSA

BB DL B S A

algorithm ID) B EDENT SR RS
25 A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, PHAREE N2 B R 3 e R
o=Hongkong Post, SEEE AR
I=Hong Kong,
s=Hong Kong,
c=HK
FEZREEHT (This update) [UTC FEfE] 3ot i N e == D A N
th H A G2
NI HT (Next update) [UTC ] TR NI GEFE RS BRI
TRHY H B mrEE Y (FRCE
) o MAERERIIHIZ %
e o MRIBGEE R EERITTH
T REREEEREE RN K
Eadun]
AR (Revoked I FE8E (User FEEFR] LRSI H e BN E
certificates) certificate) i
#EsHEA [UTC B Jlast i SR e == SR |

(Revocation date)

SHEROEE BB RHERIAL (CRL entry extensions)

JE IR (Reason

code)

(3R R

CBfFE 1)
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FERERIAL (Standard fields) [T-HfL (Sub-fields) |REREEEROYEEMEAE

|t

FEAEE (RN (Standard extension) (FffEE 2)

TR A REE A 4T ZEH A (Issuer) cn=Hongkong Post Root CA 1 IE R AL E B DR A R 7R
(Authority key identifier) o=Hongkong Post BT AR S
c=HK REFVBCEH A BHEIERE -
F59% (Serial number) |[5§ N\ B EAVFIE] LB A EFNT9E
SR A B RS (CRL (% R ESE] LR a8 A B4R
number) 9% ZARILLUEFP R EE -

R E R SR R AR B - 1

TFREEAEH T RN H AT 75 05 B R Al - e s L IR

HENEE CYE B O EE DEE TSR - BRERE

http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl B,

B ATHY MU E N

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

(IV) H3tREEE"Hongkong Post Root CA 1"AR{ZA % Al % HH AV R RE RS A AR =

TEXERANT (Standard fields)

MMz (Sub-fields)

RIS AR AE

st

R4S (Version)

V2

BLARBE R ISR 5 B AR =y
A By X.509 55 —hR

ZEE 0 (Signature shalRSA IEREE U A DA S B R
algorithm ID) BB AR RS
22 A (Issuer name) cn=Hongkong Post Root CA 1 IR R o B N as P REHH
o=Hongkong Post B ERIIERE
c=HK
[FEZEEHT (This update) [UTC Bf) DB R A MR B 2%
HH B (B
TREHr (Next update) [UTC B3] FR DTSRRI B B
R B g (TRE
¥ o AR HE I %
e o MRIBILEEEE AR
T IR R R I
FEH
HB4EEE (Revoked FFEsEE (User EEEFR] FEF I e B ST
certificates) certificate) b
s HIEA [UTC B§fH] DB R P S IR

(Revocation date)

SHEHACE S BB RHEREAL (CRL entry extensions)

JR RS (Reason

code)

(AGA 3 5]

CGER)

TR AR AR AT (Standard ext

ension) (Fffat 2)

TR S B R 3 A4 T A (Issuer) cn=Hongkong Post Root CA 1 EEHRTR A R B A R
(Authority key identifier) o=Hongkong Post BT EEE A AL NS
c=HK REBCEH AR HERL -
JF9% (Serial number) |[55 4 \ZEEAVTF IR I~ A GEERT IR
S ERIEEA B 9RHE (CRL (a8 RS EAE) IE R I RERL SRS B AV 4R

number)

5% 0 AR R A -

NS a5 8L (Tssuer

distribution point)

REFARFEE =%
RFAZEHRE S E=E
fEJ#Y CRL=A3

(BLHS “BHSE™ fhr)
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(V) RIBAER KR B ERBEEEN-

EBEE AR R IRRR AR AU (] las SR AR AR AR ERdEiRREE A AL - —(E MRy &R E3EER
REMEE B DU T 4H R

AR fir L L i [IAESS e
(Standard (Sub-fields) (Sub-fields)
Fields)
JEEEIE i (Version) v1 (0x0)
(Response data) | &% {Elfik #k 1 |by key RE |[FEZEMREITAR SHA-1 4%
Responder ID =k {&]
Produced At FE4 [Generalized %] I FEE 2 IR (GMTH0).
IS
Sequence of Single Response B8—EEHI TS
Single Response |Certificate ID | [ZZKAYEZ 744 1H] BERAREE M A A
BEE sE A o HELBEEHRT
o A TELEIVHEZ
(=N

o B ALNELHVHER(E

.« EmETFH

o AR [FE EHIIRAE] ARG HE (A H B
(Certificate (GMT-+O)RIfRIEH R 8% (I
status) SE 1)) SRl
AZKHHr This |[Generalized BFfiH] o 5 IERBIRRE A AT H BT
update H#fE (GMT+0).
TRE T Next|[Generalized i H] T B RAR Y E AR
update (GMT+0).
BT sha256RSA AR FEEILEENFA
(Signature
algorithm ID)
# % (Signature) [HEEIE] JEEH %+
vk S ke 2 N GEEVERE] EE RS HEEAZE
(Certificate)
Ffat::

L DU BT EessE S0 T 51 A2 Fh e I

0= REEW © 1 = ARSI © 2= EBIEIERIN © 3= R ;
4= BRI ¢ S = BREEIILULIR(E © 6 = E RN T 5y

H SR AR (N E VIR - AL T IRIRAGES ) & 2L 10, For (B ToREERH ) -
2. FRIESSNGER > PPy B “JERHERE”  (Non-Critical) ZEfHARIML -
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fie% D - HREBETES - REBHE

K% D

) EBEFEE EA)
EES BT A BTEE (EA) PR 18 RALH
“H 2Rk ETHEEA)
B A FFEAESE S0 R ET 18 AL FFERSEEE ) N AT
18 R
IR IRER HK$200,000 HKS$0
PRnE =
BB BEERERE 2048 iL7T RSA
EAIEEEE BEEHECEES
B 55 EEZEEHE AN S B R EEENE TEE (EA) SHNEEEE
HERR B 2 B R B [BEEE (B E B B
BENREERET |[FES M YRSt
ANHTEFRE EFE G SRR AYFEEEUE (hash value)
BEEHE 0 R
B N2F G (B BREHEUL SR 24 EE)
BeeEH FrEE (EEE R AR | RAEEEERNE 24 |BioE (BIEERERHH
) F4E S0 BT (RAEE ) F4E S0 BT (RAEE
TEZEXERIES 2.4 16) TESERERIEE 2.4 16%)
HEFWH =& —IF ~ ZAEB AR =4
(RANZEEIESEARERITE 124 5 3.2 K 33116
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2) BETHE (B BETFEERD KETHEERS)
=R ETHE BT “H | ETEER ETHEER |ETFEE (EH
ol £5) 28 “ERR
= “IRhR”
B A TEE S BT RS BUN 255 B ARG S5 S0as e ) R AT A] 2 AR A I B Ky
EBERFRTREEINBERE ~ HPToii%R
HERAA | B A EE R EdRENBRERAE | B AR (BB A
MEEEAT
RS HK$200,000
PRuEE =
FC ¥ 2GR 2048 17T RSA
=E
EARH % &SRB ESE EsC ABTTESL
A E= g IR B R R B4y R 48 4 8 (Domain Name) ~ 14
18 R B o)
HERR |BEEEENEEN (B EE IEEdEIS Y ([ BEEE" R | M S S K s
& F EgE YIRS pIics
HENES | B BT REHT IR (v Bl AR SR A v B AKE
B ANE (EREL) T B B
ot v A P 4 R H AR A  PRREEEAEL |m BEC AR = BECAMERE
v BHASERS (HEEEH R A E| SEEEERE|  ZERSEE 2 AR EE &
) Hrhil 7 T R e LR
» B AR AT/ pEEEREN | BEHASEE N Bz GBI
Y gt (HEEE|  4E5F (BF Z FESMEIR
B ASESE) BEIEL LR PR
B AMEZ | EE) " B ASFE
NH PEES (= BEC AR IR (HEEHE
EW=t ZNE] T SR
EBEN 4)
" BECAME
ZNE]
EEIENR
BEe RATE RARZEEESEREREE 2.4 5%
ZH
HEASEH |  —FEWE —IF s TREREE | EWE 28| —FEWE | RS
EUiE I
(RARZEEEEAERIEE 124 2 3.4.1 %)
it

L FAREEEIITEREBIFR S ERE (BRgEe) (% 112 22) 3 H BV EE I SRR > IR DA Ry B 15
Fehl” HYERCA) (RS 1.23.206%)

& () AvEsC N (EIERAE

2. BESHEFOIRRFREARHTEEE

A‘Z*(
uﬂ%

(Pt ©

"Hongkong Post e-Cert CA 1 - 157 #HAVETHE (RKEES) -

3. FPAHREBRHTTHEBUSTRERE (BBEE) (35 112 2) SHATAREEIA R » S5 L giin
HEBRSH &I -
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KHi## E
ik E - HEEBE T EEXE 5 s 2E GEAEE)

FAZGE I F 2 AR A A U HARE - BB Sl e a8 S E 2 e e aC hkhe -
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Hi#% F
fik F - EREHE FBERY - ABETREARATSZENDHERE CGEENEE)

A EG E SR AR R A2 H S - b AEE (SRR R = - BB e 56 S I e e 2 A B B T
BHRRAEZEERTGLITHRE -
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Hi#k G
Fifs%k G - ixaB IR S H A B0

MRS E AT ARHA st

Hongkong Post Root CA 1 200355 H15H 2 202345415
H

Hongkong Post e-Cert CA 1 20035 H15H £ 201355415 | b 4a8EH201092 H26 H L= 1k
H SRR EEE -

Hongkong Post e-Cert CA 1 - 10 201041 HOH £ 20234E5H15 | M4 E 201042 H 26 H #ERHIA
H HHEE e ELL A -

Hongkong Post e-Cert CA 1 - 14 | 2014511 H30H F 2023F5H | Hhrh4:5E EEZOISEU% 1 H LRI 2A %S
15H PO A

Hongkong Post e-Cert CA 1 - 15 | 20154F7H4H 2 20235 15H | Mo 48s8EH20154F9 3 1 HiLpRia %

HER A S E AL
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Hrék H

Mgk H - B EEBE T3S M B h AH 3 2 5 B FH 4R

. FUE FoigE T8R4 DNS ey
RrEmE A2 REEM =il e o P TS
EBR TR | AEOL ™ 4gyy | ETEE () (A8 “IRD_AEOI™
[ fEETEE (HE) O
sehl” )
PfaE:
1. AEOI {3 "EH Bk
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B85 I - REC3647 BELANZZB LR LR

RN L T THEER B R AL (AR AIBE REC3647 148 (R 264 RS Y FEIHUAE B S5 s b ER -
DUR ST HaRse E RIS L (—) () BEPATAHTER - EAMEE (FEAEAIEL RFC3647 ff?*”ﬁ?%EEWfE){%

ZEHFAEEMREREZE > LIRS (BRI RO R © g sC ABUE s A LIS
HAeHR TR EEESR B ZEFHRR RS -

EREBEIARE -

sEFR Tz sA

R ER] - AELRER T AN NEM 1Y EEER BB EREBUZARIPLIESE / R efE

AR ARIESE | g e -

RFC3647 HYZEH AAEHIVHEREST  |5R8F
1. A 1A i 2t 1
1.1 fdfat 1.1
1.2 SCRE T LA 1.1
1.3 ETRlaeEE 2 e 1.2
1.3.1 EFEREAR S 1.2.1
1.3.2 GEfH#AE 2.1.2 Kfffs% E
133 B A 122 K 1.2.3
1.3.4 BB AL 1.2.2
1.3.5 EAth Bl 2.1.3 Kfffs% F
-“Z\zgr*}gﬁ
1.4.1 BENEEER 1.2.3
1.4.2 BRHIMEEER
1.5 SRmsE T S R 8
1.5.1 SRS SRS S TS ATE & 8
1.5.2 RN 1.3
1.5.3 472 CPS & SRS IS AE k8
1.5.4 CPS it 2=t 8
6 EFFI4EES fifsk A
2 EEEMBEEEH 2.1.1 2 2.5
2.1 AL HEEFEEEANRER 2.54
2 PEE (S B E A 2.5
2.3 BRI B 2.5
2.4 {8 BIEFREES] 251} 252
3. By R EAZE ) 3
3.1 &% 3.1
3.1.1 AEER 3.1.1
3.1.2 WA ER(LAVEOK 3.1.2
313 B3 AN S R py | PERER MBS
3.1.4 BEAE AR R H A 3.13
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RFC3647 Ry A ZEHI AR AT BT/

3.1.5 ZAf@mE—E 3.14

3.1.6 PR ~ SERIFIA & 3.1.5 K& 3.1.6

3.2 PIa S AR 3.1

3.2.1 FHHHEEE TN EERL 2 T 3.1.7

3.2.2 4HERRE S HVEE R 3.1.8

3.2.3 E A B HIEE R 3.1.9
AAERI S8 REC2527 #il7E > R

3.2.4 9 HERE ST NE: By BB LER 5 WA BELERTS: B
thEEEe

3.2.5 $TERERD 3.19

3.2.6 HHE{EHER] 1.1

3.3 SR TR KAk B EE | 33FE 34 ‘

33.1 BB R T R 33534 il
2 e

3.3.2 FpH 1% B A RL B A B ZE T 33%E 34
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