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e TR E AL NETERL -

‘BN FHEAASRAEANLCHHETES -

FEHBEBRY fEREEL L EICHEIRL Y 240 - ZelcH BRI (FE A B %2 2 AL N E SR S I E%
HBOGHE 2 AP TSRLAERL -

PR S AR A

PR fEESC AR THURRAL B A R AL (I S T2 S MBIV 158 E (PRE) /Y
FANEHEGRL -

THERF" RS A 2 RS E S ¢ TS sC MR Z L S e B3 TR S A B E T38E
(H&fE) AURLNETSRL - pl B AIE CAREZ G50 ARSI BD R AR -

TERSIER” PIEEE A IR T S E FUE B AT AT E M S A B A R P S T 2 R

BB IR TS SRR S -

BRI ERTR” 15— EGE BRI SRR S - (E AR 5 T DAE RE S8 T HURXEE I Ry 2 5
e -
BE N ETEE EOOUTATASRHZLR ¢
a) LSRR R s BB 2 2 H AV S8 T2 B 2 R B R R A R E O A s L B 7y B
il E TR
b)  EkAIEE HACHR LR -
o) IEHEGHAERGICIRE
d) BERIERGLRE A FEIEE | 1
) B AZESIRIIEE -

“BRRBIESEAEA B “HERT {ERZEE R S DUE A S S IR (A 2 (RS B e 2 2B
HERSEE YBEEERN N EFE FIR AT E MRS AR S (SEMMEREE) &
“BEY fEEEEIETI I 2 T B BULERRIR M G4 DR 2012 424 A 1 HE 01843 A 31 H
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SRR A VSR AR I B A R e B BB UL IR < s ) 28 - R VR IIEEER 2 2019 - 12 A 31 Hik -

I RAIEE TS ARAE RESHRE (DIEHERE > EREE) - EREEEBURERE i 8
SERSTRIZE 3.2 R RERA > MBS > BB BEBUEE S 4 R BB B SO 2 RS R 4R -

B AR ASAFIEEERN S - S E T s -

SRR FEHBUN BRI AERBUSE 33 (R I A 2 58 i A% S hBRSE RS < Al -

‘BISEE METLCHINS  EREANZETEHS  &H B BTSSR Bk B T 4ok F R R
EA > BRAFRARCEIRS R BT OB RN L APHETSRLERE R T
(2) % BIB BHRUE & Rl BB N 2 AR ISR E 2 RN BBRLE L © DU
(b) EABIEEIRL > AAZ BT OIS REEE -

BTN R A I FREATE A S

‘BT 5 R TSR (E NSRS - SRS ELUTE: () SERRAERS s B st bk oy o
(ICANN) » (i) Bz B - 24 Gil) 8Es R0 (EfRH D SovE - s - R~ BfEE=EEEAD) -

“ETEEMEE USB” & USB HPECIERE > EfEFE TEEMNGEEE - BV E TS EHEE USB [ERGE
EHEFEAE E http://www.eCert.gov.hk 23 »

“BTRERTER BTN PIETEEER USB - AR TR E AL EEERL -

“BTALH R REEZBIEIPA ZOH  TIRZACER ¢
() FEEERASNEASE - EEN R EL RS &R I
(b) REREFEENASBEHME A -

“BTEE {5UE O DA B IP N FR  E  BE RS - RET S T
B H B AR5 R 2058 BURRRRZ A0 8% Z HVE LB -

‘BlrE fEHEERITEEBIS AREBRE LT RS0 - SREERES I -
B EREER S0 BB BERTS - SIS R AR -

BB AT ATERIZ 2808 ¢
(@) FRHEE
(b) “CEREEN
© REFIFEERCH A E R R AL E 2 BRI - BRE A (I AR S S DA G R B 5 )
(@) REFITERER AR G4 T A H A A EZ AN BHE RS AL AR 2 B AR ) -

‘BN IR EE TOHN S o fRMA S - BRI H - SO M A s

‘MBS EER EE0SERE (FBSIRET) (55 112 25)/H 8 Btk il s i R StV 2B ik - MBS R25%R
SRETRUES J5 1] FR SRV TS A P o B AG  LE RE A S R P £

B mEENS 5
() BEZEE > NERZEEC SR EZEE NS Lo R R aZEE N ARERR - BAIZA ¢ 5
(b) LS E SR EL S NE A oGn] R e B ANE - BRI - MRS
T ARIBIEZEEFETZALM

“MCEIEHSRL” (EIEH T ES LA - RN S AR RS AR 2 AFAESRL - Tk PR B R A A% B & AL
NG R A 2 B 25 -

EMBERE (A MBI (SR T A RN T (ST A aas
) -
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

‘LR ALRETRE (EA) SETREE (R S - eGS0 /B RE R RIS iy (EEE
TR Hatna o o ) (EREE ] A BB RIS e -

BB FEEAAGIE 553 B (BT HEE) -

“MEARE" f5 I ORERE A P Y 7385 R HAL N SR 2 -

“BET MURE TN S 0 fER SRR o Rl A RS B E AR - R EET A

“PKCSH#I1 REEEE" 15 THEE (PIOERER) » FRAJEEFE TR E R SRIIEIRESN - IR & RSA EERE M
A AFRETSRLINEAEAE (PKCS) AR 11 SARHIIZEEE /M RIS - TIRZ B EELS FIPS 140-2 55 4k bl BAY

sy7a7¢
Poag

“BREBER EEEENE 8 = (HBEHRG) FHEEE -
FANEEHGRL” fERCH R b FI (R A B 2 st -
“AFAEERRL” fERCHIEIE R A E I E R R hRL -
‘REREE 5
(a) FUBETREMROIS 22 RE2 A 258
(b)  JEHRIBE T EREISE 22 R ] ZagE 2 ~ SRS 585 © 5
(c)  FETRGREIE 34 fRATINZEIEIFT S LR Rl vRe & 2 & -
“COEILEERRE T TR EE T SRS 21 (FREE T LSRR B 34 RATIIZ S RE -

CH IS ERTARR LR - TP T B 2 A - TR TR TR A R
A -

BB R EREEGEE - (R BRI EULE AR T E R - MR E B USRI
Z AR -

“EHBAL" - BMEETT  FEREEHIRACE - (RENZEEN (B0 MEETEREE T E Y

“RHBIRET fElEE TR A S SRR IRAR -

“BEE" AR S D EA B AR A AR A

“BEAR" MAGEHEITS - SR A RO ARS8 a2 -

B R CBE OREHNEERTE SRR B R T B AR RIRTE - SR AN SR AR AR o

BHESRE IETIE TR A S -
“hREE” 15 BB S P - 3 A A B EBGR T -
GRS BB TR AR AR - T QP T -
BN ISFELTHTERBEIIA
() TEREPIEGAHE B
(i) DRSS R
(i) FPAELB PO A B TSR A\ AL
CBRAGER ISEH AR BT I » SETER R BB AR B R A R Y

5,
fERK
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BRI E(E RS AR MR RCEBT AR - RS RN R R &

WS B TR E e
RERS HTCLUTFTATRT: 2 BT - #ih A2

() EHtZEREZ AMRRAEER
(b) AERBEERTEIL  AISEME KA A AE I S BRI N MR IR ST R S HKCY

) EHMESHTHEEIRE @ &
) ffERE ARz 2R -

‘ERLM EEERAEATIER

RATETRHMHE  MFBHHEET2RIINEEERN 2 AREBRGIRE - MAEEIETAREEAN
Rz B % Ao R P EE -
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K% B

ffifk B - BB E TEEHEI

AT gfEE Al B TP 4 553 "Hongkong Post e-Cert CA 1 - 10", “Hongkong Post e-Cert CA 2 - 157 &
“Hongkong Post e-Cert CA 2 - 17" IRIBARXGEFERERZHHAVET Eﬁ‘%i‘%ﬁ WA T fift FH A AR ED

P EA e E R I A AL (R B A g s T8 E 8 SR E & s HEA

ok T EEERER ) NI AES - B EIE BRI S E 2R -

1) BFEE (EA) BX

1.1 #RJEE8E “Hongkong Post Root CA1” 7|

DL Ayt F A B 4458 2 "Hongkong Post e-Cert CA 1-107 DU ZE pR 8 SHA-1 3% H 1K) 5 T35

=z (EAN) -
Ui e LLARESS
BErEE (EA) BrEE (EAN) ‘G  |BHTPRWIEALH
hR” BEFEE (EAN)
PR (Standard fields)
RKA (Version) X.509 V3
5% (Serial [T BRI S B A = T /N R
number)
FEREAFG shalRSA
(Signature
algorithm ID)
A (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B AER Not |[HHEBEIAFAERUTC FFiH)
(Validity period) |before)
B Not |[FHEBEE AMEENUTC B
after)
FReEE n=[EFEG ] (D en=[EAG A D
(Subject name) e= [%%ﬂ’%aiﬂzﬁt 1 ChfE2) =[EEFEFE ML) (s
ou=[EFCASH ] (Hax3) (B AL ()
o=Hongkong Post e-Cert (Personal) —Hongkong Post e-Cert
c=HK (Personal/Minor) (kfsE4)
c=HK

TRAFREIERLER Subject | H=E%HA (Algorithm ID) @ RSA
public key info) AFAZEHERL (Public key) @ ZHERL-EE R2048A17T

B AR B1HE [ssuer ENEdE!

unique identifier)

SCASRAIRE (Subject K

unique identifier)

FEEFE (RN (Standard extension) (fifs:s)

HWRAEIERER (BHA cn=Hongkong Post Root CA 1,

il (ssuer) o=Hongkong Post,
(Authority key c=HK
identifier)

FPo% (Serial  |[{iE5% H A\ EHY]

number)
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U e AR
BrEE (EA) BFEE (EAN) ‘B |BHTPRWIEHEALN
hiR” BFEE (EAN)
SRR AOIERE > BIEEE > B | ARl BiEEE AOER > BiEHE > B
7 (Key usage) RENIE RENnE
(IR “BRSE” A0 (R “BRSE" fWfr) (s “BRSE WRAL)
BHEDUR Policy Identifier = [#{4%51 |Policy Identifier = [#1¢Fs#%71 |Policy Identifier = [#){4-5% 3 /6]
(Certificate ] s 6) T NCHEAD) (HEE6)
policy) Policy Qualifier ID=CPS ~ |Policy Qualifier ID=Cps  |Policy Qualifier D = CPS
Qualifier : [FZ3E(FEAERIN | Qualifier : [t Esteryy  |Qualifier : [(FXaG {FEERIAY
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
RN D)
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[ &1
FNZTT 2w (s o)
Policy Qualifier ID = CPS
Qualifier : [(Za8EZEAEAITY
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 (K::9)
Policy Qualifier ID = CPS
Qualifier : [fZzEEEXERIHY
URL]
TR DNS (IS BS (REstis] (10)
(Subject rfc822 (B TTA N T EEHAL] (kD)
alternative name)
FHARI% ENEDE
(Issuer
alternative name)
FAPRH FRER  |RAEE
(Basic (Subject type)
constraints)
PEREEIR |fi
il (Path
length
constraint)
FEfREETSRLSE ENES|
Rk
(Extended key
usage)
HERGER Sy BT = FEERHA B EURL] (k1D
57885 (CRL
distribution
point)
Netscape ZE{EHEAL Netscape extension) (FfzEs)
Netscape S5EJEAY (Netscape  |SSL client, S/IMIME
cert type)
Netscape SSL{EIfR83-27% KEH
(Netscape SSL server name)
Netscape #5E (Netscape AREA
comment)
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1.2 fRJEZEE  “Hongkong Post Root CA2” Z°F

DL Ayt FH 7 B A 4 75 3 "Hongkong Post e-Cert CA 2-177 L% 22 pR 8 SHA-256 %% H 1 % F

sEE (EAD -
R 258 AR
BFEE (EA) [BHTRERALHNETSE (EA)
TEEA (Standard fields)
R (Version) X.509 V3
FF3% (Serial (A& B EIB A e B A — e/ 7]
number)
FHERA A Sha256RSA
(Signature
algorithm ID)
A (Issuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B AEF Mot |[HEBE A EUTC B
(Validity period) [before)
B Not |[HEF BB S EAVUTC FHH]
after)
TR n=[EBE I EA] (D en=[EBG ] i)
(Subject name) [ ETEFEIAE] () e=[ETEFHAE] (Hrar2)
ou:[ﬁéa)\z}%éﬁ%] C(HtE3) =[BEASFERIR] (i)
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) (s
c=HK 4
c=HK

R \BRAEEREER} (Subject [E=3EH1 (Algorithm ID) : RSA

public key info) INBHZERERE (Public key) @ BMBRLEE A2048 7T
A SAI4418 [ssuer RIEH
unique identifier)
BEC AR 4478 (Subject ENEDE
unique identifier)
FEREFE(RRIAL (Standard extension) (ffsEs)
R EIERLER | RHA cn=Hongkong Post e-Cert CA 2
Rl TE (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
FF9% (Serial  |[#E55H APETERY
number)
TGRS F AOTER > BiEEHE - HERLINE
% (Key usage) (DtRR “BESR” MEfr)
HEBGR Policy Identifier = [#J{438AIEE] (Hizk6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [#Zz8 F2ELERIAYURL]
FHRI= DNS [ IEIEES (575 (HE10)
(Sublect 11c822 CEERA NETERH] ()
alternative name)
FH AR ENE
(Issuer
alternative name)
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U e AR
Bras (EA) [BHTRERALNETEE (BEA)
FARRS THEES | RAER
(Basic (Subgct type)
constraints)
il (Path
length
constraint)
AR RRE R SSL Client, S'MIME
RJik
(Extended key
usage)
HERGER SRR = EEHENE B EBURL] (nh12)
53888 (CRL
distribution
point)
Netscape ZE{H#{z (Netscape extension) (FifiEs)
Netscape sHEFHAY (Netscape | AR fHH
cert type)
Netscape SSLEIRES 1B AREH
(Netscape SSL server name)
Netscape #55F (Netscape KEH
commen
U\Tﬁ'jl_ﬁﬁ JA HH P 4275 3 "Hongkong Post e-Cert CA 2-15" LA bR 8 SHA-256 5 H 11 58+
Bl AN “HRR -
Wit 78 Wiz Nz
TEXER (Standard fields)
kA (Version) X.509 V3
5% (Serial [HEBE S B A TN EHE
number)
FERAFG] Sha256RSA
(Signature
algorithm ID)
FH A (ssuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
B AEF Mot |[HEBEE ZMEEENUTC B
(Validity period) |before)
FER Not |[HEEBERALARERUTC BFE)
after)
TR en=[E BSOS (D
(Subject name) e=[BEF L] a2
ou=[EEASF LRI (iHz3)
o=Hongkong Post e-Cert (Personal)
c=HK

ERAFREIERLER (Subject
public key info)

TG (Algorthm ID) * RSA
AFHEHERL (Public key) * ZEHBRLRFE £52048(11 7T

B NS48 (Issuer

unique identifier)

R
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L TVASES

BRC A7 (Subject

unique identifier)

AL

fEXEZEfREr (Standard extension) (BizES)

IR (BHHA cn=Hongkong Post e-Cert CA 2
B (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
FFo% (Serial [ A\ EIERY
number)
EUSRLEE R FEER > BlEEHE
7% (Key usage) (MR “BHEE” WOL)
HEDER Policy Identifier = (¥4 10E] (Hfst6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [fZzEFZEERIRYURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ 5153 2t% 17 2\ 4w 5] (Note 8)
Policy Qualifier Id = CPS
Qualifier : [#%z& FFEAERIAYURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [IZEBEE#EATHIURL]
TR DNS (BRI E S (8555 (E10)
(Subgect rfc822 EERA NBTEGGIAL] (i)
alternative name)
FHARI% ENEDE
(Issuer
alternative name)
FAPRH FRER | RAEE
(Basic (Subject type)
constraints)
PEREEIR |fi
il (Path
length
constraint)
FEfh AR RLfE SSL Client, SSMIME
Rk
(Extended key
usage)
HERGHER S EEREATE = FEERDNE RS SEURL] (s13)
57885 (CRL
distribution
point)
Netscape ZE{EHEAL Netscape extension) (FfzEs)
Netscape SFE8ERY (Netscape | A fHEH
cert type)
Netscape SSL{EIfR83-27% KEH
(Netscape SSL server name)
Netscape #5E (Netscape AREA
commen
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g N ts X oos - #EIK (R%) + 44 (140 CHAN Tai Man David )
FH 35 AT B e bl (AUQA B TEFEHNE - IR 2 ) » S4BT EAE L R EHLE -
BEASEER - 10 (1T
“e-Cert (Personal/Minor)” & HEE AAEREHHREEIFATN 18 5% (A EEREAIE 3112 1) .

BRIESSINERA - B 1t AE(eR s K2 Netscape ZE(RAHAIES B “JERASE”  (Non-Critical) ZEHRIfL -
Kﬁfg@%ﬁ@%ﬁ@%ﬁEUE’J%@%&E‘UE@ (Object Identifier, OID) « BRI AE RIS - FHSRIALERE
116

AR I—(E R E RS RS - DERAIRT & el SRnsim s -

ARSI — (BRI A e0sE RIS E RN B0 FE %7 RS R AN ESCLA ER » AR R E A
HE S EZ TR L E RIS A" FrERNEHhEZ =) -

AHHE B0 —(E 57 #F Adobe PDF % A4HVY{- 3k B8 -

A 5 SR RS IR (. hkid_number 27T E74FH 35 A AL A BB AL BT (5
S cert_hkid_hash For)fk » 17 AT ¢

cert_hkid_hash = SHA-7 ( RSAmietey, 1 ( hkid_number ) )
SHA-1Fs— = B0 RSARI By % B bl 8

FERELETERLAHBIE hkid_number RIEEFRAEBUR AT (U &% - WAL CEBNEES (IS
HUHERBUE SHA-1 ( RSAmimeer, st (hkid_number ) ) » 52467 BilE & A G E AR AERHRL -

BER SRS E URL B http://crll . hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl, H 4 E5=E
"Hongkong Post e-Cert CA 1 - 10"AT&&H » Hoh <xxxxx> By K&EBHBAGEL - B8 5 HEFHFINTE - F
BEEE NS T EFEEEREEERE | - U MRS ZE R s SEREE SR
AL NEEEAE Y Bl E R SR N A -

SEYE B85 8E URL B http://erl1.eCert.gov.hk/crl/eCertCA2-17CRLI<xxxxx>.crl, HiH 45" Hongkong Post e-
Cert CA2 - 17"Fr#d > Hb <o Fy EEABTHB ARG ES > B8 5 HBTFHFHFNTE - (FH2019F7H 1
H 2 AirEsHRss /YA B2 855 URL A http://crll .hongkongpost.gov.hk/crl/eCertCA2-17CRL]_<xxxx>.cil) ° &k
WEEA RS TR EREEE | - O M SRS ENER SEZEE HEREEE SR
L NFEEARY E 53 B8 E RS A N A -

S E B85 BE URL B http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 <xxxxx>.crl, HiH 45" Hongkong Post e-
Cert CA2 - 15"AT#H » H <o By KEBEBERYESE » B8 5 EEFHFRFNTE - - (B 201947 A
1 HZ mirss A5 2055 8 28 B URL B http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxx>.crl ) &k
R S RS EREE AR | - YR M SRS EER SEZEE HERGAE SR
ML NEEHAME > B EREE S BRI A -
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2) BTHEEF (W) B

2.1 TRJEZE  “Hongkong Post Root CA1” Z°F

PLTR 238 F A B A 42 5% 3 "Hongkong Post e-Cert CA 1-10” PAZEEE R 87 SHA-1 3% H 1) 78 7378
=7 OO -
Ui ey WAL Es
BFEE () lmrmE () TR
FEXERF (Standard fields)
R (Version) X.509 V3
FF5% (Serial number) [HE B E B RS E N = A 7S T
FEEFEA (Signature shalRSA
algorithm ID)
2 (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B3 (Validity period) [REF Not  |[HHEEEF A A% EAUTC FiRT)
before)
FER Not  |[HEBEBASSENUTC FifE)
after)
FHEAE (Subject name) en=[ZFER P44 artsED
[E@%il’%@iﬂjﬂt] (h3E2)
u=[EECASFELRIR] (x3)
ou=[(FE B BRI BN B2 RIS E B s BRI+ =AM (et
34)
u=SEC RS ATE] (rhEs)
=[B s NS TP ATE] (sxs)
o= Hongkong Post e-Cert (Organisational)
c¢=HK

ERAFEIERLER (Subject public key
info)

BT (Algorithm ID) : RSA
ANFHEHERE (Public key) © ZHBRERIS F5204811 7T

2 A SRB142H% (ssuer unique identifier)

KA

SO A48 (Subject unique
identifier)

KA

T FE{RIRIAL (Standard extension) (zk6)

BERR SRR B2 A% |8 A ssuen) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5% (Serial [ 3EH ABETERY)
number)
FEERLEE 74 (Key FEIERE > B EE > BWAINE (A EEl iSRS
usage)
(BEHR “BRSE™ MWRfL) (BehE “RRASE” W)
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U e AR
BTEE () BREE (88 ‘R
HEPUR (Certificate Policy Identifier =[#ff-55%5185] (ks |Policy Identifier =[#{AsRBIRE] (Wit 7)
policy) 7) Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [ /ESE#EHIURL]
Qualifier : [fZz8 EZEAEHIHIURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 (B3t 8)
Policy Qualifier ID = CPS
Qualifier : [FZ=8EZEXEAIFYURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (3
9)
Policy Qualifier ID = CPS
Qualifier : [{Zz8{F2E4ERIAJURL]
FHRAI% (Subject DNS [0-10F5E FEFH4RES] (Hist10)
alternative name)
£ E%ﬁ%%ﬁ IEEEWN | Ga & AN E))
(First U= EC AR S TT/EF T SC 4] ees)
Directory
Name)
1fc822 [FEERA ANBTEFEE] ()
2 R4 (Issuer ENES:E|
alternative name)
HARRF] (Basic FaaEn A
constraints) (Subject type)
BERRRAERRA | fi
(Path length
constraint)
AR RLEE A T304 SSL client, SIMIME
(Extended key usage)
HERSEE S BR Gy EEBEARE = FEERE B EEURL] (1D
(CRL distribution point)

Netscape ZE{EHEML (Netscape extension) (ffzE6)

Netscape sFE5ER (Netscape cert type)

SSL client, SSMIME

Netscape SSL{EIFR 25478 (Netscape SSL | A H
server name)
Netscape fAis¥ (Netscape comment) FEH

2.2 MRJREEE  “Hongkong Post Root CA2” ZF

U\ T)t‘ji;ﬁﬁ JA HH P 42 7% 3 "Hongkong Post e-Cert CA 2-177 AR B

pe e (BES) -

# SHA-256 # & 1

i e

VAR

BN (Standard fields)

RiZs (Version)

X.509 V3

5% (Serial number)

[ &R S B T R R

FHEEE (Signature
algorithm ID)

sha256RSA

HEHEHNETEE
20197 H 1 H
YIS IR ¢ 1.3.6.1.4.1.16030.1.1.44
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i TVARE=S

A (Issuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c¢=HK
EREA (Validity period) | REF Not  |[FHEARELE 2482 B AYUTC BERHT]
before)
FER Not  |[HEBEBASSENUTC FifE]
after)
FEEZHE (Subject name) en=[FER PR (it

[E@%ﬂ%@i@m (HtE2)
u=[EECASERIR] (HE3)
ou=[(BE B R B RIS B2 BRI M E S BRI+ M o
*3?4)
u=[SEC A ATE] (iss)
u=[S LA 1T I8 ()
o= Hongkong Post e-Cert (Organisational)
c=HK

TRAFIFEERLER} (Subject public key

H A (Algorithm ID) © RSA

info) AFIEHERE (Public key) © SRR F5204811 7T
B AR A48 (Issuer unique identifier) |A{EH
BEC AR AI4HE (Subject unique FEH

identifier)

FEEFE(RRIAL (Standard extension) (ifE6)

TR SRR B ZFE  [&HE A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
9% (Serial  |[1E38H APRFER)
number)
FEERLAEF 74 (Key AOTER  BEERE - BRI
usage)
(HEHR “BRSE” MWRfL)
HEPBUER (Certificate Policy Identifier =[#J¢FHIES] kst 7)
policy) Policy Qualifier ID = CPS
Qualifier : [fZE8FE£ERIHIURL]
FHRERI# (Subject DNS [0-10F-E FEF4RAE] (Kfzx10)
altemative name) B BB |ou=[Gac NIRRT SC2A0) ()
(First ou=[BEC A 1T THSLATE] (itsks)
Directory
Name)
1fc822 FEERA ANETEFEAE] ()
2 A R4 (Issuer ENEJ:E]
alternative name)
FHAPFRE] (Basic FREER A ERS
constraints) (Subgct type)
PRAR R RERRA | fit
(Path length
constraint)
FEARBEISRLEE T A SSL client, SIMIME
(Extended key usage)
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FRfiL 78 WAL
HERCH AR SrEERETE = REERIEEE S EURL] (aE12)
(CRL distribution point)

Netscape ZEfHH#{iz. (Netscape extension) ffiz:6)

Netscape #5388 (Netscape cert type) | AR(EH
Netscape SSL{eIAK 234478 (Netscape SSL | A H
server name)

Netscape fHzE (Netscape comment) FREds

DL Ayt F A B A 458 & "Hongkong Post e-Cert CA 2-157 DA 2% oA 8 SHA-256 5% Hi ) 55 F

e (MM D “HIBRM” -
i fivezes i TIVAESS
FEXERF (Standard fields)
RRZs (Version) X.509 V3
JF3% (Serial number) [FHE ABE B RSB Ao 7S HE
FHEEAHA (Signature sha2S6RSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c¢=HK
BRHE (Validity period) | FER Not  |[EHEBEF L4 5EFNIUTC BEE)
before)
RER Not  |[HEABEE ZAEATUTC B HE]
after)
FREZFE (Subject name) en=[fZMEF F4EA] (s

e=[€'€%ﬂ%§ﬂﬁ¢] CKFEE2)
BREASFEREIR] (i)

ou= (Fﬁ%’”‘* SO AR B B2 B RS+ LM S AU B R ) (i
fA)

u=[E 50 A AARE] (isEs)

u=[SFC AR 1T T8 (ss)
o= Hongkong Post e-Cert (Organisational)
c=HK

ERBAFEIERLENR (Subject public key

BT (Algorithm ID) : RSA

info) AFAEHERE (Public key) © ZATERLRE F52048L 7T
B A S B142%8  ssuer unique identifier) |AR{sE
S0 BRI (Subject unique FEH

identifier)

FEXEFE(RREAL (Standard extension) (FfzE6)

HRAEERLR A2 |&H A Ossuer) [cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FFoR (Serial  |[{R35H ABRFENY)
number)
FHERLFE T A Key AOTER > BlEERE
usage)
(HR “BRsE” WRf)
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FHEBOR (Certificate Policy Identifier =[#){4sBIES] (hiz:7)
policy) Policy Qualifier ID = CPS

Qualifier : [{Z=5EEERIHIURL]

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : [BECAMERE /AP TS 48]

Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [BEC AR TT/ENFTH S 478]

TR (Subject DNS [0-10F+E FEFI4RAR] (Kisx10)
altemative name) %~E§§%¥_ﬁﬁ =[G NP T ()
(First U= EC AR S TT/EF TR S AAE] (ses)
Directory
Name)
1fc822 [FEERA ANBTEFEE] ()
2 R4 (Issuer ENEJE|
alternative name)
HARRF] (Basic FREER RAE
constraints) (Subject type)
BERRRAERRA | fi
(Path length
constraint)
A RS RLEE A T304 SSL client, SIMIME
(Extended key usage)
HERSEES SR BRI = RGN A B SERURL] (nk13)
(CRL distribution point)

Netscape ZE{ef#{lz (Netscape extension) (Hfit6)

Netscape sFE3EAY (Netscape cert type) | (EH

Netscape SSL{EIFR 25478 (Netscape SSL | A H

server name)

Netscape fAiz¥ (Netscape comment) FFEH

fizi:

1.

2
3.
4

A P st J08 - 2R CR%) + 4 (B0 CHAN Tai Man David )
A FATEE AV TER L (WA R TEREM AL - IR e ) - ZE T EE RS
BRASFRER © 10 18

PSR G RCRE I I ML — B 16 B R [AERSR SRR R M2 RAZE( 07 )] AR

S R 8 LEAVREIA S ARRIA > DU RS SCERIA - A "B 8 aC BRI W g e EmaEi sty
—& 8 LB/ TR MBS /2 S RITEFIRER 8 (HZ('0") - “FEMEE / BailE M —& 8 ilF /v
st s & /Sl E ot Ot 8 (LB 70F - &IRATEZ( 07 ) ﬁﬂﬁﬁﬁ”"i/;"‘ AR o M
FZ( 70" )Y, “HAMT W —8 &% 30 B TE 0R) - BERHITEEBFEIZ EREET &
M SEcEET M AZEC 0" ) o EIFTEE (B4 HKPO REREBE DG A “HAL" M -

WA SRR 2 TERAYARE T ***CHINESE NAME ONLY*** | e Ry IHT S AT © FE(E(A
BT EE ARt T SO S E B R LT A G 7 E R A5 — H $% %78 (First Directory
Name)f#fiZ BT (RARGEERAERIZS 3.1.1.6 i) - #fEH SCRTHZE R A ISOMEC 10646 EUFEARAGHIEAE -

FRIESINERT - PP AR A (I Kz Netscape FEMFHR{IIS Ry “JERHE" (Non-Critical) ZEfHH{L -
AR B AL E L AR RS (Object Identifier, OID) o BAFAASERIIIERAES - S5 RIAERIZE 1.1

-
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10.
11

12.

13.

ARHERE I (8 P RS RS ) (a8 - DLEAITT & alad RIS S A RE = -
ARG HI—{E 28 Adobe PDF ZZATH)45HIT -
FREREF T R E e R mS e R LR A T E R - (RMIS% HD

SRS E B Sy 38 55 URL & http://crl Lhongkongpost.gov.hk/erl/eCertCAL-10CRL2.crl - [ B 4552 Hongkong Post
e-Cert CA 1 - 10"FTE&HHAY Ty EIE R0y EE | -

SHERISSE B Sy 38 85 URL & http://erl LeCert.gov.hk/erl/eCertCA2-17CRL2.crl » [H: By 4552 "Hongkong Post e-Cert CA
2 - 1Ty Ty B ERSERE o (Bt 2019 £ 7 B 1 HZATEHAEEERE B8 URL &
http://crl1 hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) »

SHERISSE B Sy 38 BE URL B http://erll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » [H: By 425" Hongkong Post e-Cert CA
2 - 15"FrEE ey T EIEERGYEE - (5 2019 £ 7 B 1 HZRIS#HAEEREE S %5 URL &
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) °
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

3) BFHEE (RE) BX
3.1 1RJFZESE  “Hongkong Post Root CA 1”7 Z°F

DL Ay F A B 458 2 "Hongkong Post e-Cert CA 1-107 DU ZE PR 8 SHA-1 3% H ) 5 T35
=7 URE) -

L | S
TEEA (Standard fields)
R (Version) X.509 V3
9% (Serial number) [HHE A B RSB = T+ 7S HE T
FEEAEA (Signature shalRSA
algorithm ID)
A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
F3EA (Validity period) [ FREH Not  |[HEHEEE ZASEAUTC FH)]
before)
FER Not  |[HEBEEAGARENUTC FFiE)
after)
EHEZH% (Subject name) en=[FZHEBE AL B (e
[E@%ﬂ%ﬁiﬂﬁm (W)
u=[EECASEEIR] ()
ou=[PEE B E Mm-S E SRS E T+ HAM] ()
u=E A REARE] (isEs)
(B AMERE ST/ 4478 (sEs)
0= Hongkong Post e-Cert (Encipherment)
c=HK
EREN\FAREEREER] (Subject public key |E kA (Algorithm ID) @ RSA
info) NFHEHERE (Public key) © ZHBRERIS F5204811 7T

B A SR B142%8  ssuer unique identifier) |A{sF

BEC AR 478 (Subject unique ERES
identifier)

FEREFE(RRIAL (Standard extension) (fifsE6)

TR SRR B2 FE (& A (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

5% Serial [ 3¢ ABEFERY)

number)
FEERLEE 74 (Key BEEE > USRI
usage)

(BEHR “BRSE™ MWRfL)
FHEBUR (Certificate Policy Identifier = [J{FA1ES] (it 7)
policy) Policy Qualifier ID = CPS
Qualifier : [(fZE8 TEE#ERIAIURL]

8R4 (Subject DNS ARfEH
alternative name)

1fc822 FEEFFA ANETFERMIE] rs)
2 A2 (Issuer ENES:E|
alternative name)
FAPRH (Basic FaEER RAEE
constraints) (Subject type)
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L e AR
BEAR R AR | f
(Path length
constraint)
FEfR RS RLEE 7 0A ENESE|
(Extended key usage)
HERGH AR SRR SR BATE = EERCH AR B REURL] (i)
(CRL distribution point)

Netscape ZEfE 411z (Netscape extension) fftz:6)

Netscape FEEIEAY (Netscape cert type) | SSL client, SIMIME

Netscape SSL{eIik 284 (Netscape SSL | AK(EH

server name)
Netscape ffiz¥ (Netscape comment) (Fi#3: | This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
10) Organisation; (ii) to permit the Subscriber Organisation to decrypt messages; and (iii) to

permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

3.2 HEZEE  “Hongkong Post Root CA2” Z°F

U\ T?%i;ﬁﬁ 75’\\ F 42 5% & "Hongkong Post e-Cert CA 2-177 PAREVE bR 85 SHA-256 4% Hi ) &

FIJAEI ( ,f ,,4\ .

e | [EARES
TEZXER (Standard fields)
R4 (Version) X.509 V3
5% (Serial number) e = O e o iV Sl A il e
F=EEAFA (Signature sha256RSA
algorithm ID)
FH A (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
EXHA (Validity period) | FHEHR Not  |[HHEBEE AL ERIUTC FFiE)
before)
AEF Not  |[HEBEE AMECENIUTC EBERE)
after)
FREHME (Subject name) en=[{ZHER L 4] C(fzel)
e=[BEFEFEMHEL] (s
ou=[BELASFERIR] (i:E3)
ou=[FE B S LB BRI+ e H/ BECrEE mat+ A (o
ou=[EEC AMEIEAHE] (ises)
ou=[EFC AR TT/EBFT4T8] (ifzes)
o=Hongkong Post e-Cert (Encipherment)
c=HK
ERE\FAREEREEDR] (Subject public key |E A (Algorithm ID) © RSA
info) NFAEHEGRL (Public key) © ZAHHREFE F52048(17 7T

B2 A SR B14H% [ssuer unique identifier) |A{sEF

BHC ASRA447E (Subject unique AfEH
identifier)

FEEFE(H ARz (Standard extension) (Ff3E6)
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http://www.hongkongpost.gov.hk/

U (e AR
MR HE R 2% |8 H A (ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
FFo% (Serial | [{fe 35 A EIERY
number)
FUSRLEE T4 (Key WG HE - EIERLINE
usage)
(IR “BRSE” A0
FHEBUR (Certificate Policy Identifier = (#{A8ARE] Chits 7
policy) Policy Qualifier ID = CPS
Qualifier : [fZs8{FEAERIAJURL]
TR (Subject DNS ENESE
alternative name)
rfc822 FEERFAANETEFEIIE] )
2 R4 (Issuer ENES:E|
alternative name)
HARRF] (Basic FrEEn RAE
constraints) (Subject type)
PERRRRERRA | fi
(Path length
constraint)
AR RLEE A T304 SSL Client, S/MIME
(Extended key usage)
HERGEE S BR FRRATE = (ESHEHEESERURL] (i:x9)
(CRL distribution point)

Netscape ZE{ef#{lz (Netscape extension) CHifit6)

Netscape f5E3ERY (Netscape cert type) | (EH

Netscape SSL{EIFR 25478 (Netscape SSL | A

server name)

Netscape izt (Netscape comment) (fz: | (EEH
9)

L SR AR PR (it

2. RAERARATRMAYE TEAEI L

3. BEASEREN 10 BEF

4 PSR GRCAEE I ML — &R 16 LB/ [WEREE SRR B R M= AZEC 07 )], ¢

BT WL — & B/ (WM E / SRS BRI 8 LB/ 75 - fRstATEE( 07 )
MRS S / SaciEE It o M= RZC 0" )], “HM” Wi —R% 30 LBE/FE WR) - B
FralfTEEBUFEIFT . “MEEmIE K EES / SalEE M AEZ( 0" ) - SR (F

HKPO (UREBEBOGEHA “HA" L -

bRIESSHINGERA - ATt iE e i K Netscape ZE{EME7IEEy  “JERESHE” (Non-Critical) ZEfHRHHEAL -

©° =N oW

e-Cert CA 1 - 10"ty " &I ERBIHE -

WA EE e U R R B RC 2 > AT A SR MNETT (AR 3.1.1.6 1) -

AR IS AL AR 3RBIEE (Object Identifier, OID) » BERNASLERNAYI(EERBIRE - S5 SREARLERIEE 1.1 (& -
SBEREE R 2885 URL A http://erl].hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » [ B H 452" Hongkong Post

9. EERENEESEEL URL & htp:/lerll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl » [ By 48552 "Hongkong Post e-Cert
CA 2 - 1T"Ar3sHHy T B ERENAERE - (Bt 2019 £ 7 A 1 HZ ARy EE %% URL B

http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl ) °

10.  ETEEE IO o UM RARI A BN TSCRDM S S PSSO R RS AR AILITSOR

EEEBETEE e lFRAE

2019—@E 7 H 1H C?{ong]congl’oﬂe-cert
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl

I E AT HEQ EEEm 2 BT ER T AN () S MR &S BREE © KX di)
BHFERD AR RIS B I H S 2 L U S A S 7 DU E
WeEZRk 2B E IS - ARHARE (E FH LRSS Z ARSI - 552 B RITE htp:/iwww.eCert.gov.hk 48 HU2
B TR A (SRRl
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http://www/

wigk C

ffiisk C - EHREBEEEREHFECRL) K& HE
B RS B (ARLEEC

AMt 8% C st B F b 4855 2 "Hongkong Post e-Cert CA 1- 10" » "Hongkong Post e-Cert CA 2 - 15" > "Hongkong
Post e-Cert CA 2 - 17"Fir&s H VRS 008 5 B DA R & B B B RETRISH 5 BRI B R A ZeHERI AR =0 DUR
1 “Hongkong Post Root CA 17 z"Hongkong Post Root CA 2"Ffra HH A2 AEREN & BE.(ARL) AYEE 3t B i ZE
BEFIEAE -

ﬁ%ﬁﬁﬂ(ti*‘ﬁtﬁ%ﬁi/ M T 2L RS S R A B (BRI ] Ry IR 00:15 ~ 14:15 K 19:00 (R RS
V& PHIRF[GMT =% UTC] B 01:15 ~ 06:15 K2 11:00)) 5 5635 i 5 B A MRS AR 38 1F S8 R T s 73 S 2
J‘E‘Hﬁ AT E &N |

a) " oEIXEERSERE ) (Partitioned CRL) B & /r4HIVER R Ml EREHEF AR - AT
AArHE(URLFERUHBARY T 2 B EREEE ) -

i. FH R 4552 "Hongkong Post e-Cert CA 1 - 10"AT# HHEF:8F () KETHEE (EA)
IR
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl
Hrpr <xxxxx> FyBLE S MEEFEF VTS o

ii. i 4s5="Hongkong Post e-Cert CA 2 - 17"Fr#¢ HHEF3EE (HA):
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Hrp <oxoxxs> RS 5 (HETFSFRINTE - (FE2019 47 A 1 H Z i H SR 587
285 URL £ http://crl]1.hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl )

.  FT 4552 "Hongkong Post e-Cert CA 2 - 15"FARE8 HHEET55E (EA) “HIRRR”
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl

Hrp <oxxx> RS 5 (HRFSFFINTE - (FR2019 47 A 1 H Z i H SR 58 7
285 URL £ http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl)

iv. o 4583 "Hongkong Post e-Cert CA 1 - 10"FTEHHEET28E (1) » E18E ()
“BRh RETEEE (RE):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

v.  HHH#EEEE "Hongkong Post e-Cert CA 2 - 17" HHEE T8 () KETHE (RE) !
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL2.cl = (&t 2019 E 7B 1 HZ R issERosEE
42585 URL /A http://crll .hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl )

vi. P 4EEEE"Hongkong Post e-Cert CA 2 - 15"Frd HHEE 735 (#4485 “HIUKR
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL2.crl » (FE 2019 E 7 H 1 HZ R issERosEE
433585 URL B http://crl] .hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl )

b) [ESpELmEESNER | (Full CRL) .25 BIH 4858 Hongkong Post e-Cert CA 1 - 10" » "Hongkong
Post e-Cert CA 2 - 15" » "Hongkong Post e-Cert CA 2 - 17" H AT A T8 A S5 s RN EATE R -
PR ET SR Rt ir ik (URLEET " 2eRSs8E R A |

i H 486 "Hongkong Post e-Cert CA 1 - 10"Fras HiAyEg: ¢
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl B,

1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)

ii. SRR RCE- N

Hongkong Post e-Cert CA 2 - 15"Fra& A5 :

http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1 .crl B,

ldap://ldap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)

iii. H 48552 "Hongkong Post e-Cert CA 2 - 17"Frag HHYEEE ¢

http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1 .crl B,

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

IR ERGYE B S DR RIS CRENEENER AR AREEN TS EREYEE 858, (CRL
distribution point) Mz PEERARYAHE(URL) EEUHEBHVEE Z RS 5 -

FEIEH BT BEHBERENRER - PR a SR

I - AN BETHR R AR ZHY

W T BAREEC AN RS AEAN 5 o _E S s B T R AR Y - BB EEAR

FRAEERBAMNER T » INEAEEAYHE http://www.eCert.gov.hk 2\ 7T

SR A -

(D B 4EE5E Hongkong Post e-Cert CA 1 - 10"fRIA4E Rl & H AT S0 R B Ra 8 E R A BAR = -

(Revocation date)

TR (Standard Fields) | TR0z (Sub-fields) | E=UEEEHENE | BESEROIER |FE
k= TIVANEA Lic AR
R (Version) v2 IR REE BRI S BEAS =
RRAS By X.509 55 —hR
FEE A (Signature shalRSA IR R D S B SRS
algorithm ID) BV EL AR A
ZEHL A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 IR 2 B K s S B R
o=Hongkong Post T BRI
c=HK
IFEZE T (This update) [UTC H&R) IR R A S R A B AEE
HHEA CEREEH)
TREHr (Next update) [UTC ] TR FREEERS S R
RHYHIAEZ AiigEE (T
B0 o MAERERIHEZ %
S o IRIBAZES R AEAIATHR
TE S ER AR REREN
&
FI5H5E (Revoked i8S (User (REEF97) AT E RS S ST
certificates) certificate) i
HsH A [UTC B IERERE RS S Y

SHERE S BEE R (CRL entry extensions)

JFRRHS (Reason

code)

(A FH R 5]

(BfFaE 1)

PR IEARAAAL (Standard extension) (FffEE2)

number)

M RE IS RE AR TR ZEHA (Issuer) cn=Hongkong Post Root CA 1 IEREFR A REE R SRR FAE
(Authority key identifier) o=Hongkong Post ST E RN BRI S
c=HK rREHIHC E A PR SRL -
9% (Serial number) |[38 H A GEEF5E] I35 e PN 32
HERBH A BESS (CRL (%8 28 A BRSNS 4R

5% 0 ZERILEF I L
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl
http://www.ecert.gov.hk/

FEAERANT (Standard Fields)

Rz (Sub-fields)

oy B EREAE
BRIAE

BRGSS SRR
NS

st

2 A 5338 8L (Tssuer

distribution point)

[LL DER 7= 4mH5%
B HES A E Y
Z¢8L (Encoded
CRL Distribution
Point)]

(LM% “BRSE”
i)

CREEA]

AR B 7y F A GG E A A
B -

(ID 94883 "Hongkong Post e-Cert CA 2 - 15"fRIBAZERIE HAY 5 SN K BB E R0 B A -
TR (Standard Fields) | TR0z (Sub-fields) |7-EI=0EEEHEEE | BESEROIER |FE
k== VA NEA Lic A
R (Version) v2 IR REE BRI S BEAS =
RRAS By X.509 55 —hR
FEE A (Signature sha256RSA DL R DA S B E RS
algorithm ID) BB AR A
ZEHL A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, IR S B N s S B R
o=Hongkong Post, T BRI
1=Hong Kong,
s=Hong Kong,
c=HK
2T (This update) [UTC HER5) DB R A S B A BRI
HiHEA CGEZREH)
TZEH (Next update) [UTC HER5] FoRN RS EREY A R R
RHYHIAEZ Bt (TR
B0 o MAERERIHEZ %
S o MRIBAZES R AEAIATHR
TE S ER A EREREN
P&l
FEH=5E (Revoked S (User REZEF98] IR E R E R B
certificates) certificate) i
HEsHIA [UTC H&RH) IR RIS S Y

(Revocation date)

SHERE A BB R (CRL entry extensions)

JFRRHS (Reason

code)

(A FH R 5]

CHFE 1)

FEAEFE (AL (Standard extension) (FTEE2)

AR R N (Issuer) cn=Hongkong Post Root CA 2 I A R R LSRR A TE
(Authority key identifier) o=Hongkong Post, S E RN AR S
1=Hong Kong, REAVACE A BAZSERL -
s=Hong Kong,
c=HK
F9i% (Serial number) |[#8 A GEEF5E] I35 e N 3
SHERSS SRS (CRL [HIZEE R 4] IR E R B4R
number) % 0 ARt LEFE = E AL -
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FEAERANT (Standard Fields)

Rz (Sub-fields)

oy B EREAE
BRIAE

BRGSS SRR
NS

st

2 A 5338 8L (Tssuer

distribution point)

[ DER J7=t4mH |[R{EM]
B HES A E Y
Z¢8L (Encoded
CRL Distribution

Point)]

(LM% “BRSE”
i)

AR B 7y F A GG E A A
B -

(I EH 485 "Hongkong Post e-Cert CA 2 - 17" HRIBAXEREH AT/ S RS S Ry A -
TR (Standard Fields) | TRz (Sub-fields) |- E=UEEEHENE | BESEROIER |FE
k== TIVANEA Lic A
R (Version) v2 IR REE B RS B =
RRAS By X.509 55 —hR
FEE A (Signature sha256RSA IR DA S B E RS
algorithm ID) BV EL AR A
ZEHL A (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, IR~ B N 2 S B R
o=Hongkong Post, BRI
1=Hong Kong,
s=Hong Kong,
c=HK
IFEZET T (This update) [UTC B IR R A E R B B AEE
HYHEA CGEEH)
TEH (Next update) [UTC HER5] FoRN RS EREYA HREE
RHYHIAEZ Bt (P
B0 o MAERERHIZ %
- IRIBIZGEEE BRI
TE S ER AR REREN
P&
555 E (Revoked FFEE (User REZEF98] IR E R E R B
certificates) certificate) i
HeEsHIA [UTC H&R) IR RS S A

(Revocation date)

SHERE S EE R (CRL entry extensions)

JFRXHS (Reason

code)

(AP FH R 5]

CHFE 1)

FEAEFE(RARIAL (Standard extension) (FTEE2)

AR e N (Issuer) cn=Hongkong Post Root CA 2 A R R LSRR e
(Authority key identifier) o=Hongkong Post, B S E RN IR
1=Hong Kong, REFVBC A BB IERL -
s=Hong Kong,
c=HK
Fi% (Serial number) |[38 H A GEEF5E] I35 e N = 3
SHERSS SRS (CRL [HIZEE R 4] IR E R B4R
number) % 0 ARt LERFE = E AL -
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TEERANL (Standard Fields) | Fi#1z (Sub-fields) | &EI=GEEHEH S |FEiSSSHENEE |

B AE Ui VAN
2 A 53358 (Issuer [ DER Ji=t4mE |REEA] N R T R e == 6=
distribution point) OREESRE=Eay A -

2¢2E (Encoded

CRL Distribution

Point)]

(HERF “BasE”

WAL

AT T S AN I RERGE BB > A BN E0E EUE T m e RS BB R - BBEEE

FHEAE R T H RS 75 S0 BOWT S i o s IR R

i FEJE = Hongkong Post Root CA1"FTgs &y dg sy
http://crll.hongkongpost.gov.hk/crl/RootCA1ARL.crl B

H LA N E K

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

1.

RS 3 "Hongkong Post Root CA2" g 851y 48 =

http://crll.eCert.gov.hk/crl/RootCA2ARL.crl 2k

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

@V) EHRE&E"Hongkong Post Root CA 1"#RIBAXERIIE: H AP HERSH B BERR -

(Revocation date)

REAEMRAL (Standard fields) |FHRfiz (Sub-fields) |HHERISEE BMAIAE st
FRZS (Version) v2 PERRE R RE R R BEAS =Y
RRAS By X.509 55 —hR
#Z R (Signature shalRSA ISR DA S B RE RS
algorithm ID) BV ELEAT R A
ZEH, A (Issuer name) cn=Hongkong Post Root CA 1 I MERE R E  N EE H IRE R
o=Hongkong Post B B
c=HK
IFEZE T (This update) [UTC H&RH) IR AR A A
H B (ERE )
TREHr (Next update) [UTC B TR N R B A
RIYHAECZ AiiEEH (FCE
B 0 MAERE R HE %
e o IR S TEEEAERINTH
TE o IR A R T
Pr&ian
it E Revoked FiFs8E (User REEF97) LAY E RS S
certificates) certificate) i
HEs [UTC B JIa o e = A= e D)

SHERE S EE R (CRL entry extensions)

JFR{RAS (Reason

code)

(S e

(BfFEE 1)

TR RRE AT (Standard ext

ension) (FffEE2)

TR S RL SR A 4T ZEHA (Issuer) cn=Hongkong Post Root CA 1 TR A B E R AR R
(Authority key identifier) o=Hongkong Post BRI S BT S
c=HK rREHHC ¥ A PRI RL -
J75% (Serial number) | (3 H A FEEFHIF57] DU~ 38 A ST
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

FEAERAL (Standard fields)

R (Sub-fields)

FAERUHE AL

st

HERPH S EESRS (CRL
number)

[HaE 2]

BERRBUR I RER AR B
5 SRR I A -

2 A 5338 8L (Tssuer

distribution point)

RERRFGE =6
AFE RS-
Rl CRL=5

(BEMi% “BHSE™ fHfr)

(V) HIHREEE "Hongkong Post Root CA 2"fRIAZE RIS HIATHZHE RSN A Bka -

(Revocation date)

FEAERIL (Standard fields) | FH#fir (Sub-fields) |FZRERHHNSBEMIAE a
RRAS (Version) v2 IR RIZ RERIE S B =0
RS By X.509 58 AR
FEE A (Signature sha256RSA IR LS B RS
algorithm ID) BRI
2N (Issuer name) cn=Hongkong Post Root CA 2 AR g K 2 AR RE R
o=Hongkong Post, T BN
1=Hong Kong,
s=Hong Kong,
c=HK
[FEZEE T (This update) [UTC B[] IR R AT A A
HY H B G2 ZEEH)
TN HT (Next update) [UTC BfE] FR NI RERH S SR
RHYHIAEZ Bt (FCE
B0 o MAERERHIZ %
- IRIBIZGEEE BRI
TE o IR A R
K
FiEHEEE Revoked FFs8E (User T8 IR E RS E RS
certificates) certificate) Vi
HEsH A [UTC H&RH) IR RIS S A

SHEREE S EE R (CRL entry extensions)

JFRRHS (Reason

code)

(AR FH R 5]

G,

PRI ARARAAL (Standard extension) (Fff&EE2)

distribution point)

=&
RIEH GRS =R
PilEA) CRL=75

(BEME% “BRSE” fRfr)

AR R N (Issuer) cn=Hongkong Post Root CA2 IR R R DS R P E
(Authority key identifier) o=Hongkong Post, BTN AR S

1=Hong Kong, REAACE A FAZ SR -

s=Hong Kong,

c=HK

F9i% (Serial number) |[#8 A GEEF5E] I35 e N 3

SHERSS SRS (CRL [HIZEE R 4] DRI RS FE Y 4R
number) % 0 ARt LERFE AL -
A 53858 (Tssuer HFAAPEE
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et
L DUN BRI A S T 5 A E sk e -

0=RakH ;1 = HHERYNE ¢ 2 = REEHEIERISNY © 3 = gt s
4 = FHEREUNR ¢ 5 = IEEIREA IRAESE © 6 = S & YT s

H S RC N R AR R R > bl TIEREAES ) &L 10, For (BT REERT ) -

2. BRIESSNED > FrA R T B “JERASE”  (Non-Critical) ZE(FHL ©
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Ki#E D

fifgk D - EEBHETES - REHFE

) BFEE (EA)

E3 5 BEFEEEA) BresE (EA) PR 18 ALY
“ERhR” BEFRHE{EAN)
BiEEA FrEAESE SIS R 18 B A FFAEENE S8 A 18
EAE
IR FRER HK$200,000 HK$0
RrEE =

BCEHZERERE 2048 fiz T RSA

EARHEBR |hEEHBRESE

& E 5 EHEZEHFE NS > R AR TEHAE TS (EA) BYHEESSR
&

o Jaskas S 5 R S E | B K B

e NEERE | EES IR DYIHHSSOES

NS (o) B AES IS EHEREUE (hash value) ;

EREIE
BEASZE R (HEBEBULEREE 2407 E)

BB BiraaE (BEERE | RAKEEEEERS 2.4 0f| S0EE (BEE RGN
SHERRE ) B4 50 87T (R 5 ) 4 50 BT (RAKZEE(E
AL AR 2.4 AR 2.4 %)
i)

A H B R —fF ~ = —iF

(RARZ B EREERSE 124 > 3.2 K 3.3.1 %)
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2) BFEE () KETFEERE)
3 5 ETEEEE ETrEESE IR BETFHERE)
BiEA EE R TEE BT 53 AR L B a0 2 et 1 SRR AW A 2 A A e E A R
EHEBEITEEBUFECRS ~ S0P Tei%R
SERE A | Bec R BB Big B B R |30 M POMEER A
IR FRER HK$200,000
PROlEE =
B EuERL 2048 iz RSA
=E
EEREHE & AR B E
HERL
e =G IS R IS RE RN B 7y
BEFR |[REFETREENE |[BEEE HRIERIE N~
HENEE | S BT EEESSCERE (OERE) = B AMELTE
TEEANE |» IR PSS R B e o PR LS AT R LR E A
o » B ASFERES: (HEEEELRSES) » B ASERES: (HEEEE
. l‘*aMM%Z/W/Fﬁ%%"* B L)
v B A AT EESRE
il
BEORITEX AN EREARERE 2.4 (%
ZH
HEERE —IEE A —IF ~ B AR —IF ~ WA~ =R
s
(RANGEEREREREE 1.24 K 34.1 6
(GE®

I FrAOEERITTEEBFRA RS (BRI (G5 112 )3 LAVABEEI SR R R B e

B o IR DA R EE T E

(CON

(H) By8ac N (HIFR R TREE () "l M8 ) (A5 1.232

2. FPAHEBRHITEEBUSEEERE RBERED) (56 112 ) S HavA REEIH S A R B R i

o BT

s A GRS RS E T
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http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

Ki#E E

ffifk E - BABBE TS kaa o aomn 2B (5
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HAfZEE R AR H AL - B EEE T38 S TG € 2 e B aC kR -
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ffifgk F - ZAERETESRE - RBETHES
BRATZENIHERE (GHHIEE)

FHAZ RS SRR R H AL - SR RN S - &R BE T E R E 22
B ETEBARAFRER G HRE -

77

EHBMETEE e
2009FE7H1H 8Hong]cc,\rfzg1"05.59-Cart
VISR FIRE © 1.3.6.1.4.1.16030.1.1.44 FEBRETHE



Wigk G

ffifsk G - BB tRRIR IR SRV A X0H

MR G & T

AR

fhist

Hongkong Post Root CA 1

2003 FSH15H 2 202385715
H

Hongkong Post Root CA 2

2015FF9HSH % 20409 H5H

Hongkong Post e-Cert CA 1

20035 H15H 2 201345715
H

b R 4RSS FH2010472 H 20 H B4 1

SRR -

A=

Hongkong Post e-Cert CA 1 - 10

20104F1 H9H % 2023515
H

I 4R E 2010472 H 26 H -ERALE

SRS EGHHE

Hongkong Post e-Cert CA2 - 15

2015FF9HSH % 20309 H5H

I dEsEE 20192 5 1 HERRIG S

HHER R4S HH R

Hongkong Post e-Cert CA 2 - 17

20174E8H12H % 203248512
H

e dEsEE 201942 H 1 H ARG S

HHER AR 4E HH R
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CEEY ¢ N TEER 5 R AKGEEERAERIEE RFC3647 f26 {F SRR A 2 fIHUMH . 27518
TEEA > DURCESF B aBsd B oRIg s (—) (3) B ATatAy K » S AL ESEAEAIEL RFC3647
el FR A AR T sE 2@ 28 - MLUARZGERE R AR RSO R 2R | 408 aC A BT
farig N LRI FRE R E e N AR N THIEERERIME ZERA SARE - BB &
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Ry ke o ALEEGE AR ANEMT 8 EEERNR/EBHEULA RRIALEIERE / R
SCE MRS AR B A HIESR / IRB R -

RFC3647 FYZEH A% RIHIAERH A
1. (RS P A 1
1.1 fifat 1.1
1.2 SUAE AT BT EER 1.1
1.3 BT EE 2 HE 1.2
1.3.1 BTk s i 1.2.1
1.3.2 EEf 2.1.2 KM% E
133 BiL A 122 %123
1.34 BB AL 122
1.3.5 Hith81% 2.1.3 Kfigk F
1.4 BEER
14,1 HEHEEREA 123
1.4.2 PRIV E EF
1.5 RIS EH HiIE & 8
1.5.1 SRES SRS RS AIE & 8
1.5.2 BN 1.3
1.5.3 7 CPS FF & SIS AIE & 8
1.5.4 CPS #bfEFES 8
1.6 E FA4EES b5 A
2 (EEEMBEEEEHE 211} 2.5
2.1 #Z A RS S RNV E R 2.5.4
2.2 REBE R R 2.5
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3. Btk sIZE R 3
3.1 da4 3.1
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3.1.2 WA EFRLAVESK 3.12
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