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CECREERRRL” AEARX IRE RS RS, SRR N R S AR EAORZ AT R AL, % TT R R R A% SEAZ AN i Rk
P 2 B A8

“CEB)” FaA RIS 553 T (A A&
“RWE” BB TASNE, RRHBTARA R, SO A R B R, AR A A
CHEWMRBEE” femURENIH 98 T (MBBUE&H1) sk,
“RNERGRL” FETCH 2 A0 R AR B A8 25 2 BT .
“ATPEEL” SR SRR R A 2 L
“IATER” it
(a) MRHLEEE 22 Z0NW] 2B
(b) BRI 2R 22 SN ZUEF 2 A, KM R b+, 5.
(©) 55 34 FRPTRRZUEN LR TR AR A N IE R 2 1IET .
AR FHMIE SR 21 0N AT Z RN OCEER 34 45 TR A ENT G o
“CAF” TRAEATBEES LEl . AR E Ty S UREDE 2 A5 B, IRIR AR H T s e T A IR R R R 2 A5 R
“BRAEBCHIR” A sIlEde e, RREBIBBATH— 26, FHROIEFITBC RS N .
“RIFEBRAN” FE LI PTUEAS R T F8 1) 2 4r R PR A .
“OERREE” PRIAEMEAR PR FAE T LA HUER A RE B2 fF B RS
“BRAR” MERAENCT S, SRR S ARSI G0 3 v fa 2R
“B” K “BF7 AR EVESTRIAL K H BT BRI AT RS, B0 A G BOR ) AR 7 ik s8R .
“FREGHE" o rH IR B P K SHAHE .
“BWN” RGN I I
() TEHEUEF N2 BRI A SRR L5 UE 15
(i) CHEZIZIE: &
(i) FFA 55 TIZUES A R 2 T8 0 R B 2 Fh N SR ;

BRAB AR A AL RABOT LA AR R _E S EAC AR S AT S AL ML AE I (1 2
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fongkong Post
FHBH

B AN SR IR ; TSR D28 G0 A DU ARE AR AR M AE Z LR D 75 e SR8 vl T
UEFZ AL .

“BURE” BTG LL N ITA S SR AR R
(a) B2 4] Gl 2 MR AN AT
(b) AERTPEAEAIIGOL ATt KA E 0y e T YT A AERF IR A0 A5 T 245 B 5
(© HEMbIESHATHEUELRE: &
@) KAE APz wax)s

APATHR TS %G, WHEBBEETSRIITRAETA L ATFEBASR UESE, XERZ B EANEEN, WEH
PO B AT A PGS FHE o
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FifsR B - F s lE B THEFAR

fix B

1) HBFIERE (DA X

FERABRK FBRAS
BFIES (A KT RIS AL

BFIES (A

FRfERE (Standard field)

FRA (Version) X.509 V3

5 (Serial number) [ F IR G B

2 E2H RS (Signature shalRSA

algorithm ID)

RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BRI (Validity period) [AFTF Mot |[HH EUEHEE B B IKUTC I [1]]

before)
ANIRF Not  |[ AU & IUTC W TE)]
after)

E&4LFK (Subject name) en=[FHEG HELEZ] D en=[FHEG HELER] D
e=[FLFHBAH ML) o e=[FLFHBAHHIE] ot
ou=[FILASE T ik ou=[FILASERT] ik
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FffiA:4>

c=HK

EHEATFELREIE (Subject public key |H =z (Algorithm ID): RSA

info) INTFERS L (Public key): e K % 24 1024-bit

RHNRFIBFR (ssuer unique identifier) |AfH

B NRAIBFR (Subject unique HAFH

identifier)

FREREH B (Standard extension) (HfES)

PSR ZH | KB A [ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

7% (Serial [ H N AR 3R HR ]

number)
EERMMER Key AN, BOD%E, 0N
usage)

(AR R FBD
AEFBUR (Certificate Policyldentifier = [Xf % HAI5] (it 6
policy) PolicyQualifierID = CPS
Qualifier = [BZUEA/E NV HENIHTURL]

FEHIELFR (Subject  |DNS (28 08 F B S Ul 5] )
alternative name)

rfc822 LEBFAA A LTI Hbak] o
RATHEE B (ssuer FAHH
alternative name)
F=A R (Basic F SRR 2 SINEN
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FEAATR TFBRAR
HTFIER (NN KHFARH183 AL
HTFIER (NA)

constraints) (Subject type)

BB RS |

(Path length

constraints)
FEME R A AL
(Extended key usage)
BB RS R R SR ISAFR = [T 5.9 K sURL] (s>
(CRL distribution point)
Netscape FE{H7Bt (Netscape extension) (s>
Netscape TEFIS%! (Netscape cert type) ~ |SSL client, SIMIME
Netscape SSLARZ 2544 FK (Netscape SSL | AA#
server name)
Netscape #¥ (Netscape comment) AATH
P -

Lo AR S0 - R CRE)D + 4 (9141 CHAN Tai Man David)
FHE A BT ER AR L IR AE il A BT IBAR ke, RSB 2 B )
FIRANSHER T 10 T
“e-Cert (Personal/Minor)” 7~ HUIE N TIRK HAFEB AW 18 % (WAAZ U/ AEEE 3.1.1.2 %) .
BRAESIANEW], T FRAE LA 5~ B B Netscape IEMF B4 “4ERHE”  (Non-Critical) ZEAHE
ZIKTi SV AR IEAE N HE N (5% 5 1065 (Object Identifier, OID)o T ASUENI XS SR, 7 2 ) Ak ) 5
1.1 %%k
7. HIHAMEBGE S EEIERE S N IECT)(CL hkid_number FR)%F 2328 FHIE A IFA N B A0 R85 H 0 —
JBEHME (LA cert_hkid_hash &™) G, fEAIET:

o A W

cert_hkid_hash = SHA-7 ( RSAvtvaekey, a1 ( hkid_number ) )
SHA-IH— %3 R ETT RSANN k25 5 vh £

EACHI TS R P FEH, hkid_number WS 7F B #EMEBUL BT A 2 i I 2528, 7748 B8 A B HIE S TS
W AR SHA-1 ( RSAwmivacter 02 ( hkid_number ) )o %A% EEE0 M £ NAIEP A I8 7 1 T BL o

8. ETANTE # & & URL 4 http://crll.hongkongpost.gov.hk/erl/eCertCAICRLT <xxxxx>.crl, Heit <xxxxx> K &M
MBRG = 4, BE S MNP TR E . FIMBE A S [0 3] 0E BRGEE A . SR w4 sy
WS, S ZIER” IEBREE R A8 FEUNTE I 2 BRE RS RN A .
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Sz
Hongkong Post
FHBR
2) HTFIEP W) KX
FBARR | EETES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZZH AT (Signature shalRSA
algorithm ID)
KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
B (Validity period) | AFETF Not [ H A MEBE & HUTC B 1))
before)
ANIBF Not  |[HAEUIRBR & IUTC 6]
after)
FEHLHR (Subject name) en=[FRH 44 amzD
e=[HL FMBAHubE] corad
ou=[BFILASFERT] 3
ou=[ M B ICUE B4 S+ NHE B AL IE B 5+ T g
ou=[E L AW AFR] (s>
ou=[ B AW AT BT FK]
o=Hongkong Post e-Cert (Organisational)
c=HK

ERATFFELAEHE (Subject public key

IR (Algorithm ID): RSA

info) ANTFERLRE (Public key): AL LA T 431024-bit
KHNRBIZ TR Issuer unique identifier) | Al H
B NRAIBFR (Subject unique HAE

identifier)

FRAESE (B (Standard extension) (FiE6)

PLIRELRRHIZHE | KHA  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

JF5 (Serial  |[AAKHAKLRI

number)
EBERRER Key TN, B2, SR hn
usage)

(AR R FBD
IFBBUR (Certificate Policyldentifier =[¥F % R AS] (ot 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLIE N RTURL)

EHIHEZFR (Subjkct  |DNS HALH
alternative name)

fc822 [IE B HE N FIRFE L] (e
RATE BB (ssuer FAEH
alternative name)
FAFRHI (Basic EER 52 RN
constraints) (Subject type)

BRKERS |k

(Path length

constraints)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FBRAH FRAE

AR AL A KA

(Extended key usage)

IEBHHEE R R R Oy R RATE = [UE-T U 520 R MURL] (s>
(CRL distribution point)

Netscape FE{H7Bt (Netscape extension) (16>

Netscape iEF5287 (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLARZ#5 & #R (Netscape SSL | A H

server name)

Netscape #¥ (Netscape comment) AATH

P -

1. BERUH PR o - K CRS) + 4 (Bl CHAN Tai Man David)

2. FAUH BT B TR AE el AT IR ek, RS A A

3. BURASFEHS: 10 68T

4. “BNBICIETRS” FB —H 16 TR OF 1AL T RHRER B IC RS ) Lk g idit T
T, FRATAEC 07 )Y, VEMHETR /Bl R B — 8 8 e B L e MHIE S / B0 iE T g
5, FRAEMAEC0 )Y, ‘W TR —HEE 30 AT TR (). FISEEIATEX BUMET1Z Bk
BFiddns” &7 WMHES /SRR TR (07 ), FEIIRIAR (9l HKPO AR B HHBE) & MN”
B OTBL.

5. RAR XA P A FRAEE I 2 M, HARASEAN BN (EAZIEEAETES 3.1.1.7 4.

6. BRAESANT, BrE bR dE R 7B X Netscape SEM B 04 “E5CHE”  (Non-Critical) ZEH 7B,

7. AR B AR AR LA 6 2R D (Object Identifier, OID)o & FAUEMI T S iRAITE, 1S FAAENIE 1.1
%o

8. UE-TSHEY I B4 & s URL A http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
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Sz
Hongkong Post
FHBR
3) HFER (RE) X
FBARR | EETES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZZH AT (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
B (Validity period) | AFETF Not [ H A MEBE & HUTC B 1))
before)
ANIBF Not  |[HAEUIRBR & IUTC 6]
after)
FEHLHR (Subject name) en=[FRLAALZFR] QD
e=[HL FMBAHubE] corad
ou=[BFILASFERT] 3
ou=[ M B ICUE B4 S+ NHE B AL IE B 5+ T g
ou=[E L AW AFR] (s>
ou=[ B AW AT BT FK]
o=Hongkong Post e-Cert (Encipherment)
c=HK

ERATFFELAEHE (Subject public key

IR (Algorithm ID): RSA

info) ANTFERLRE (Public key): AL LA T 431024-bit
KHNRBIZ TR Issuer unique identifier) | Al H
B NRAIBFR (Subject unique HAE

identifier)

FRAESE (B (Standard extension) (FiE6)

PLIRELRRHIZHE | KHA  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

JF5 (Serial  |[AAKHAKLRI

number)
EBERRER Key B, RN
usage)

(AR R FBD
IFBBUR (Certificate Policyldentifier = [} G R AIL] B D
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLIE N RTURL)

EHIHEZFR (Subjkct  |DNS HALH
alternative name)

fc822 [IE B HE N FIRFE L] (e
RATE BB (ssuer FAEH
alternative name)
FAFRHI (Basic EER 52 RN
constraints) (Subject type)

BRKERS |k

(Path length

constraints)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FBRAH FRAE

AR AL A KA

(Extended key usage)

IEBHHEE R R R SR REW = MEBRIHFE R R RURL] (M)
(CRL distribution point)

Netscape FE{H7Bt (Netscape extension) (16>

Netscape iEF5287 (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLARZ#5 & #R (Netscape SSL | A H

server name)

Netscape £1E (Netscape comment) (k49> | This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

P
1 BN B ALLAAFR

2. PRI TP I AL T MR AR Hb b
3. BiEASHEHEmT: 10V HF
4, B BICIE TSRS FB s —H 16 MR O 11 AR BB e g5 Lo & idiE e s,
FRRAMMNEC 0" )Y, “EHHETR /Bt RS FB . — 8 A BT AR L A HE S / BAdiE PR
FERAMMNEC 0" )Y, W FB 82 30 AT (). R IATEIXBOFERI 2 RE
WoRE” KT EMET / BICIER” FBAMMNEFC 07 ), SBIIRFR (@il HKPO AR FMEIRBO SN H
v OFR.
5. HAPXAREARMP SCARIETIC 2NN, LABRASEIAE N ER OUAZIEEL AL 3.1.1.7 %),
6. ERAESIANEM, BT dRUESEA B Netscape ZEfH B4 “IESCBE”  (Non-Critical) ZEfH 7B,
7. AECERAUEN KX FIAES (Object Identifier, OID)o I T AUEM N G UMM, WS EAYENZE 1.1 %&.
8. EHAETE H & &S URL M http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
9. AR A NSO . DR ARTZBNAEN P SIS, OO RER A ER, WRLESIAR
HifE:
SRR AT FAEQ) A N 2 W75 8 T B0 AW s (i) BB 0 AR A {5 SR 2 s K (i) 2%
VEBAC AN & S BIE BN H g 2528 DR S R B il AR & 455 BLRE ERfA U
VEIE W Z INEAT B o A3 SR F IR 152 45 30453, 12 [ AT A http://www.hongkongpost.gov.hk P
T 5 P IR P AZ AR AR ML HE I
52
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Sz
Hongkong Post
FHBR
4) HFIER (REH) #K
FBARR | EETES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ R R G
ZZH AT (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
B (Validity period) | AFETF Not [ H A MEBE & HUTC B 1))
before)
ANIBF Not  |[HAEUIRBR & IUTC 6]
after)
FE&LFK (Subject name) en=[R45 224 FK] (D
ou=[BIEANSFERT] (D
ou=[ M B ICUE B4 S+ NHE B AL IE B 5+ T g
ou=[Zic AWIRIZFR] Cfiead
ou=[EIC ML ST BT FR]
o=Hongkong Post e-Cert (Server)
c=HK

ERATFFELAEHE (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 A6 K JF 4 1024-bit

KHNRAIZFR (ssuer unique identifier)

RAEH]

B NRAIBFR (Subject unique

identifier)

A

FRUESE B (Standard extension) C(ffiE6)

PABELRMNELRHE | &RHEA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK

FF5 (Serial  |[AAKRH ALK

number)
FEERRER Key PR R %
usage)

(AR R FBD
IFBBUR (Certificate Policyldentifier = [} G R AL Cpti: 6
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLE N fRTURL)

EHIHEZFR (Subjct  |DNS HALH
alternative name)

rfc822 RAFH
RATEH BB (ssuer AL
alternative name)
FAFRHI (Basic EAER 52 RN
constraints) (Subject type)

BAKERS | L

(Path length

constraints)
ARG RL 4 A FAFH
(Extended key usage)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FERAK FEBHE
T RARE R AR YR SAAFR = [E PG 2040 R ASURL] (D
(CRL distribution point)

Netscape #E{HZ Bt (Netscape extension) (FHiE6)

Netscape IE528E! (Netscape cert type) ~ |SSL Server

Netscape SSLARZ-#3 & #% (Netscape SSL | A A

server name)
Netscape &vE (Netscape comment) AAd
PR -
1. B ANIIE Z RS2 LFR CEEERS 2% 19X A7 44 1k (Domain Name))
2. EEASHEHwT: 10 VBT
3. BB RS B — 8 16 T R G LA E DB Id g 5D LRIk B idiE B S,
FEATAEC 0" )Y, “ENHER /BRI BES” B — B 8 AT LB NHETS 7 BAdiE B 5,
FRAWNEC 0" )Y, W FB —8ERE 30 MEFER ). FEREIATEXBUFEIZ” Rk
WhS" &7 EMHES / BdiE R PR 07 ), IR (gl HKPO {RRBFHEISBO SN H
B OB
4. REPXAREERMEP A RIEE L Z YN, HARASEIE N B OUARZIEE A 3.1.1.7 %0,
5. BRAE R AMNE, I PRUELE R 2B Netscape ZEMZBER “JEKEE”  (Non-Critical) ZEfH 2B .
6. AR AFEAUEMFINTZ IR (Object Identifier, OID). T AUENII X SN, HSFHHE 1.1 4.
7. UEPHUESE R4 & A URL A http://erll.hongkongpost.gov.hk/erl/eCertCAICRL2.crl
54
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

B C - B ERBOEBHATE B(CRLK R

fix C

T U IS BSRE R — K BT B s AT T 3R BOUE P s 5 BRI [ B I A] 09:15+ 14:15 £ 19:00 CRIAS AR
JERTIF[GMT] I 18] 01:15+ 06:15 A2 11:000)5  UEAS KIS 520 MR AL UE A b AE DU T 227 I v 1 e

T HIE - A L

a)

[ BIXEFIETE | (Partitioned CRL) T &% 70 4110 LB i B ol AU UE T 0 8t . AT T4

UEAR A [R5 573 A 28 (CRL distribution point) | 7B PVENIH URL SREBUHZR 1 T2 FIIEF

i GERER

b)

B TAEARUE S BT HG o ):

http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1 .crl; 5%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK)-

[EEARUE TGS . (Full CRL) €5 B A 8 I o B sl R B (8l . 2 Al T-BLF URL 3R

FEOEH G OUN, A ISELS TROBN RS, PR OB U RO A CASHEIZE 2.5 40). 1
ANBETUIL AT s BN DU, s S U] AN e e vy BE e E 3 TR A HUR 5 50 1) SR S > AT IR e

3 3R BRI s k-

FrifE 7Bt (Standard field) | T Bt (Sub-field) |7 #IZCUE-BRENE | BEAAUE- BRGNS R | &
BN TBRAHK
JRA (Version) V2 BEAE SRR P RS s U
WA g X500 25 Wi
2 B AR (Signature shalRSA SR o ] DASS A T
algorithm ID) B SR IR Y
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 A R R IR T RS
O=Hongkong Post AL
C-HK
BEVREE BT (This update) [UTC W8] DR B R AUE PR A R
HH I G
T REE BT (Next update) [UTC i) RN URAIE TS 3 ol T 1
NHIIE BT (R CE
B, MASTERMEZE
Kt o MR AL A bR U
S UE TSI TS B R 1 K B A
o]
FAESIE T Revoked FFUET User  |[WET)FE) A S O I E 5 9 LAIE
certificates) certificate) HIE S HIRT
G ARE: [UTC fa)] A RS UE 15 ) B 3
(Revocation date)
I NIE B REYE
B B B
(CRL entry
extensions)
JRIARAS (Reason |[FUAS T HH iR A (o
code)
FrifESE - B (Standard extension) CBfHAE 2
WL AL R 44 AR &N (Issuer)  |CN=Hongkong Post Root CA 1 AR TR DL A
(Authority key identifier) O=Hongkong Post ZEEE TR TS B FAN B A
C=HK R X A TRE A
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Hongkong Post
FHBH

Linking people Delivering business

LEUS YT

FrAfET B (Standard field) | 7B (Sub-field) |7 E1Z0E BRETE | BAEBaRds i 0 | &
B 2 TBAE
¥ (Serial [ R R 5 R Bon ok B EB R 5
number)
TE P 51 (CRL [HHRZIEL 48772 PO R RS S
number) % s LU B R 74
HA NG R (Tssuer [LA DER J7 g i1y | R AE ] A BAR Ay 43 1A TR it
distribution point) TE TS 35 2o A
#i (Encoded CRL
Distribution Point)]

Qi A=V S
FBO

FHE -

Lo DURA AT UE 7 BOR 21 A B R0 A5 «

0=ARIEY]; 1= EdEIN; 2 = BAENICBORI AN, 3 = IS AR,
4 = UEBBIAC: 5 = UEHLOC ISR 6 = UET R IN 1 4H

T I AT BHETE S s A, PR T st RS ) =L T0) Fon (B TARIERT D,

2. BRARSIANEN, PRI B AR (Non-Critical) ZE{H 7 BL.
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Henghkong Post
FiBR
Linking peale Delivering business
L X 1 1. ]

%D
M D - FISHEEBHE FIED - REBE
D HEFIEPR DA
B HTFIEHBAAN) KHFEF 18 ZNAH
HFUFBAN)
Big A FEAT A7 30 W 0 E S AR 18 0 AT | A 5 20 s 5 0 E B R 18 A
f1:
9 PR A HK$200,000 HKS$0
INATIEFS &
[ S 1024-bit RSA
FEAE TS B G R P A A P A
1% S TR B NS4y, B s AR T A R e (M) IR
(R B 2528
i AB B 5 B K B s
BN EIEARER B G IE A H Sk 4

T S IE S 1) 2223 50{H (hash value);
2N L5501 e
FIUNSEgs (HEBIBE RS 4

BigstA OLAHENIES 2.4 50

SR IESS CRAE E UG RS RR4E 50 #E0

WA

= HE D

1. HRASUEP SR 1M A 2 AR AT RO D = 4F, EASHE =45 A EARGERLAENIZE 1.2.4 ) 3.2 40)

AU IS EOE 7k
AR AL AE
2005 4% 6 J1 13 [
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Hongkong Post
FiBR

Linking people Delivering busi

LEUS YT

ness

2) TR WD, BmFIERERE) KR TFIERRSE )

Ei A FUFBLE) H FUFBIRE) H FiFBOR%E#5)
g A IR IR AT BUX BUR 2 R A R B CIE 2 UK . SR HEVEIA v] 2 A kv 5
AR T WSS AT X BURF ISR R, T T alpL o
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