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“CRAEAENLAER] (N SRAZIENLIC A H DU B A A e A3 I 2 ARl 52 55 b2 HE D o

“UEFRERE R FIAIE R ALEE P 58 BTN (0] 1T S AT TE R A TP R REIE TS (RIARIOIIE ) 2 Bkt
RS VA N R e R T AT 1= 1 R W e R

“PIGBE” L TARINE, BEFANOTERE, ZEFNAPRTRS Y R G AR5 R B % T A0S A R AL e
FEFRFAT BAA AR G B AR e 2 WL T 205k BB N LA T e e i L 2 -

(a) BRI 5 BB N2 A TP RO N2 AN ™ s DL

() PER AR, AL AR TR

“BITER” IRWINAG T EZ BB ALk, MR K.

@  RAAEPHHARANAR SN DN ROIRRGLIE R S ARSI

(b)  BEFEAEAETEINAR A BB B A

“CUTREE” 1115 PRI S AL MR TR PR, B PRIV 5, TS 7RE. BH
LA 5 0 TSR 4L 2 S SRR«
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fongkong Post
FHBH

“BHRIE" f5 AR AT B BUF A S5 A R I B S O, R RS e

I WIETERL. SO SR, RE . AR B RBRAE .
“BIMARL” R A LU B2 RS

(a) KEFEFEIR;

(b) 23R BEI

(c) REMAEAE PR R BUEAAAE AL TATAL 2 SRR SN, BREEAIVERS BEIE 155 R G A ASCAR 7 sUAR BE ;e
(d) REFPER R BEIRCANE 1258 BEIRAL S BUE A7 A IZ R SN ERAE AR AL TATAL Z BHRAR ) -

CHRA N ORI, IR AR . BRI ARz A, Bz A AR AR B IR S5
CRM” e E, 1S

() HEEZUES, RJEROZUET S 1 OC TAEIZUET W R A BRGSO 4 ZAE B NI B, EAZA; 51
(b)  RRZUEARR & IR AL IR A4 B SRR A IZAE B I BER, BRIz A, RJE flE i%iE$,
W FMZIE B T IZ N

CECRERRRL” AEARX IRE RS RS, SRR N S AR EAORZ AT R, % TF R R R A% SEA% AL N i Rk
FIVRe o

“EB)” FaA I 553 T (LTRSS A&
“RWE” HAHER AN, RRHBT AL, U A R B R, AR A A
CHEWIBCEE” femHRENIH 98 T (MBBUE&H1) ek,
“RNERGRL” FETCH 2 A0 FAE - AR B A8 25 2 BT .
“CONTFEERGRL” FRMCN AR IR AR S B 25 8 B R
“IATER” it
(a) MRHEE 22 F0N W] 2B
(b) BRI 2R 22 SN ZUE 2 A, Rt R b4, 5.
(©) 55 34 FPTRRZAEN LR TR AR B A A IE R 2 1ET .
NN ” FEHIE SR 21 0N AT Z RN OCEER 34 45 T id R UENT G o
“EF” AR AT il AR B L ARy S e 2 B, IRFR kAL L B A R T A AR 28 SR 2 B
“BRAEBCHIR Al Ede e, RREEIBBATH— 26, FHRIEFITBC RS N .
“RIFEBRAN” FEML NPT AS R T $8 1) 2 4 R PR .
“COEFREE” R AR IR ZAET LA A S UE AT KB R R S .
“BRAR” MERAENCT S, SRS ARSI S 3 h fa 2R
“%7 K “BF7 AR ERVIESTRIA R H BT BRI AT RS, B0 A G BOR ) AR 7k B8R«
“FRSME o FIEBEA K P SHHE.
“BWN” RGN T I
(0 TEHEUE N a4 BRI A SR L UE 15
(i) CHEZIZIE; K&
(i) FFA 550 TIZUEF A R 2 T4 0 R B 2 FhA N B RE 5

BRAB AR A AL RIBOT LA AR R _E S EAC AR S AT S AL ML AE I (1 23
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FHBH

B AN SR IR ; TSR 28 G0 A SRS AR AR M AE Z LR S 75 e AR5 vl T
UEFZ AL .

“BERLE” BT E LTI &M IR FAF B
(a) B2 4] Gl 2 MR AN AT
(b) FERTRAE NG DL RTSEE Rt 5 SCRE T 5 BT P 255 T A 5 5 T Ik 3 5 B 5
(0 HEMbIESHATIEUELIRE: &
@) KAE APz i )s

APATHR TS %G, WHRBBEETSRII TR AL ATTEBASRURSE, XERZBLANEEN, WEH
PO B AT R PGS FHE o
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

FifsR B - FHElE B THEFAR

fix B

1) HBFIERE (DA X

ALK AL
BFIES (A KT RIS AL

BFIES (A

FRfERE (Standard field)

FRA (Version) X.509 V3

5 (Serial number) [ F IR R G 3

2 E2H RS (Signature shalRSA

algorithm ID)

RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK

BRI (Validity period) [AFTF Mot |[HH EUEHEEC B B IKUTC N [1]]

before)
ANIBF Not  [[HHAHEMRE 5 & FIUTC W a])]
after)

E&LFK (Subject name) en=[FHEG HELEZ] D en=[FHEG HELEZ] D
e=[FLFHBAH ML) ot e=[FLFHBFH ML)
ou=[FILASE LT ik ou=[FILASE LT ik
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert
c=HK (Personal/Minor) (FffiA:4>

c=HK

EERAFFELRE R (Subject public key
info)

H RS (Algorithm ID): RSA
NFFEERD L (Public key):

B R D 1024-bit

RHNRABFR Issuer unique identifier) |A<{H
e ARAIA TR (Subject unique AKAlH

identifier)

FPREEZEHAAAT. (Standard extension) (HfES)

PSRRI ZH | KB A [ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
5 (Serial [ N ARSREN
number)
AN Key ANTAIN, BALEE, ShgR =
usage)
(AN B 241D
AEFBUR (Certificate Policyldentifier = [ HAII5] (bt 6
policy) PolicyQualifierID = CPS
Qualifier = [FZIF/ENAERIFTURL]
EMAFABZFR (Subject  |DNS [0 %% A HE B O IE S5 RS] (e
alternative name)
1fc822 GEPREFAE A TR A bE] cihed
RATH HABFR Qssuer Ak
alternative name)
FEAPRF) (Basic EHRE B2 SN
46
Fr MR U1
FZAEAE L HE D)
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

AN B FR L=VAR S
BTFIES (SN RHTFRHE18S N
BFIEH (NN
constraints) (Subject type)
BAEKERS [T
(Path length
constraints)

FE 2R RL ) A HAE

(Extended key usage)

EFBHEEE R R YR ISAFR = [UEHARAY T B K S URL] (WhEs)

(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) (ffi:s)

Netscape TEFISE! (Netscape cert type) ~ |SSL client, SIMIME

Netscape SSLAAIRA% 44 FR (Netscape SSL | A Al H

server name)

Netscape #¥ (Netscape comment) AATH

P -

1. FIE N kA 3 sl - I (CRB) + 4 (4141 CHAN Tai Man David)

2. FO T AL L IR A e Canve s PR sk, bRSK &SR3

3. BiREAZHEGS: 10 M

4. “e-Cert (Personal/Minor)” 7~ HUIE N TIRK HAEB AW 18 & (WAAZIF/EAEEE 3.1.1.2 %) .

5. ERAES ANE, BT FRUEREMIARAAT I Netscape ZEfRAA7) N “IESRBE”  (Non-Critical) ZE{HFAT o

6. AFCALFEAZAE L E A IR AR (Object Identifier, OID)» J& T AHEN KIMAERANED, 55 0 AUENZ
1.1 %

7. FO N & 5 0 E 5 1 (55 BT (B hkid_number 7R K525 28 FIG IR FA N S50 R &0 28 3640 o —
HBEEAE (LA cert_hkid_hash F7R)5, FANIET:

cert_hkid_hash = SHA-7 ( RSAvivaekey, a1 ( hkid_number ) )
SHA-1— 245 AT RSAN Ay 28 5 s 4L
FEACHI TS R P FE R, hkid_number W £ 7 A HE IS BUG BT AR 2 G IS 2528, 724 B8 B B OHIE S 1
WA B SHA-1 ( RSAwmivaeter,sier (kid number ) )o 1% 2% BUE 2% N UET P (K48 58 SEMRRLAT .

8. ETAETE H & S URLA http://erlL.hongkongpost.gov.hk/crl/eCertCAICRL] <xxxxx>.crl, FeHT <xxxxx> H L&/
B RGBS M TF AT . BHMBE A S [ E QE BREE . SR e sy e
PRFER, &7 AR IEBRETE R AT B NI 20 ERE RS RN A

47
Fr s S BOR FUE 5
FZAEAE ML AE )
2006 -2 H 9 H C?.’ongkong Foste-Cert
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1_<xxxxx>.crl

Sz
Hongkong Post
FHBR
2) HTFEP W) KX
EALAFR | =ARES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ B R 4
ZZH AT (Signature shalRSA
algorithm ID)
KATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
AR (Validity period) | AFETF Not [ B A MEBE & HFUTC B 1]
before)
ANIBF Not  |[HAEUIRBLR & IUTC 6]
after)
FEHLHR (Subject name) en=[FRH P 44 amzD
e=[FELT MSAHbAE] Cpio>
ou=[BFILASFERT] 3
ou=[ M B ICUE B S+ WHE B/ B CIE B 5+ M) o
ou=[E i AWM AZFR] (s>
ou=FIE AW AT BT T4 HK]
o=Hongkong Post e-Cert (Organisational)
c=HK

ERATFFERLE R (Subject public key

H IR (Algorithm ID): RSA

info) AN TR (Public key): AL AL T 431024-bit
KHNRBIZ TR Issuer unique identifier) | Al H
B NRAIBHR (Subject unique A

identifier)

FRUESERAEAT. (Standard extension) k6

PLIRBERRHIZHE | KHA  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FF5 (Serial  |[AAAH AAEZRIN]
number)
EBERER Key TN, B2, SR N
usage)
(AR R 20D
UEFBUK (Certificate Policyldentifier =[#)fF U AIAD] Cpiti 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVAE N RTURL)
EHHANZFR (Subject  |DNS HALH
alternative name)
fc822 [E B HE NP IR L] (e
RATE HAMZFK (ssuer KATH
alternative name)
FAFRHI (Basic EER 52 RN
constraints) (Subject type)
BRKERS | L
(Path length
constraints)
48
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

EALEFR FEALA R

AR AL A KA

(Extended key usage)

IEBHHEE R R Oy R RATE = [UE- TR 520 R URL] (B>
(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) Cffi:6)

Netscape iE 15287 (Netscape cert type)  [SSL client, SIMIME

Netscape SSLAATARAS Z#R (Netscape SSL | AL H

server name)
Netscape #¥ (Netscape comment) AATH
P -
1. BRUH PR o - K CRS) + 4 (Bl CHAN Tai Man David)
2. FAUH BT B TR el AT IR ek, RS A A
3. BURASFEHS: 10658
4. “FNBICIETHRS” AL —H8 16 TR OF 1AL A RHRERE B IC RS ek g idit T
T, BT 07 )Y, CVEMHIET /Bl g B — 8 8 AT B LA e MHIE S / e e T
T, BEALASECORE( Y07 )Y, “HAb” BN — R 30 MAUTTRE (W) FISEEIATBIX BURET1 2 Rk
BFiddns” &7 WMHES /R B AT (07 ), FETIRIAR (9l HKPO AR B HHBE) & MN”
il AL o
5. HAT LR EMEF T LRRIEBIC AN, HATASTEMAEN ER (ARARELAENZE 3.1.1.7 45).
6. BRAESANTM, FrE AR UEE R A7 K Netscape SEMAEA7 404 “ESEHE”  (Non-Critical) ZE/HAZ A
7. AR EAFEARZUE LA RN RD (Object Identifier, OID)o & T AUEMI M LERAITD, 1S FAAENIE 1.1
%o
8. RS P4 K s URLM http://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
49
Fr s S BOR FUE 5
FZAEAE ML AE )
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl

Sz
Hongkong Post
FHBR
3) HFERS (RE) X
EALAFR | =ARES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ B R 4
ZZH AT (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
AR (Validity period) | AFETF Not [ B A MEBE & HFUTC B 1]
before)
ANIBF Not  |[HAEUIRBLR & IUTC 6]
after)
FEHLHR (Subject name) en=[FRLAALZFR] QD
e=[FELT MSAHbAE] Cpio>
ou=[BFILASFERT] 3
ou=[ M B ICUE B S+ WHE B/ B CIE B 5+ M) o
ou=[E i AWM AZFR] (s>
ou=FIE AW AT BT T4 HK]
o=Hongkong Post e-Cert (Encipherment)
c=HK

ERATFFERLE R (Subject public key

H IR (Algorithm ID): RSA

info) AN TR (Public key): AL AL T 431024-bit
KHNRBIZ TR Issuer unique identifier) | Al H
B NRAIBHR (Subject unique A

identifier)

FRUESERAEAT. (Standard extension) k6

PLIRBERRHIZHE | KHA  ssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FF5 (Serial  |[AAAH AAEZRIN]
number)
EBERER Key B, RN
usage)
(AR R 20D
UEFBUK (Certificate Policyldentifier = [ R AIRS] Chti 7
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENVE N RTURL)
EHHANZFR (Subject  |DNS HALH
alternative name)
fc822 [E B HE NP IR L] (e
RATE HAMZFK (ssuer KATH
alternative name)
FAFRHI (Basic EER 52 RN
constraints) (Subject type)
BRKERS | L
(Path length
constraints)
50
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

EALEFR FEALA R

AR AL A KA

(Extended key usage)

IEBHHEE R R SR REW = MEBRIHFE R R RURL] (M)
(CRL distribution point)

Netscape ZEf# 147 (Netscape extension) Cffi:6)

Netscape iE 15287 (Netscape cert type)  [SSL client, SIMIME

Netscape SSLAATARAS Z#R (Netscape SSL | AL H

server name)

Netscape £&1E (Netscape comment) (k49> | This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

P
1 BN B ALLAAFR

2. PRI AL I FE T MR AR Hb b
3. BREASHEHmT: 10V HF
4, BN BACUE SRS AL — 8 16 M/ RE O 11 8RR B e g5 Lo & idiE e s,
BEALASNZEC 0" )Y, “HEMHER /Bt PgRS" B . — 8 A BT/ AR L e AHE D / BidiE B,
BN AN “0" )Y, “HAR” B —8RE % 30 BT TR (). FIERE AT EIX BUFEI 2 Rk
W K7 EMET / BICIET” BEALAE N 07 ), EBITRIFR (Flin HKPO /AR FMEIEBO SN H
il AL
5. HAPXAREARMP SCARIETIC 2NN, LABRASEIAE N ER OUARZIEEL AL 3.1.1.7 %),
6. BRAESIANE, BT FRUESEAEAL I Netscape ZEARAZ 7340 “IESCEE”  (Non-Critical) ZEHAAL o
7. AECERFAUEN KRS (Object Identifier, OID)o I T AUEN FIMAF R, WS AYENZE 1.1 %&.
8. ETAETE H & S URLA hitp://erll.hongkongpost.gov.hk/crl/eCertCAICRL2.crl
9. AR — A LSO . DUR AR AR SRS %, RSO R AR, WSO
Hif:
BESREP AT FAEQ) A e 2 W75 8 T B0 AW s (i) B0 AR A 5 SR 2 s K (i) 2%
VEBAC AN & S BIEBEIn H g 258 DR S R B i AR & 455 BLRE ERfA I
VEIE W 2Z INEAS B o A3 DA F IR 152 45 345K, 12 AT A http://www.hongkongpost.gov.hk P
TN 5 P IR P AZAE AR ML HE T
51
Fr MR U1
FZAEAE ML AE )
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL2.crl
http://www/

Sz
Hongkong Post
FHBR
4) HFIER (RS #X
EALAFR | =ARES
PR (Standard field)
FiAs (Version) X.509 V3
75 (Serial number) [ B R 4
ZZH AT (Signature shalRSA
algorithm ID)
RATH (Issuer) cn=Hongkong Post e-Cert CA 1
o=Hongkong Post
c=HK
AR (Validity period) | AFETF Not [ B A MEBE & HFUTC B 1]
before)
ANIBF Not  |[HAEUIRBLR & IUTC 6]
after)
FE&LZFK (Subject name) en=[fil B4 FK] D
ou=[BIEANSFERT] (i
ou=[ M B ICUE B4 S+ WHE B/ B0 IE B 5+ M) s
ou=[Zic AW L FR] Cfiead
ou=[E I AMLAY ST AT BT FR]
o=Hongkong Post e-Cert (Server)
c=HK

ERA TR (Subject public key

info)

H IR (Algorithm ID): RSA
AT (Public key): B9 A6 K 4 1024-bit

KHNRAIZFK (ssuer unique identifier)

ARALEH]

L NRAZFR (Subject unique

identifier)

At

FRUESERALAL (Standard extension) C(HfiE6)

PIABELRMNELRE | &RHEA (ssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FF5 (Serial  |[AAAH AAEZRIN]
number)
FEERRER Key PR R %
usage)
(AR R 0D
EBUR (Certificate Policyldentifier = [#{FIRAIE] (bt 6)
policy) PolicyQualifierID = CPS
Qualifier = [#ZIEAENLE N fRTURL)
EHHANZFR (Subject  |DNS AL H
alternative name)
rfc822 RAFH
RATE HAMZFK (ssuer KATH
alternative name)
FEAFRHI (Basic EAER 52 SN
constraints) (Subject type)
BAKERS | L
(Path length
constraints)
ARG RL 4 A KATH
(Extended key usage)
52
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fongkong Post
FUBPR
Linking people Delivering business
L X 1 1. ]

RN B FR RN
T RARE R AR I3RS AAFR = [E P 2040 R ASURL] (D
(CRL distribution point)

Netscape #E{HA2AL (Netscape extension) (FHiE6)

Netscape IE538E! (Netscape cert type) ~ |SSL Server

Netscape SSLAAIRAS & #X (Netscape SSL | A A

server name)

Netscape &£ (Netscape comment) AAd

i

L B AN kS AFR CRLES k% (1 X 2. 4% JiE(Domain Name))

2 BIEABHE: 10 (T

3. FEICUEB S AL 16 MU R CF 11 L ECTARR R L L 5D Do i e B 5,
B AN ZE(C 07 )Y, “VENHET / S iE B 5" AL — & 8 AL BT/ TR LI EMHEF / S UE T
B AT Z(C 07 )Y, “HAb” BAL — R E 30 RLECA/ R (). FEEREIATBUX BURRIZ” Rk
WG R ENRIESS F EACIER A (07 ), MITRIRR (B HKPO AURFFBHEB) TN H
b R

4. RBEP AR ERM SCAREBIL W, HARARSIEIF N BN OUARIE/EN N ZE 3.1.1.7 4.
5. BRAESIANEEH, P ARAELE AL S Netscape SEMAZAI 424 “JESCHE”  (Non-Critical) ZEAHAZAT .
6. AFE TS ASUE N RS (Object Identifier, OID)o % T AHUEN 4R, ESITH 1.1 4.
7. AEPHUESE R K AURLA hitp://erll.hongkongpost.gov.hk/erl/eCertCA1CRL2.crl
53
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FUBPR
Linking people Delivering business
L X 1 1. ]

B C - B BGEBHASTE B(CRLKE R

fix C

T U S B RE R — X BT B s AT T 3R BOUE P s 5 BRI [ Ol B I A] 09:15+ 14:15 £ 19:00 CRIAS AR
JEATIF[GMT] BT 01:15+ 06:15 A2 11:000)5  UEASHIUSTH 530 MR AL UE A b AE DU T 227 I v 1 e

(L UE A A BE IR

a)

[ BIXEFMIETE | (Partitioned CRL) T &% 70 4110 PN A B sl CHBUE B B0 AT T4

WEAS THIE TR 40 50 & 05 (CRL distribution point) | A447 FERH ) URL SRIUAHSEH T4 %2k 15

i GERER

b)

B TAEARUE S BT HG o :

http://crl1.hongkongpost.gov.hk/crl/eCertCA1CRL1 .crl; 5%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 CRL1, o=Hongkong Post,

c=HK)-

[BEARUEF4RGHTE ) (Full CRL) €5 B A 8 I i B sl i B K B0k 2 AT T-BLF URL 3R

FEOEH G OUN, A ISELS TROBN RS, PR OB U BT A CASHEIN S 2.5 40). 1
ANBETUIL AT T BN DU, s S U] AN A R vy B2 e E 3 TR A HUR S B0 1) SR S AT IR e

3 3R BRI s k-

FRER2AL (Standard field) | AL (Sub-field) |7 #IZCUE-BRERE | BEAAUE- BRGNS B | &
R P 2%
JRA (Version) V2 BEAE SRR P RS s U
WA g X509 25 Wi
2 BB AR (Signature shalRSA SR o ] LSS 2B T
algorithm ID) B SR R Y
KN (Issuer name) CN=Hongkong Post e-Cert CA 1 A R R IR T RS
O=Hongkong Post AL
C-HK
BEVREE BT (This update) [UTC W8] DA B R AUE PR I R R
HH I G
TREE BT (Next update) [UTC i) RN N URAIE TS 3 ool T
NHIIE BT (PR
B, MASTERMEZE
et o MR AL A b R U
SE > UE TSR 7 B R 1 K B A
o]
FAESIE T Revoked FFUET User  |[MET)F 5] A S CRE I E 15 9 LAIE
certificates) certificate) FIE S HTIRT
G ARE: [UTC fa)] A RS UE 1 ) B 3
(Revocation date)
HNIEBREYE
FLGOR) I B A=A
(CRL entry
extensions)
JRIARAY (Reason |[FAUAS T HH o5 A (B
code)
FRUEZEMHAAT (Standard extension) (B 2D
WL AL R 44 AR &N (Issuer)  |CN=Hongkong Post Root CA 1 AR TR DL F A
(Authority key identifier) O=Hongkong Post ZEEE TR TS S FAN B A
C=HK R X A TR

54
Fr s S BOR FUE 5
FZAEAE ML AE )
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Hongkong Post
FHBH

Linking people Delivering business

LEUS YT
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