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AR 2 IR Y, BB IBUZIEN LR R G0 B SO A LA . JF 2 T 3 ez il ie

Fe LA ) I M 2wt o0 R Ge b AR D TR R R s

IXEERE R K AR A A RS AR T

a)  LRH T VAEIRSHUN G BAERF IR G O T L BNV BEAT I R TAE, $Ref i — B0
A R A AR E

b) R RIT R B BT KA R

o) KRR, 14k, IR RIS LAX 2 1A R 5

d) T RO R B A R BORE L 2R GEREAT AT R0 T P47 1) 4 e

e)  XARTEAEHIFE Y CRIEHEART RGAEHE 1L H AR ST 1A BdEHiE ik (B EA
BRFRRA Az 7% IR 5

H ARG LT Z e VENR ANPGRS, A AP N E AT S R R
IG5

9 XERIE B S 55 24T %38 A B AT R

hy AR R R A A i Y] OB T ania (E B /B A B8O I RE T, Xz Be& i i i
E0A 3 AAENRIFRZS,

6.6 P& R 22 4%

FRHEMEBUZAENL R RGUR M 2 007 K. N 22 4 vk R aER i R G0 S iRk 42 1 AL
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SRR FE T A TE IR 28 WA D 28 R0 1) 22 4, TN B ST AR AR, 5 BT o T 24 B B 4 JXU S P
T, DU 5 N R G, FLICE R A O SRR A o ) B s e L S IR 4% 3 ek,
ST BEBRARSR E 2% 14 XU o

6.7 N T IEFs

AU IS A ) 2 I e B 22 /DA F) FIPS140-1 55 2 2%«
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7. EH. EEFESETER

7.1 IEB L

AUENHE K 2 AEH N A T H B TR R IE NS 7 M2 MR R w2 N3
CED T A% SE RS 25 38 22 AN T 3R RGRE) o ASHE R B 2 AIEH —HE Ll X509 55 = A 2 w2k (I

% B)o

B D 30 &K UR MR i 7 2 4 A

7.2 IE TR A

A I EOIE S HUEHTS B 2 A% 208 X509 25 A (UL C).
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http://www.eCert.gov.hk BLE UM BUE AT AR, SECEPETAERL, X 240 K 2 JE 3R KR 15 1 FR i
NUCAEBAE NI BL R 7 o AT AR5 AR HE AR HE B 40, B S MBI 18 SE B nT AT IR 50 I R i
HIBUE TR S . BIE AL BIE N R N ] AR T hitp://www.eCert.gov.hk BA
s IS IS i A7 P26 ) R L A7 o U DA R L TH A RROAS
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Wi A
=D
fis% A - AIC
BrAESCR A PT, T0R SCR AR A OB AT -

“EER” LRI E—

a)  (ERNAEZIER ARG BB S ZIEB AL, f6—
) BINZIER RS R THZ AR BT R ;
(i) SRR IR A N A AT BAE SRR A7 A A AT 5
Gi)  AEAZIET; B
(v) DA TR R ZIE T 5L

b) RN SEZIER IR BRI ZIE BRI, 5—
) BNZIER 2 0 & R T2 N BT HE R
(i) MAERZIE T R AN A SRR N A A B
(i)  PASATT RN AR ZIE TS 7

“BRAETEAE”  Te— R EEL AR, FIUNERERE . PISOLEE. USB G248 M2 /8t PKCS#11 AR E, AiEfFE— 0 4ish
F L FAE T AN

“HEN” fRERANEIE NI HRIEE T,

“FERNHEHRAR” 1507 A L BT L2 R G, AT 502 i HIE 7= A Hoih 2828 2 0 N B i e Je IR AZ S
BB 2 NI R A -

“RBANRR” 55 AU B .

“CRBURAL” TR AU R T R RAL TS AN O BGZ AL A T2 i AU B IE TS (fRED 1Y
AN RDRL o

“BREAF” RS AN R B s TS AU A% R 57 R 53 R T2 8 e AL F e
(B MIRNETDRL . B R © 2 51280 AU AR e RF ok RN

“HEBUBEEIE R B PARITUEFS7E TR b 4KE 5 I 52 BTN 18] 5 B AT TR ATT# RS e rh 4RAIE A5 2 Bk

“RRAIEBLR” R (AT LA 53— RZERLR) A 5

“BAENLRBAICF” 48— FZIENL R BOE A R BHRC R, A4 IA & T LS 2 A T AR IEN LR iz 3844 K
HHE
“UEH” B “HTFIER” 8T E LRI B A0k

a)  HARRIENLIR Y e B B 25 2 2 H AT A H T 2805 2838 T e 9 B AR 2R S O 5 e e B 7 el

b S ERFAE 5

b)  RBIA AR ZAZUENLR

o) IRABRAIRK LR

d) BEIZRRELFE AT EML; If

e) LRMAFIIZIENREE

“RREAENLAEIN” = “HE” FEAZAENLOGA HH AR B AR SR AR S A 2 A1 b S8 5% b 2 v U o
“UEFHAHFEER” FIAAIEAS A NAEETS S BUSYIS [0) 5 BAT AL ATF RS IE S (BHABIINET) 2 BOR.

“EHA” TREEITET T 2 I BUZEN RN G2, DLREAIME T 2012 F 4 H 1 HZE 2018 43 4 31 H
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HRIAR A L HE N B I8 e 5 A S BUZ N G 2 55 M R 5. A 2 DR IE K & 2019 4F 12 A 31 Hik

“RIE” RHE R TS AR AR KILELFIR TR F, HA . HOFHEIRBHRYE A T IEHL )
55PN SRS 3.2 BURERAEZABEN, RG-SR %, NEBIEE 12 &4 B IBUZIEN LR 2R S5 & R 5.

PR AN EA TR E, 4R F)— B B .

“MV S5 SFI 7 5 BBUR SRR BELE SR 5 33 2% R AU Z A AT UEATL SRk 5557 U)o

“PIEBE” TR S, MEFANZETEE, 2B ARSI R G %E KR Z i T 2 AR Ea A #i
PRI, SR IR AR G BR AR 2 T O R MR BN A TR R R ML E -

(a) ZHIR AL 5 5 28 N ATFER RO M RN SR ™ B

(o) AR HE, AL AR 2R R

“BRAFICN” FERIRA AR I RIS AL

“RBTEMING” TG TURBEM A NSNS 5CURE: () PIBRR A RS e bk gy UL
(ICANN), (i) EZAEH RN, B Gih) MR ARG (BRI, &R, R, MEFRZEND.

“ETIEBERERT A KERER, R TR MG

“BEAERRERUSB” A—Fk USB ERINICIZM, 247 B FEBRIEAEAR . REETFIETRZE USB Mg &iEw
HEHEEC M T http://www.eCert.gov.hk AAfi

“HIEPBAEFEAE" $8 AR, Gl IEB R R R TUEB IR USB, H Tl A7 7l R R E R
R

“ETLEFR” MENARG S E IR A, A %:

(@ RAETNARGENAEEEE N TIRARGHLE RS RS JF

(b)  REREAFIEVTIRAR GG A .

“HTEER” 185 TARMIEREEE PR B A TR TR B TR, AT PR
HH 7B AR SO MEBURINZ LR 2 B 158 SLECR T

&

“BHIE” 15 AR BT X BUG NSRS AR A S e, AR R RE S it
“E BETRL S0 AR At AR, B R BORHE.

“BRRA” RSN U RS
(a) AbFRTTIH;
(b) LFRFEIR;
(c) FEHMEM BT M FBUEAAAEAN AL TR b2 BHR ARG N, BERER RN T2 S R gt DI o7 b 88 J
(d) BEAMERR IR IRIZE R IR B AR X R AN BENCHA TR FIRRFEN) o

“rg N7 R E T AR S, AR BRI RIS, iz D AR B AR B R 5

“BERSHEmST " 1605 R (BLOS KB G 112 501 IRV S5 HLI /R SE R SR B 2590 5 . Bl RS %
TRT RS R FRARIV 55 LA / AR SEAA Rt RAIE I SO P 3R A

“RW” HUETIE, 15
(@ HIEIZIES, RAERZIEBE &R TEZER A1 4 BORBDY SR A ZIE B IR B, EANZA; 5
(b) CRHZEFR S B S R TS W A B8ORS IZES A BN, ERZA, SRR HIEZIE
Fo, RIGIRBEZIE T2 A

“EEXTERDRL” AR AR IS R G, RN R AR AR AT, %A TR A% SHZ AN
TSR B
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“HINEFRIR” BEES ARG WHIBUGIAT K (BRI TR EINNE) TR (B TR AR EIA
UEFS NS )

CEANR " KBRS DA BETIE (WD TE, SRZIEBA S EE SRS BTG 1 (B
TREALUER IAAE NS ), AHEFS AT B P b s N A .

“FBN” ARFUELGIE 553 B (T AL KD,

“ANEBRE” 15T R SEBUT BRE TE 5 R AL NS T p A

CRWE” SR TARINE, AN AR, St MO R G AR, AR A

“PKCSHLL AR it M H CINVETAE 1), WA (7o T SO THRESY, I 25 RSA S50 A
(0 TF TSRS P (PKCS)h 25 11 SV S BLA TR ROALR T BT 564 FIPS 140-2 35— KB 1
W
“EUWMBER” A 08 % (BBCEAD) PRk,
HNBTAL” SRS (7 AT 8 2 T
“ATRREIEL” JHRLA TR ) (S 2 T
“WATES” i
(a)  HEHHI T2 541 20 NPT
(b)  JRIRAE LT A SO 22 AT 2ZUE T2 T, HRISAISL T o8
(0) TR 34 ARFABIENL ST Rt IR A PT35I
“WATHRERIS6” SRIHEHL T4 50 A D128 21 AT RERL SR 34 A RAERLY
“ELR AT TR LI 7SR BB I 2 I AR AT SRS T AT O R

“BAERCHLR" FRREBIEEE, RREFBMBUZENIAT—EIRGE, JHRAEBIBUZIENL R 2 5 TS
Z W

“BHEANLY, RIHOBTT, RIES KRG, HOBT e (B0 ZIEBITRIER 4.

“RFHEPRAE” TR TR TR B 2 S BRI

“REFFRE” fR MR AR 2L DU AR SRS A SR TR St

“HBBTANR” SNSRI S, IRIE LSS ARSI D ) v R

“%” & “BF” O HEEVIESURADRE R BCR AR MRS, Bz NEHECR A AR ISR .

“BRESAUE" 1R DR AT A S B it
“r BRIESS” 15 HIHRYEAIE T3 Hongkong Post Root CA 1" BT A P RIZAEN L SUE F,  FFHI T2 A & MR EOA ATE TS .
“EHNHRE” BT R T RS A RARZRERN, PATELP R L.
CEIBNT TR AU TR
() FERUES R4 BRI S E1S;

(i) CEZZIES: &
(i) A SIT LIS A TR R N 2 A N IR 5
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CECAMI” ARSI A A IBBOT LR A SR _ESII I EC N SR A AR L HE I )

4
%Ko

B AN SRIEREICANRIN: SRR E OB BN, SR LA VRV HE I, 2L o BEdS
TR TP Z B o

“RIARLG” IRATE LT T A IR A AR
() AR ] Gl RN AR A S
(b) FERTBCAEAINE DL TSR0 A A7 3URE T BELIT PO 4455 L S5 7 Tk 345 BEK T
(© SHHESHITHIEERE; &
d) MRAES Rz Az

“EHLART FRIERRAELTHER.

APITHRTRZ G HKHB, WHEHEEE SR TRERAZ AT EBRAUESE, WZEBZELAAZEN,
U 2 4R R 22 B T AR BRI SR
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ff3% B - FHSHERECRE T IE T3

AP S VE IR | P 4EE 5 "Hongkong Post e-Cert CA 1 - 10" R4 ASKZ UEAE b v 25 ) HL F-IIE Fo % X
UNAR T ik e 7 s S TR L Aty P K IE 3 R 0 SEL At R AR A MV v U 25 % 1 B FE A 2, 15 AR | 1
WEB B R HIAE THEPBECE ] WY RS, 2 B A SRR A AR VR MV i

K% B

1) BFIER (A R
AL =VASES]

BEFIES (DA BFIEDS (DA “Hik RHEFRE18S AMER

i BFIED (DA)

triERE (Standard fields)
i X.509 V3
(Version)
F5 (Serial [FHE BT ARSI BN = e+ 7SR
number)
e bl shalRSA
(Signature
algorithm ID)
RKEA cn=Hongkong Post e-Cert CA 1 - 10
(Issuer) o=Hongkong Post

c=HK
BHH AETF (Not |[HHEABHPE A FLEAYUTC B [A]]
(Validity before)
period)

AIRF (Not |[HHEABHPE AL EAYUTC B [A]]
after)

FEhaR en=[EAEGIEHERA] (iED en=[EFESEER] (D
(Subject e=[FEFHBFEMHE] () e=[HLTF-HbFEHAE] (E2)
name) ou=[RFILASFERHT] (ihE3) ou=[FICASERHT] (hx

o=Hongkong Post e-Cert (Personal) 3)

c=HK o=Hongkong Post e-Cert

(Personal/Minor) (Hffi%4)
c=HK

FHRATFEDR TR H=R% (Algorithm ID) * RSA
(Subject public key info) |[AF#EREREL (Public key) @ 2Rt K& 2048117 7T
RENRALFR (Issuer  [R{EEH
unique identifier)
BiE NRFHILFR (Subject |RfEA

unique identifier)

PR AERAAL (Standard extension) (FfES)

PLRERGRR | RHBA cn=Hongkong Post Root CA 1,
B (Issuer) o=Hongkong Post,
(Authority c=HK
key
identifier)
= [MEH ASZASRE
(Serial
number)
TR AE T AR BREEE > B (AR SiEEE AEEIN > BIEEE - &G
S (Key mhne B
usage) (BERSN “REE™ R (BERS “REE™ D) (BERS “REE™ RAI)

AR B FHIES Al e
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=V =AS B
BEFIES (DA HFER (A “Hik KHFARHE18S AL
hR” BFIES (DA
EBBOR Policy Identifier = [#1f41H %1  [Policy Identifier = [#{41H%1] [Policy Identifier = [R5k
(Certificate 3] rtxe) 3] b e) (HFE6)
policy) Policy Qualifier ID = CPS Policy Qualifier ID = CPS Policy Qualifier ID = CPS
Qualifier : [IEIEMELLANIE | Qualifier : (R fEl ey |Qualifier : [EZIEFALAENIEY
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
1.1 (D
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[ &1
BAZTT GRS ] (HE 8)
Policy Qualifier ID = CPS
Qualifier : [FZIESEAL AN T
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 (k$:9)
Policy Qualifier ID = CPS
Qualifier : [FZIELEALAENEY
URL]
FERI% DNS (LA IENEAES TS (10
(Subject
alternative name)
rfc822 OERFRA BT HMFEE] )
EH A% ENEDE
(Tssuer
alternative name)
FAPRH FEER | RALE
(Basic (Subject type)
constraints)
BEERER | T
il (Path
length
constraint)
LRI RLE AREH
Rk
(Extended key
usage)
TR EE TYREAARR = (EBREE SR & SURL] (HHE1D
3% (CRL
distribution
point)
Netscape ZEff2{iz (Netscape extension) (FtES)
Netscape iEF525% (Netscape  [SSL client, SIMIME
cert type)
Netscape SSLfAIfR#EZHR | REEH
(Netscape SSL server
name)
Netscape #%iE (Netscape [AfEH

comment)

B -

L AR 3O - Bk K5 + 4

({41 CHAN Tai Man David)

AR B FHIES Al e
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> o s W

10.

11.

FE A B IR AL L T IRAE Ul (A B T IRAR Lk, RSB B4, % T IRAE L R 2 A% S

FILANSHE RS 10 s

“e-Cert (Personal/Minor)”  Frn HUF A FIREHHE I AR 18 & (WA AENZE 3. 1. 1.2 %) .

BRAES AN, T AR AR 24T B Netscape ZEMR A48 “dE5CHE”  (Non-Critical) ZEAFF2AT .
Zliﬁsﬁﬁzliﬁiﬂ’ﬁﬂk?ﬁmﬂE‘J#@#iﬂ%ﬂﬁ% (Object Identifier, OID) o T AUEM IR ARG, 17 2 el AHE N 5
1.1 %%,
AL I —AN AR 50 O RAD , AR A BG5S 1T & H (13
AFE T I — MRS FAE R SRR 2 SN S # A% ANl WR I AR EBGR A 2 WS HTE
oF TR B 13 B A% 7 20 (RIAR 3 B TIE TSR B ARAD “A” B X B 7 20 .
AL OGN — AN S FF Adobe PDF 284 M- A6 .

FiE N BB HIE 508 (A354E S N IE0E) (UL hkid_number 37R) 14434 G A IR N S0 B AL N
— 3 ZHUE (UL cert_hkid hash &x) 5, fENIET:

cert_hkid_hash = SHA-7 ( RSApivaekey, a1 ( hkid_number ) )
SHA-1— 345 1 TR SA R g 3525 ik £

FEARIF IR R, hkid_number W& 7EAAEMEECALRT WA S I 255, JF L CEZ I &IE S IES
T 2% R HUE SHA-1 ( RSAsicier, a1 (hkid_number ) ), 1%7% ZREUE 25 NUEFS P9 BO45 52 AR A=

WEH A E B & A URL N http://erll.hongkongpost.gov.hk/erl/eCertCA1-10CRLI <xxxxx>.crl, H A 4k 4F 45
“Hongkong Post e-Cert CA 1 - 107fTRH, Hi <xxxxx> N SFBIS RS, BF 5 MUFIFFm
T, TS A S [0 BREE R | O8N RAESREER SR, SEZIEP “IrHRaEs
Iy RS R VE R I C A BRI B A A
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2) EBTIER WD #X
LA B AE

HFIER (B [RFHER WD “HE "

triER2 (Standard fields)

R (Version) X.509 V3
FF5 (Serial number) [FHE IR ARSI E N = A e+ H R
= E RS (Signature shalRSA
algorithm ID)
& H A (Issuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c¢=HK
B3HT (Validity period) | RETF Not  |[HHEHEIE ARG L EHTUTC )
before)
FIRTF Not  |[HEBIEAFIEITUTC B E])
after)
FELHR (Subject name) en=[FALH P E44] ik

e=[FEFHIFEMEE] (HhE2)

ou=[FILASFEIRS] (HHE3)

ou=[([ENEIE B 5 EH S /S =)+ EMHEB/ECIE B+ A (it
¥4)

ou=[BAC AN PR CHrbs)

ou=FAL AN T/ERI TR (iEs)

o=Hongkong Post e-Cert (Organisational)

c¢=HK

FEATERRLFTR (Subject public key
info)

Sz (Algorithm ID) © RSA
AFFEERGRL (Public key) * BERARLKEH2048(117C

identifier)

& H A RBI4HR (Issuer unique identifier) | {3
Bt ARG FR (Subject unique F{HEH

FRAEREfRREAL (Standard extension) (ifix6)

VREERLRAIZR | KH A Jssuer) [cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c¢=HK
FS Serial  |[MWAH ALAIKEY
number)
FHRRLER A Key AERIN > BEEE > FHEANE [ RESil > SEEE
usage)
(BERSy “REE™ R0 (BERSy “SREE” RAir)
MEFBER (Certificate Policy Identifier =[#7){4-1RBIH] (it |Policy Identifier =[#IRBIRS] (it 7
policy) n ‘ Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [FZiEFEAL A MHIURL]
Qualifier : (FZIEAEALAENFYURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 (FH:E8)
Policy Qualifier ID = CPS
Qualifier : [FZIEAEALAENHYURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (it
E9)
Policy Qualifier ID = CPS
Qualifier : [FZIEAEAAENFIURL)
E4K504 (Subject DNS (0-10FE N FH 4w (Fh%10)
alternative name)

FSISBOE TR AR v
20184 10 H 31 H
YRS 1.3.6.1.4.1.16030.1.1.42

53

(:/ﬁ'ngﬁywu: fve-Cert
LE L B




AL B FR B
HFHER B [TFIES (D) “HIAR "
E— SRR |ou=[ B AN PSR (ities)
(First Directory |ou=[S 12 AT T/ER THSCEPR] GiEs)
Name)
tfc822 CIEBFEA A B ERFEMHE] (b2
K H 5% (Issuer ENEdE!
alternative name)
HARRH] (Basic FEARAH REL SO RN
constraints) (Subgct type)
BEEER RS |
(Path length
constraint)
REAR ARG RLE 7704 SSL client, SIMIME
(Extended key usage)
IEPREHER IR R R EAPR = OE e E 85 & S URL] (k1)
(CRL distribution point)

Netscape ZEfEREAL (Netscape extension) (fti6)

Netscape IF 5252 Netscape cert type)  |SSL client, S/MIME

Netscape SSLAFIAR 23 FR (Netscape SSL | A fEF

server name)

Netscape 253+ (Netscape comment) AfEF

B -

1. BAUA e sk - WK (KE) + 4 (Bl CHAN Tai Man David)

2. BAUH PR B bE (B TR AR b E, R SR, ZHE IR R S .

3. BiASERS: 10 hifir

4. “FEICIERSg S AL 0 — 16 /8 L BieiE B eSS, BEEEeE (07 ) ). mylie
A HABLS R R B ER SCERIAS, DARE Bk B ib A, W« B8 idiE Bgn 5" 22407 255 il i SCEFiR
B —8 8 frir/ F R B RS ER SERE S 8 NE(0”) . “VEMHER / BitiEB” #2461 © —H 8 fif
/78 CiyEMHES / Bt Bgs 0 F 8 /w8, wmE5are®E(“0” ), WXEMER / ZdiED
HT, PEMAAETAE(CC0” )Y, “Hph” 240 —HRE 30 MEF/E WA . FEEEIATBIX BUF T
Z “BkEidgws” & GEMET / BIEIER” S eEAE (€07 ), FIIHEFR (i HKPO ARFEEASIRED
SN AR AL

5. HERXLHIEBIDZHIN, TRBERILHR [*+CHINESE NAME ONLYssk | $435 38 NI L4 k. TEATL{AlE
DUR M8 AR L T e R IEE TSI Bz L, HAHRS T ERAAMNE—Hi%%H  (First Directory
Name) #2072 En (IAAZIEAENVHENZE 3. 1. 1. 6 %) MU SCRFRAUR A 1S0/1EC 10646 E Frégmfidhri.

6. BRIAEFINER, FrAFRHELEHAREAL K& Netscape IEMIFA7 308 “IESCHE”  (Non—Critical) IEARAF2AV.

7. ARECHEIERZIFEHEN LRSS (Object Identifier, OID). ST AUEN IR RGITY, &S RAME
e 1.1 %%,

8.  AFECIIN— A TLET SRS A AR RS, DR ELIE 5 S i & H e 45 .

9. AREHIN—A 3 EF Adobe PDF 2544 IR IS

10. e B A 2 R e N S o 2R A= A 3T e o (LB HD

11, UE PRSI S50 & 05 URL O http://erll.hongkongpost.gov.hk/crl/eCertCAL-10CRL2.ctl , A 4kiE 5 Hongkong Post

e-Cert CA 1 - 10"FITAR I [0 #I IEAS 4R IE . 1
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3) HFIED (RE) B

DL R | = A E
PREERS (Standard fields)

A (Version) X.509 V3

5 (Serial number)

[ H A MR R S8 BB R = e 2H 17Nk 5]

ZEHRA
(Signature algorithm ID)

shalRSA

KH A (Issuer)

cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c¢=HK

HRIH (Validity period)

ARF (Not
before)

[ A MRE R G B IUTC 1 [A]]

ARF (Not
after)

[ A MRE R G B IUTC 1 [A]]

FTtE4FR (Subject

name)

en= AR A HR] (FED

e=[ FEFHRF AT (PHE2

o= [BiEAZHERmT] (FHED

ou= [ ML B EUE T 5 A MHE 5/ B CiE T4 5+ FAth ]
ou=[BC AWK ZHFR] (5D

ou= [BE AWK /AT /B8] B FK]

o=Hongkong Post e-Cert (Encipherment)

c=HK

(4D

FRATFELRTERL (Subject public key

H 0GR (Algorithm ID) : RSA

info) ANTFEETSRL (Public key): 2B HdRL K E 204847 7T
RIENRFA L Jssuer unique AL
identifier)
Eie NRABFK (Subject unique AL
identifier)
PRUESEfHREA. (Standard extension) (BH¥E6)
PIREBERRALZE | RBEA cn=Hongkong Post Root CA 1,
(Authority key identifier) |(Issuer) o=Hongkong Post,
c=HK

5 (Serial | [HURH ANdb3REL]

number)
FHRERTE Key BLEE, SRR
usage)

(HL2 R “RER” 4D
VEFBUR (Certificate Policy Identifier = [#fFRAIEE] i
policy) Policy Qualifier ID = CPS
Qualifier : [AZuEAENVIHENIIURL]

FEHE (Subject DNS AAdH
alternative name)

1fc822 GEBFA A BT IRAE L] a2
RHEARI4 dssuer FAH A
alternative name)
FARS (Basic X it T &SR
constraints) (Subject type)

B RS |G

(Path length

constraint)

AR B FHIES Al e

20184 10 H 31 H

YRS 1.3.6.1.4.1.16030.1.1.42
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AL AR BN

SR AL R A ik RAEH

(Extended key usage)

IEFREHE RS KA SRR = DERBREESRES K MURL] (S
(CRL distribution point)

Netscape JEfHiA2f; (Netscape extension) (Jff

7E6)

Netscape F4528%! (Netscape cert type) |SSL client, S/MIME

Netscape SSLAIRZS AR (Netscape KA

SSL server name)

Netscape #%¥% (Netscape comment) |This e-Cert is used ONLY (i) to send encrypted electronic messages to the Subscriber
C(FfHE9D Organisation; (ii) to permit the Subscriber Organisation to decrypt messages; and (iii) to

permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

® N o o

BAC NN Z SRR FR

B AL AR TR T HR AL (1) FL 7 BB AR Mk

BFIEAZESiT: 10 fEFE

“ENLBICIERR S AL 0 — 8 16 ¥/ 78 L Bidit PR s, el E(“0” )], “iE
MHEH / BAdiEP” #4460 0 —& 8 e/ 7 8 [WEHEs / Bidit PR 50T s e/ 78, &WEH
SECC”), MIGEMIED / BaiERemS, e EzE(«0” )], “Hfh” £ —8HEE 30 i
TSR W) . BRI BIX BURS I Z “Bb B iddm 5 K EMHET / BdiE B &3 E (“07),
ERUIMEAR (Bl HKPO AR FUEMIED) AN “HAh” #4407,

R SC 4 FREL AR LR LA TR BE 2 M, HATRASEMRE N SR (AR AENEE 3.1, 1.6 %),
BRAESAANE, A bR 2B A4 & Netscape ZEfRAEAIIA  “dESREE”  (Non-Critical)  JEAHAZA

A EVEFE AR N I IR ARS (Object Identifier, OID) » R FAUEN AR ARG, TESFIARMENZE 1.1 %.
WE R B2 & 55 URL A http://erl L.hongkongpost.gov.hk/erl/eCertCA1-10CRL2.crl » A4k iE 45 "Hongkong Post
e-Cert CA 1 - 10" TR [ 40 E=CIEF A 5

RFIERS — RSSO . U AR A AR TSRS, shoSCARRE R RS A B, AR
ik

WIER RATHAE ) kg B ERTFRIEANM; (1) B AN NEBEME; &
(iii) HUFBIL AN R HNAE B I BN 2R 258 DR SR B AHUE £ 435 DL R Itk
MACWiZERZMEGE. AXAEMHLIEBZ XX &K, §SHTMN
http://www. hongkongpost. gov. hk [ T2 31 % i B F-UE 5 AZ AR /E MV oE ) .
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http://www.hongkongpost.gov.hk/
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://www/

HiRC

fit3% C - EHERBUEF RGNS B (CRL) « BHEE
BT RARL)

A5 C FEIRA I H 4k iE 5" Hongkong Post e-Cert CA 1 - 107 it & Hi IFIIE T4 1 5. DA K 7 IS s B
B TR S AT S HER FLAE 5, LS “Hongkong Post Root CA 17 & Hi 3% BURUESTE 5 (ARL) 11
BB S A A e HER A% 2

T MU R =B B M A R R BE P RS i B BN TR A HE 18] 09: 15, 14:15 f% 19:00 CEP#%
JE VA [GMT 8% UTC]  HE] 01:15 ~ 06:15 K 11:000); IF T3S 75 B 254 R4 ASAZIE 16 b v D0 11 2 i 15
B BRI A IR T R B R

a)  [4BRIERMEER]  (Partiioned CRL) EL5 704 C &I Y sk CHUHIE BRI BERE. AW T
NERAZAE (URL) ZRECHSR A [ 73 #1 2GIE 54 1 5 -

i HTFEDR (DA
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRLI1  <xxxxx>.crl
HH HH 4K IE “Hongkong Post e-Cert CA 1 - 107Frk i, Hi Gxxxx> NEE 5 MUFBIFRF T
FH
i, HFUEDT WD KRR (BR%):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
FH A 4k 41E 15 " Hongkong Post e-Cert CA 1 - 107 FT & H

b) [BAAEREASER ] (Full CRL) 85205 B A 48E 45 " Hongkong Post e-Cert CA 1 - 107 T & HiHI T
H I R CEEIE BT . AT A T R IRALE (URL) FREX [ BEARUE 5484 7 5 -

i.  HHZKIE T "Hongkong Post e-Cert CA 1 - 10"l & H FIE +5:
http://crl]l.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl B
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong
Post, c=HK)

IR BRI AL A O R R A E RS IE BRI EERE, AR TR TUE RIS #5r k ] (CRL
distribution point) #4573 B AL 1 (URL) 35 BUAH 5% [ 3IE ey i 5.
e IE EE R, BB S TR RS, YK SR E PR TE R A . CEARETUL A TR

SO T T P 39157 N = A B S Y S Sl Ol 8 T €2 M N Tl WG/ B 311 S Qe R <
TEEAMEEAGEFE LT, T AHSHBEIN UL hitp://www.eCert.gov.hk A #h 78 IE T HEHTE 5.

(I)  H"4KIET "Hongkong Post e-Cert CA 1 - 10" AR HEAS N & HS B4 233 20 S B AR P B kg 2 -

FEREAL (Standard Fields) | TA=6L (Sub-fields) |43 #I=0EP s |2 IE BRuEE R |&F
FREAL 2 A
WA (Version) v2 BEA B oRAE PR s U
AR X509 5 hR
25 B B AR (Signature shalRSA A s H DS B TS
algorithm ID) I EE IR S
57
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_%3cxxxxx%3e.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://www.ecert.gov.hk/

(Revocation date)

FRUER2AT (Standard Fields) | FA2A7 (Sub-fields) |2 E=0IEFREHTE [BERIEBREEE R | &iE
BN XA
K (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 PEAE R E e R AR R
o=Hongkong Post TH BRI
c=HK
BEYREEHT (This update) [UTC A )] R B RAE B RETE A
HH B GRIREER
TR HT (Next update) [UTC A )] FoR T UGE BTS2 % T5
N H #EZ iR (R RE
B, MASTERWHEZ G
o MR AZAE A b v U
5B, UEPRATE AR R
JoRH
FUESIET (Revoked FHPET (User [BEBFS] BEAF S ERESIE T O 57
certificates) certificate) =
EHGEIRE L] [UTC A )] IO S TR TIE T D B[]

IR PR (CRL entry extensions)

JEEHS (Reason

code)

[HUBS 2R R )

CBRAE D

FREIE A~ AT (Standard extension)  CBRYE 2)

HLIEE AL AL R 4 AR
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c¢=HK

SRR SR AT S BRI I
R BAIE PSS AN B
REFRIBCRS 22 T S AL o

JF7*5 (Serial number)

(R NS 7 5]

R R R P2

J% 55 (Encoded CRL
Distribution Point)]

R 36
R0

UE PSRN #5105 (CRL [HZIE RS54 A B R E PSRN T B Y
number) T, T LU TR .
KNSR 8 (Issuer [LA DER 77 2\ |[AAEFH] PN VW s W 1 G b
distribution point) FAILE T34 3 = o HAEH .

7 PR S 2 ST S N AT RSB ¥ o, TS P A 8 R I s B LA A R R PR R . A B IR &
RSN T IR B AE A 7 S SR S AT o 5o A R OB BURUH 5 S 7T T A A B T 3

http://crl1.hongkongpost.gov.hk/crl/RootCAIARL.crl BY,

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

() HMRIEF"Hongkong Post Root CA 1"#R3E 2 ¥ ] /& HH F) 4% U S 16 S A% -

FRER=AT (Standard fields) | F4=A7 (Sub-fields) |{ZBGRUESTH FAZ AL 2 HiE

WA (Version) v2 DA B R U A I B U
WA X.509 55 —hR

2555 3R (Signature shalRSA A B oR F DA B B TS

algorithm ID) RENc =5 R RAPTHIE]
K (Issuer name) cn=Hongkong Post Root CA 1 R R IR B N R H R
o=Hongkong Post RN
c=HK
BEAREEHT (This update) [UTC B a1 A R R A B I R
s HE (R IREHD
58
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl

FrAER= AL (Standard fields)

FAELL (Sub-fields)

BRI BN

ik

YR H Next update)

[UTC s [a]]

TR T ARS8
A~ H s /TR (R UCE
B, AT ERIHMZE
J o ARHEAZAIE A A ] Fry
E» BRSSP R
LR

FSIE+H (Revoked

certificates)

FHFAE+ (User
certificate)

OEHFF5]

WEAF H AR IS A E 3
=1

s H

(Revocation date)

[UTC I [i]]

SR SR A IE A3 A I TR]

UE IR PR R (CRL entry extensions)

JEEES (Reason

code)

(HURSEE B R

CBRHE D

FRUEZEHFEAT (Standard extension)  CPIE 2D

HLIEE AL R R AR
(Authority key identifier)

KHN (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR SR AT S BRI A
25 BRI S AN EE RS
RLFRIBCRS A T SR o

J7*5 (Serial number)

(R NEBHF 5]

R o R PR =

R HURE B 5 15 (CRL

number)

[HZIE RG]

WA S R PR AR B 2
7, ST B A A

B N3 R s (Tssuer

distribution point)

RAe e =5
RIFAAENRAEF=5
[l CRL=1%

BN “RE” £2410)

By

L BUROAR TR ARAL 41 0 2 e R0

0=RIEM]; 1 =FMBORSMNIE 2 = AENLIC BRI AN 3 = B AR,

4 = UEFHHUAR; 5 = AN R B AR 6 = UETS BRI 17 4

BT BN ARSI IE B A B AL prel TERECRS ) 2Bk T0) Fon (B TAREBT D,

BRAEFSNER, BrAdsMEE A0y “4ERHE”  (Non-Critical) ZEAFAZ A .
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B3R D -

HiF D

EEHRE R TIET - RFRE

D HEFER DA

EZR BFEBAAN) BFES (DA RHF R 18 F ALK
“HiARR " HFIEBAA)
Hic A FE A& B S OIE A 18 B A FEE A A& S 00E R A 18
2 Nt

R HE R A HK$200,000 HK$0

IHHE 7=

X EEAKE (2048 fi27C RSA

FPEARSTEERL | A& AW A

Bxt &4y T RZ R HE NS4y, sl EE AR AT SRR THE (N IEB BL 2
=

ERA® BTS2 B % B 2 B E [ BoRD 2 B  Hoe n &

IEBREEEE |[FESME LA R4

N: ) e B S IR S5 1) 42 22 5UH. (hash value);

FE Rl K
B NS E S (HFBIFBUZIENLE RSG5 4)

Bic# A BHUEE (BFEREAS: | WARAEEHEN S8 2.4 26 (B IEF (BIEE IR XSl H
W) B4 50 ot (I W) BHE 50 Wt (WAAESE
ARZAFAEMVHEN 55 2.4 AN 2R 2.4 460
%)

ERA B —4F —fE, A4 =4

CIAFZAEENHEN S 1.2.4, 32 K 3.3.14%)
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2) HTFEH W) KB FEHERE)
ZR T UEH@LH4) HFIEP®IA) “HilAR” HAERARE)
i A SRF IR AT BUX BURFZS R A R B CTEZ WU (B 1) SRR T 2 A2 2
AR % 5 AR AT B X BURFBCR R . 3 T B
WEBEA A [ BC AN 2 B 08 5 723 U 7 &0 AWK 2 SR
A PR A HK$200,000
WHESH 7
[ A 2048 f°7 7T RSA
KE
A B H 5 s MR = A
mk
Bixt &4 TR WU B H 3R PR 1 & 4y
ERER B E LR [BunsE PR N 2
EBAEE = BICANMER, OFEEdh ek dngig (= e ANI4ATK
BRI v PR P i 4 R T o SRS 4G TR S He I
* s HIDASEHEE HBEBIRASEE) s HEASERS HFBIIRER
» BE AN A BB E 3D 5=
 ER AN A T sE
i
B AT WARAEVE AN 2.4 %
A
ERE %0 — B A | . AR AR | —4E. EE. —AEBRPU4E
CAAZAEAEN L AEN 2 1.2.4 B 3.4.1 46D
B -

L A AR AT B BUR LSS AR (BL35 261D (3 112 )4 H IO RGIE B SO HE R 516
JHARSEAR, TR BLSON L FHIETS (LD BEIE N (HARBCA RTIE (B “H ik " iE D
N (B 1232 %)

2. FRA AR AT EUXBUNBLS RIARYE (B 26610 (G 112 %) K I9A ROIE BT SO H R 5516
JHARSEAR, HTAER RS BoR RS RS E ST .
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http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

R E

fit3% E - FERBUE THE RS e R B B CE
HHIED

A A AZAEA R ML A= R FEE , A WO TP IR o 48 € AR UE S IC LR .
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R F

fi3 F - FHBHEEFEDRS - BEBETHS
HRAFZEAZHARLE GFERE)

FHASAZUE AR L HE A 2 H YT, st A AR L R T 5 A it B 7R 5 A 55 9 o9 o 2 528
BT SR AR RAERN & 270 HI5
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HR G

PR G - RAENLSAREUE 1S I O

FRYFAIE A5 44 PR

30

#E

Hongkong Post Root CA 1

20034E5H15H 2 202345115
H

Hongkong Post e-Cert CA 1

20034E5H15H 2 2013451 15
H

S H AR IE T H120104E:2 H 26 H 2 fe 1k
RHNFHE S .

Hongkong Post e-Cert CA 1 - 10

20104E1 HOH 2 20235115
H

SR ARIETS 1201042 7 26 HEIT 4R
KA TFTIE 28 g & .

FSISBOE TR AR v
2018410 H 31 H
YRS 1.3.6.1.4.1.16030.1.1.42
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HRH

Btk H - B HEBUR IR 547 58 LA 42 B R AE R
L2 5 5E L FH g

. F MIEPHEAETZ DNS ALK
HEREALERK 5 e B EF 251 A 7 AT
TR AATEX I | AEOL "™ zhge | HFIED (WD) R4 “IRD_AEOI”
RS R HTER (HLED “HAl
Ji ")
hpase

1. AEOI (3% "H s # gkt
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BRI

B3 1- RFC3647 5AMZE/ENLHEN] 2 iR

TUAH] L R UT REBCR BAE N AR AE N 5 RFC3647 B RNk W22 6] fRAH .22 3
BUEA, DLLGE ST EANEB RIS (—) 3) BUP IR ER . BRI HEN] 5 RFC3647
RZAEAE Ml HE ML 222 (8] A7 AEAR T SR, BELAARZIE ML AE N 1 26 SO s an8ie A B A
ﬁﬁkil%% o S 9 B PR LA T T R EURER T B2 AR AT 40k Ao it A HE MBSO AN 472

J\

NAERER, QB HAAEY “AEM 7 1, EEGERONE B SR LR / iRk 55

SCEATRIE A HEEELA R / iRS5TER.

RFC3647 &Y T BRI AH DR E Y P8
1. AR 1
1.1 Mgk 1.1
1.2 RIS E FRiR 1.1
1.3 HTFNEEsI S 5% 1.2
1.3.1 P INUERSS B 12.1
1.3.2 ML 2.1.2 KR E
1.3.3 i A 122 5123
1.3.4 a4 AN+ 122
135 Hihz 5% 2.13 Kt F
1.4 4E-5 R H
1.4.1 T& A HUEFS S H 1.2.3
1.4.2 PRSI EUE-F5 R
1.5 K EE BiE &8
1.5.1 SEWE SR FEALAL & &8
152 BER AN 1.3
1.5.3 $R5E CPS fF& SRBG LI & &8
1.5.4 CPS #t#EfE= 8
1.6 & X F4E 5 PR A
2. ERRAMEEEEH 2.1.1 %25
2.1 A IR A A7 e A (R Bk 2.5.4
2.2 INIEfE B AR 2.5
2.3 A T [A] 5 2.5
2.4 15 B A Bz 2.5.1 %252
3;%f%Tw”a§%u 3

s 3.1
m1zﬂﬁ 3.1.1
3.1.2 XA RRE AR 3.12

FHSHR B TR AZUEAE ML ]
2018410 H 31 H

YRS 1.3.6.1.4.1.16030.1.1.42

66

-
Co FHomghong st e-Cert

FURRRTEN



RFC3647 &S KENRAHRET (A
3,13 Bt A 4 R0 4 i g R EE AR
3.1.4 BRARAS[F] 24 BRI 20 3.1.3
3.1.5 AFRHE—E 3.14
3.1.6 FEFRITRG . S A 3.1.5 % 3.16
3.2 BI46 S il 3.1
3.2.1 UEAAE RN SR e 2 J7ik 3.1.7
3.2.2 LN G4 12853 3.1.8
3.2.3 A G B 45 3.1.9
ARHEN 2 18 REC2527 il
3.2.4 BEH AR B0 N BT AN AN 8 0 o N AR BN Y
3% B HE
3.2.5 BRHIA 3.1.9
3.2.6 HERAEAEN 1.1
3.3 FH AL AR bR IS %5 33 % 34 A —
3.3.1 R0 R B T AR R 2 ) 33 % 34 ﬁ¢%ﬁﬁ‘ =7
3.3.2 R Ji5 B R TR R AR R S ) 33 % 34
3.4 RS SR AR IR S 2551 462
4, UE P A o o R R 4
4.1 UEP Hi 41 %43
4.1.1 UEFS R S A 41 %43
412 NSRS FTE 2.1 K 41243
4.2 UEFS HRIE AL 7 4.1 & 43
4.2.1 AT S B ThRE 3.1.8 %3.19
4.2.2 AFFS F A e FIAE 4 4.1 & 43
4.2.3 AEFAFFS FA R[] 4.4
43 UEPBER 4.1 & 43
g;ﬁ%%ﬁ#ﬁ%ﬂ@ﬁ%?%ﬁ%%mmm4l§43
fQ%%ME%%MMﬁE%MMH%EA%@4l§43
44 TR 214 K41 E 43
4.4 MIBAEZUE B BIAT N 41%F 43
4.4.2 B IAUEIRSS AU IE i A 2.5 K415 43
4.4.3 LT ONUE AR S5 WA X oAt S A4 1) 25 K41 %43
4.5 et 25 6 R RIIE 3 1 4 2.14 J%2.16
4.5.1 B0 N FAN 2500 R AIE - f ek 2.14
4.5.2 faiE N 120 TF 2500 BRI 3 1 4 2.1.6
4.6 E B2 32% 34
4.6.1 IEF LIRS T2 3.3 K34
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RFC3647 B E&HT ZHE N AR EE AT B
4.6.2 V5 RAUE TS HA ) S A 33 K34

4.63 T AR kb 2 33 K 3.4

4.6.4 AR UEF X210 N i o 4.1-43

4.6.5 MRS SZ S HIE R AT N 4.1-43

4.6.6 HLFINUEAR AT UR T S BRI 15 1) R AT 25K 415843

4.6.7 HLFINUEAR AT LR R At S AR 38 25 25K 41 %843

4.7 P E T R 30 % 34

4.7.1 9IF T3 R AL T T T 33 % 34

4.7.2 V5 SRAIT A5 25 10 S 5 37 1 S 33 % 34 gigg%ﬁ$ﬁ%ﬁ%ﬂ
4.7.3 UES 20 R B H i SR ) Ab 2R 33%& 34

4.7 4 TR BTET I %80 8 41-43

4.7.5 Ko R 52 B U BEHTE T AT N 4.1-43

4.1.6 T INUEIRSS MR 505 8 Sl F i & A 2.5 4.1 2 4.3

4.7.7 B IE AR 25 HLR %o oAt S A fry i 5 2.5 K41 % 43

4.8 UEPAREE

4.8.1 WA T BT

4.8.2 1 RAIE 548 B sk

4.8.3 UEFAZ B SR I AL 2 . A HE T AR AR 5 O HE
4.8.4 MR BIEP I X B0 3 1 UEFS

4.8.5 WA FEAEB AT N

4.8.6 LT INIEAR S5 WA XS A8 SR i) R AT

4.8.7 HLFIAUE AR SSAT UG of HoAth S A (1 168 o5

4.9 VE TR AR A 4.5

4.9.1 IEBREEH G Y 2.14,4.5.1 X% 4.10.2

4.9.2 1 RAE P e I sk 4.5.2

4.9.3 WS E R FE 4.5.2

4.9 4 FEY I R T PR Y 452

4.9.5 T INUEIRSS HLAA b ERARIUES 1 3K s PR 453

4.9.6 fa¥E N LH A UE PR I 2R 2.1.6 454

4.9.7 CRL BAARFR 453 4102

4.9.8 CRL & A (15 K Jei bt ] 453

4.99 fESRA A W % AN A BRI LRSS B IR SS
4910 TELSRAE A WER A3 ] BT PHELCIRS B IR
4.9.11 H 15 2 1 HoAt & AT 5% R BASRPEHAR R AT S
4.9.12 R REA5 55 R ) 2R R PSR PEULFAR ST

4.9.13 UET I A2 214 J 452

4.9.14 15 KRG W o A5E T e ik 452

4.9.15 15 RE W A TLEE 452
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