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7. UEH. IEFREETE R

7.1 IEB L

AUENHE K 2 AEH N A TR B T IR R IE NS 7 M2 MR R R e N3
CE T A% SE RS 2538 22 AN TT 3R RGRE) o ASHE R B 2 AIEH —HE DL X509 55 = iA 2 kg Uk (I

% B)o

B3R D 30 & 2K R I f T 2 4 A o

7.2 IEFEHTE R

A S ECIE P TS B 2 A% 208 X509 26 —hAs (IR C) -
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8. WENEH

AWEN 2 B —BNEFHMB LM LA FRAEN—ZF AN T
http://www.eCert.gov.hk BLE UM BURE AT E A AT, SECEPETAERL, X 240 K 2 Ja 3R KR 15 1 FR i
NUASEAE NI BL R 7o AT AR5 AR HE U4 B B 40, B S MBI 18 SE B nT AT IR 50 R R i
HIBUR B AN S . BIE A BIE N R N ] AR T hitp://www.eCert.gov.hk B{A
s IS IS i A7 P26 ) R L A7 o U DA R L TH A RROAS
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http://www.ecert.gov.hk/
http://www.ecert.gov.hk/

K8 A
Y1)
% A - EVC
FRAESCRE G AT, SR 2 SR AEAS HE R LB

“EER” MR S —

a)  (ERNAEZIER ARG BB SRS ZIEB I REIL T, f5—
) BINZIE R 1R THZ AR BT R ;
(i) SRR A N A A EAERERE A A A AT
Gi)  AEAZIET; B
(v) DA TR RZIE T 5L

b) RN SEZIES A4 BERANRRS ZE BN EL T, fi—
) BNZIETR 2 & R T2 NI BT HE R
(i) MAERZIE T R AN A SRR N A A B
(i)  PASA T SRR R AR ZIE TS 7

“BARAETEAE” T8 — R EELAR, FIUNERERE . FISOLRE. USB G248 M2/t PKCS#11 AR E, s — 0 4ish
R RN & AN -

BN IREAAEGE NI I BT IE -

“FEXRHEHERA” RAE L L ERCN H IR L R 22T 5 2 i HIE 7= A B 2828 2 0 N B i e b AR A% S
B2 F 2 NI R R

“RBBURE” 18NN ZRBURE .

“RALBAL” FEEIC AU R T RIRAL T AN CARBGZ AL A T2 AU BT IETS (fRED 1Y
AN RDRE o

“BEAF” 18BN B B 51 T L AU CARBUZ B B 5366 & T2 8 e AHLA ) B e
(B MIRNETDRL . B MR © 2 51280 AU AR RgERF Sk RN

CRBUBEE R SIZSSMGRIET AR T b AR IEFS 5 8 BN TR i S AR TE R AT T b 4K E 5 2 BB

BB R A TS SRR S -

“BAENRBALLT” 15— FAZUENL SRR RGBS, AR 0T LA € T RZEN L OS24
HE

“UER” B “BTFIER” A UL FITE a0
a)  HARIENLR Ve B B 25 2 2 H AT A H T 280 2838 T e D B A KRR 2R S O 5 S R 3 B 7 s
fth S ERFAE 5
b)  RBIA AR ZAZUENLR s
o) TRABGRAIIRR G LR
d) BEIZRRELFE AT EML; If
o) ARMAKAIZIENREE -

AR AN B0 “WEN” FEAZIENLR A LA I AR A R A I B 2 A 52 55 R bt 2 HE U

“UEFHTER" FIRSIETR I AAEUE TS J5UE BN ()3T B AT TE 2 ATF T RAEH (SRIEARNES) 2 B0k
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“EBH” FEEEIBUIL H Z AHIEBUZEN L RIS &40, DRAEAZE T 2020 1 A 1 HE 2022 % 6 H 30 H
A RDAR A A L HE ) 238 e 15 A MBS AENL G 2 55 X R 458

“ARIE” T BT RS A RAF R AL AR GUERT IS, HARIE. HOE BB A TR Sk
5 FNE 3.2 BURRAEZMRELN, RIEELIK, NEBIRBUE I8 S AER BB B IEN IR Z 55 [ RSt

PR R NERA TR R F, FRJE R EO S R

V&SP i tHEUR B IREHE MR 261 3 33 2% AR L ATRZAENL G 5553«

“HINEE T MR TR S, MEFAZBTEE, ZEEMAIRE R G R Z i T AR Ha A #i
PRI, AR AR AR AR L T O SR MAEEN AT EE T RO R IHLA 7 -

(a) BRG] 5 28 N2 ATFER RO M AN SR ™ BL

(o) AR S, AL TR R R REALE

“BRAAGICNT BRI A T AU N BB .

“BRAEMPA” AR OSURA NN NEHI, SRS S LR E: ) BRI R 44 FR S 8 ik 2 L
(ICANN), (i) B ZIR2 EHAEM R, 5 G PR RTG (BRSO, &pm. R MEEBEFTEND.

“BEAERRERUSB” A—Fk USB ERINICIZM, 27 B FEBRIEESA . REEFIETRE USB Mg SiE®
T MBI T http://www.eCert.gov.hk AAfi

“HIEBEEEA 1R A A, Bl IET RS USB, T AF i TIEH AN TR .

“EBTLR” BRNARG LI A A%, THZA%:
(@ RAETINARGENAEEEE N TIRARGHLE RS RS JF
(b)  REMEAFIE VT IRAR G EIAM B A .

“ETEE” {55 TASMESEEH BB TR TR B T EUIAT S, THZSE TR TR
B H BT SO AIEBRINZ SR Z H 158 SLECR T #

“BHIE” 5 AR BT X BUG NSRS AR A S e, AR R RE S e
“CEERC AAETTRL ST R. A gAY, IR, B R BRI

“BWRRA” 181G LA ) 2 R4
() KBTI
(b) ARBIM;
() BEMEAEBH IR FEUEAAAEA AL TR AL TR RGN, sREFIER B3I IZ S R Gt DILAR 7 Ak B K
() BEFAFARR BINOMRIZSE O R B AR IZ R SN BAE AR LTI 2 BRI ARGEA) -

CHRAN BRRSERTERME, AR S SN2 R, B2 P b b IR %53

“BERSHEHT " RBLS RS (BLSRB1) (3 112 )1 H R SR IR SRR BN S B 05 . Bl RS E %
TR TR R R FARIV 55 AL R S et (R W SO P R 1

“RW” BIEBME, i
(@ HIEIZIES, AERZIEBE SRR TEIZIER A1 4 BORBIDY SR A ZIE B IR BN, EANZA; 5
(b) CRHZIEHE & B 1R T W A BRSO S IZES B BER, BARNZA, 285G %L
Fo, RIEIRBEZIE T T2

“EEXTERIRL” AR ARE T RS, FERA N AR SRR AR AT E TSR, %A TR A% SHZ AN
TSR B

“EANERER” EEESRAWBEUN AT R (BB R T IE B EIAIMNE) TR (BB T RIE R A
UEF NS )
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http://www.ecert.gov.hk/
http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese

CEANR " sk RS DD B IR (UKD TE, IRIZIEBAT S BB S ARE BT AL 1 (i
TREAEBEIEF NS ), HEFar T B P SN .

“ORBI” TRAEFMEILBIEE 553 T (TR S %)

“ANNERD” 15T R BB P B R TS B AL NS R F B

“RWE” SRR S, MM E AR, S MOV AL R, AR AN

“PKCS#11 AR E” 16 MKE (Bl RER), BRATMEF A IR R SHRINE IRESL, IRFT & i RSA SBU = A Aii
K ATFERD RN AR AE (PKCS)HH AR 11 WA SN &% B A I ARE ARG, T2 B MRS FIPS 140-2 25 — sl B
NI

“EPEIRBEBR” SRE LG 08 B (HRECE AR FrRE K.

“RNTRRL” FRlCT SR th A AR U2 3 2 .

CATTEERGRL” FRBCN DR T VR S 2 & 2

“CUNTTES” 15:

()  MRAEHTAZ GBI 22 KN ZAET;

(b R T 2 5 B ER 22 SN AR 2 B L S sliAhR 2 AEFS; 5k

(¢)  HLTEEHFBIER 34 FTBRZAENL T K 48 N iIE T 215,
TGN PRI 728 5 26 B 5R 21 2N AT RZAENLOR B 34 2 TR ZAIENL %
“CEFIREA TG EED A7 R LR 7 28 2 2 BRI, IR i A7 75 R T B 6 57 mT 3R B 2B JR 2 Bk

“BAERICHR" FRREBIEEE, REFBMBUZENIAT—EIRAE, JHRAE B IBUZIENL R 2 & TS
Z W

“ErEAL”, BB, FRUERRHENCE , BT IZIET A (B0 ZIERPTRIE R TR 4

“CoEHEPRBU FEmt A T UE TS P T 15 B 2 e R PR A

O TRRMEREAFIF R ZRAUESS DL L A SHE A R SRR S

“RIAR” AN RN E, 18LE LIRS ARSI I35 ) Hh e ZEHR

“X7 K “BER” OEHEEVESURND RE B SR AR MRS, Bz N E A ECR A AR ISR .

“BRESAUE" 1R DR TIET A S B B e
CRGRIEF” it A EIEERIEIE B TR R Kt AN IOGE TS, R T AR EHEIREOA T IETS .
“EASAR” TR TR S AR AR ZERI, JATE LT EE AR,
“BIBN” BIEE U TR A
() FERUES R4 BRI S e
(i) BIEZZIETS; K
(i) FFA SIS A TR RS N2 A0 N IR 5
“RIBABIT 1R HEICN LEEIEOT LA RS E R R IR SR AR AL R AL I
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RN o

“BIRANM” FRIEEICNRINUY; MR R CREZ AN, FARYE SRR RV HE R, 2L A B
FFPR TP Z AU o

“RURG” BTG LT A R RN A B AE SR
() AR 2 ] il R N AR KA S
(b) FERTBCAEAINE DL TSR0 A A7 3URE T BELIT PO 445 L <57 Tk 345 BKF
(© AHHESHITHIEERE; &
d) MRAES Rz AR .

“EEART FRIEB A ELTIER.

APITHRTRZ G KB, WHEHBEEESRFTRERAZ AT EBRAUESE, MZEBZELAAZEN,
U 2 AR 22 B T AR BRI SR

49
MR EC TAE S Rl
202041 H 1 H <

Hongkong Fose-Cert
YRS 1.3.6.1.4.1.16030.1.1.45 SERSWTHE



K% B

Fif3% B - FHEHRECE FIE A

A BkF IR B 455 E "Hongkong Post e-Cert CA 1 - 10", “Hongkong Post e-Cert CA 2 - 157 X
“Hongkong Post e-Cert CA 2 - 17" HRIE AL E E R 2 S B g HEs . Wik 7 k&
VST HL A A 4R o BRI A A B A SE BRI S5 e s a0, SiiBE TEE L
[Py H AR [REEFECR ] NS, 7 REAH B AR AR A% S 36 ME R -

) HBFIER (A R
1.1 #RYFE S “Hongkong Post Root CA1” ZF

PLR idE BT B P 4R E 5 "Hongkong Post e-Cert CA 1-10” PAZ%2 e85 SHA-1 & H B HL Ik
BN -

ALK EALAR
BFIERS (DA BAES (M) “HiL | RHTREI8S ALK
hR” BFIEDS (DA
FrR#ERE (Standard fields)
4 (Version) X.509 V3
5 (Serial [ FB B RS E 1 =Sk 5o
number)
BB R shalRSA
(Signature
algorithm ID)
RN (ssuer) cn=Hongkong Post e-Cert CA1 - 10
o=Hongkong Post
c=HK
AR AET (Not |[HHAEFHEIRE R4 % B MUTC K A]]
(Validity period) [before)
AT (Not |[HHAHENRE R 48 % B MUTC K A]]
after)
FEELR cn=[EFH G L] (D en=[FHESF HIEEA] kD
(Subject name) e=[ L FISFHAE] (i [%% M HRE] o)
ou=[EICAZH T (3 =[BIEASERT] D
o=Hongkong Post e-Cert (Personal) O:Hongkong Post e-Cert
c=HK (Personal/Minor) (k4>
c=HK
FEERAFEERLBRL (Subject | 530IH ] (Algorithm ID): RSA
public key info) AT (Public key): SR K A204867 7T
RHENRFBFR Jssuer FAdH
unique identifier)
B ANRFI LR (Subject RAFH
unique identifier)

PRUEFEHAZNL (Standard extension) C(HHES

MBI | KBA cn=Hongkong Post Root CA 1,

B (ssuer) o=Hongkong Post,
(Authority key c=HK
identifier)

B Seral [[M &k H ALLFRE

number)
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=V AL
BEFIES (DA BAES (MAD “HiN | KHFRE18Z ALK
i BFIES (DA)
FERAER AAEIN, HID%E, HD [AATEIN, BiDsE AFEIN, BhLEE, %
¥% (Key usage) R ine )ik
(BN ook 246D (AN “Se8” 240 (AN “oRE” #2460
WEHBESE Policy Identifier = [#141R%1  [Policy Identifier = [R5 |Policy Identifier = [47/4- 1R AL
(Certificate T3] ik 6 T3] ik 6 (B 6
policy) Policy Qualifier ID=CPS  |Policy Qualifier D= CPS ~ |Policy Qualifier ID = CPS
Qualifier : [AFAEMLAEN | Qualifier : (RZUEMolkafenilfry | Qualifier : [EZUE L ENI
URL] URL] URL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.
1.1 (D
Policy Qualifier Id = User
Notice
Qualifier : Notice Text=[ &
HAZ T NGRAE] (mE 8)
Policy Qualifier ID = CPS
Qualifier : [AZIEAE MY v
URL]
Policy Identifier =
1.3.6.1.4.1.16030.1.4 CH33: 9>
Policy Qualifier ID = CPS
Qualifier : [AZIEAE MY v
URL]
EX N7 B4 DNS (SN NG HIESE] (o
(Subject 1fc822 HEBFRA NETF AL (e
alternative name)
R NG HRAFEH
(Issuer
alternative name)
FeA R EHERE | RALE
(Basic (Subject type)
constraints)
BAEKER |
il (Path
length
constraint)
FEp AR HRAEH
F75:
(Extended key
usage)
VR HEE R 3R AR = [E PSS B0 K A URL] (hEID
4R (CRL
distribution
point)

Netscape ZE{H =% (Netscape extension) (S

Netscape JEF528%! (Netscape |SSL client, S/MIME
cert type)

Netscape SSLAAIAR2S 2% KA

(Netscape SSL server name)

Netscape %% (Netscape KA

comment)

AR B FHIES A e

2020F1 H 1 H
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1.2 BYRIEH “Hongkong Post Root CA2” ZF

PLR A& F - B 4% 0E 15 "Hongkong Post e-Cert CA 2-177PAZ4% = pRi 8 SHA-256 & H I HE -7

WE (A -
EALAFR =XDASES
HFIER (DA [ R HF K182 MEFHBFIES (DA
PrRUERE (Standard fields)
A (Version) X.509 V3
5 (Serial [HAFE B RSB E A el 7~ HEH 507)
number)
ZEBH AR Sha256RSA
(Signature
algorithm ID)
KA ssuer) cn=Hongkong Post Root CA 2 -17
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
AR REF Not |[HAMEMEEL RS R EIYUTC i)
(Validity period) |before)
AIBT Not |[HAEFEIFE RS ERUTC K [a])]
after)
FERLR en=[EHEG HIEEA] (kD en=[FHE S HEEL] G
(Subject name) e=[HLF MR HENE] Cpid e=[ LT IR ML) Cpiaend
ou=[BICANZHEIRT] 3 ou=FIEANSHE T (3
o=Hongkong Post e-Cert (Personal) o=Hongkong Post e-Cert (Personal/Minor) ¢k
= "
c=HK i
FEARATFEERBR (Subject |5 30IH ] (Algorithm ID): RSA
public key info) ANTFHEIGRE (Public key): S5 ASRLKC B 204847 7T
RHENIRH LK Jssuer FAFEH
unique identifier)
B ANIRFILBFR (Subject KA
unique identifier)

FRUEFE(HASAL (Standard extension) CHHES)

PLRBREAR | KBA cn=Hongkong Post e-Cert CA 2
B4 FR (Issuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK

F5 Serial |[[M R ALZREY

number)
FERL R T AN, BIDEE, HiDmne
¥ (Key usage) (A “55gd” =40
WEHEUR Policy Identifier = (M4 IRAIES] (hx o
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [FZIEAEALAEN TURL]
54 DNS [EINE (A AIE SRS] (10D
(Subject rfc822 GERRA A TR i)
alternative name)

F M ECE FIEF AZAE/E L HE
20204E1 H 1 H
YR RS 1.3.6.1.4.1.16030.1.1.45
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AL B FR AL
BEFIER (DA | R HF K185 MEFBFIES (DA
R AG4 RATH
(Issuer
alternative name)
FEA PR EHRE | mATE
(Basic (Subject type)
constraints)
BREKEMR | T
# (Path
length
constraint)
TR SSL Client, SSMIME
7
(Extended key
usage)
EHHEHHE R Iy R RETE = [IE T RUETE By K s URL] (12>
73& M (CRL
distribution
point)
Netscape ZE{HA=/L (Netscape extension) ¢HiEs)
Netscape MEF52EE (Netscape | A {HH
cert type)
Netscape SSLAAIRES 2% KAEH
(Netscape SSL server name)
Netscape %% (Netscape A
commen

PLR R3S F T B 4R E 5 "Hongkong Post e-Cert CA 2-157 LA i% PR SHA-256 & H P HEF
EH M) “HAR” -

AL ARR AR
Fr#ERE (Standard fields)
W4 (Version) X.509 V3
FF% (Serial eV IV B B B I — TG T~ e ]
number)
ZEZHAP Sha256RSA
(Signature
algorithm ID)
KA (ssuer) cn=Hongkong Post Root CA 2 - 15
o=Hongkong Post
1=Hong Kong
s=Hong Kong
c=HK
BEM AEF (Not |[HHEUSITE RS 1% 5 MUTC B 1))
(Validity period) |before)
ANIBRF Not |[HHAFHUEIRE R 48 % B UTC B[]
after)
FERLR en=[F i S MIERES] kD
(Subject name) e=[HTFHEF HbE] i)
ou=[FIEANSERT] D
o=Hongkong Post e-Cert (Personal)
c=HK

F M ECE FIEF AZAE/E L HE
20204E1 H 1 H
YR RS 1.3.6.1.4.1.16030.1.1.45
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AL A FR

AR

EBEAFFEGRLERL (Subject | 520 (Algorithm ID): RSA

public key info) WNIFETGRE (Public key): R A204847 7T
RHENIRFILFR Issuer ARAEH

unique identifier)

BiE NIRFIAFR (Subject ARAE

unique identifier)

FRAEZEHFEAL (Standard extension) ¢HES)

MoeEEAIR |RHEA cn=Hongkong Post e-Cert CA 2
A BER (ssuer) o=Hongkong Post
(Authority key 1=Hong Kong
identifier) s=Hong Kong
c=HK
F#5 (Serial |[ A& AALIRIK]
number)
FERERT ANATERIN, B EE
¥ (Key usage) (SRR “oeqd” 41D
WEPBBUR Policy Identifier = [0 IR AAL] itk 6)
(Certificate Policy Qualifier ID = CPS
policy) Qualifier : [BLIEAENHERIFIURL]
Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 7)
Policy Qualifier Id = User Notice
Qualifier : Notice Text=[ &4 & 77 :4wfid] (Note 8)
Policy Qualifier Id = CPS
Qualifier : [FZIEAEML#EN ATURL]
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (Note 9)
Policy Qualifier Id = CPS
Qualifier : [FZIEAEML#EN TURL]
E&H 4 DNS [N AR S IS RY] (10
(Subject 1fc822 [ FRA AT RRRTHRAE] (i)
alternative name)
R A% KA
(Issuer
alternative name)
FE A PR X7 i B b 2 SO
(Basic (Subject type)
constraints)
BAEKER |
il (Path
length
constraint)
JE R B RDRfE SSL Client, SSMIME
F75:
(Extended key
usage)
EHHEE R 3R AR = [E PSS B0 K A URL] (g1
4R (CRL
distribution
point)
Netscape ZEfH =% (Netscape extension) (S
Netscape IEF5282! (Netscape | A 18
cert type)

F M ECE FIEF AZAE/E L HE
20204E1 H 1 H
YR RS 1.3.6.1.4.1.16030.1.1.45
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AL AR AR

Netscape SSLAAIAR %4 #% A A

(Netscape SSL server name)

Netscape &3E (Netscape ARAE
commen

BHE -
L.

IS S e

10.

11.

12.

13.

HAB AN A 2 i - IR CRE) + 4 (B0 CHAN Tai Man David)
CERT N 8 e o R 15 £ R Qb S I 17 L = i e e D PR 32 1 D 01 2y 20
FiLASERT: 10 8T
“e-Cert (Personal/Minor)” s HiHEANTFIHRAELAEPI AR 18 % (ARIE/EAAEN S 3.1.1.2 %) .
BRAESANE, A bR A4 K Netscape ZEfFF= i35y “IESCHE”  (Non-Critical) SEMHAAAT
ZMZE‘@,%ZIK*ZHEVEJMENUE‘J#@fﬁlﬁiﬂ%ﬂﬁ% (Object Identifier, OID)o & T AHEI PRS2 Bl A HEI 25
1.1 2o
A4 ELBE I —AN EGIE T S (P R AIAD, DRGSR A EE B Seus M & H AIE TS
AL EHE I — AN AR ELVIE 5 50 78 S o 17 i o G R AN FE B 58 X, WIS R A T
X THI PR B 473 o A% 7 CCBIAR S ELUGIE PSR ARIS “A” FrsE U B i 4% 75 20).
AFECHEIN—ANSCHFE Adobe PDF 24 14 R ARG o
HIE N 7 s S e 5 T (LR 5 A A7 )(Bh hkid_number R7R)KF 2 28 H1E A FA N B0 R0 25 8 36 4k oy
— kB HUAE (LA cert_hkid_hash #7R)f5, AAANIEH:

cert_hkid_hash = SHA-1 ( RSAgmizy, - (hkid_number ) )
SHA-IN— 7% B 5T RSAN R 2538 s 5

FEACH F AR RE Y, hkid_number W2 78 7 P HBELAL I A AR SR I 25 2, 72 AR IO B IS 65
(Y125 22 BUH SHA-1 ( RSAmivacty, st ( hkid_number ) ), %% B EUE 2 i N EFS PN 5 3E AL

UE 5 A 75 B 4> R A URL SN httpy//erl].hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl, B A 4k iE 45
"Hongkong Poste-Cert CA 1- 10"AT R H, HA <xxxxx> N EFBMB ARG, 08 SN TR FEH/FNTH &
MBS A& RO BREEE R . O8N RAEEHE RN TR, SRR “IERREEE R KR
T P VR R I C 2 BRIE P RS 7 2 A A

UE TS HUBE I B 50 & s, URL W httpe//erll.eCert.gov.hk/crl/eCertCA2-17CRL1 <xxxxx>.crl, B 4KIE 5" Hongkong Post
e-Cert CA2 - 17"AT i, Horb <o A EFIBI RG24, B8 S MITFRFEHFHTH. GE20194F7 A 1
H 2 5 2 H AIE P 3Ues 37 243 & 5. URL A http://erl].hongkongpost.gov.hk/erl/eCertCA2-17CRL1_<xxxx>.crl)o B ith
M AR [ 3 GEPREE R | N RS IE R, SEZED “E PR E R s 2
AL AVEBI I 20 EREBRES S BN A i

UEPSHUE I 173 & 5. URL A http://erll.eCert.gov.hk/crl/eCertCA2-15CRL1<xxxxx>.crl, I H 44 iE 5 "Hongkong Post e-
Cert CA2 - 15"AT R H, HA <xxxxx> N @FBIBRSG 4, B8 5 MFERFEFNFE.. Fh2019F7 A1
H 2Z 1 & H IE P s E 55 & 5 URL A http://erl1 . hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxx>.crl)o 75 ik
M A2 [ GEPREE S | N RESEEEIE R, SEZED “E PR ER R m” 2
AL YR B 2 ERIE RS N A A
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2)

HFIES (Bl &=

2.1 BYFIUEF “Hongkong Post Root CA1” ZF

PLR A& F T B e 4% E B "Hongkong Post e-Cert CA 1-107 PAZ4 5 PR 8 SHA-1 & H ) B FIE

LD -
FEDLAEFR AR
WFIER (Bl [HTFES B “EMR "
FRUERS (Standard fields)
W2 (Version) X.509 V3
5 (Serial number) [ R 2R 4 W B K = AL e 4L+ 7S 3k B )
ZZH AR5 (Signature shalRSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
BRI (Validity period) | AFF Mot |[HHEFWBHRE RS % E HUTC B A])]
before)
ABTF Not  |[HEFBISBK RS E MUTC K]
after)
F kR (Subject name) en=[#ZH P EA] ahED

e=[ LT HEFI L]

ou=[BIRASZHERT]

ou=[(F MV B CUEFidw 5 BB S5 RS H o 5)HENHIE T8 10UE g 5+ oAl o
4

ou=[FIC AN AFR] (s>

ou=FIL AN ST BT TAFR] (s>

o=Hongkong Post e-Cert (Organisational)

c=HK

info)

FARATFFERSR TR (Subject public key

IR A (Algorithm ID): RSA
ATFELRL (Public key): 255 8K & 9204867 78

RHENRHIZFR Issuer unique identifier)

AR

identifier)

e NIRFI AR (Subject unique

AR

FRUEFE(HAEAL (Standard extension) CHE6)

PLeH AR 4FR | & H A Jssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
F5 Serial  |[MRH ALK
number)
FIRAER TV Key TN, BLEEE, FERE | AATEIN, FhE
usage)

(AN “RE” 240 (B8 “oRe” #=A0)

AR B FHIES A e

2020F1 H 1 H
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=V BN
BFES (HA) BFER (B “HIARR "
UEFBSR (Certificate Policy Identifier =[##FRAIS] tx  |Policy Identifier =[#4FRAID] Cwte 7
policy) D Policy Qualifier ID = CPS
Policy Qualifier ID = CPS Qualifier : [AEAELHENI FURL]
Qualifier : [AZIE/EM#E NI FTURL]
Policy Identifier
=2.16.344.8.2.2008.810.2.2018.1.1 (ki 8>
Policy Qualifier ID = CPS
Qualifier : [AZIEAEMV#E N FFTURL)
Policy Identifier = 1.3.6.1.4.1.16030.1.4 (3
9)
Policy Qualifier ID = CPS
Qualifier : [AZIEAE MK #E U FFTURL)
FH5 4 (Subject DNS [0-10%F 58 S FH 4afd] (10>
alternative name)
F—B&HLW lou=Fid AW PSR s>
(First ou=[E L AW AT ABITH LR cities)
Directory
Name)
1fc822 GIE P REE AP IRFaHhaE] (o)
Rl N 1% (ssuer e
alternative name)
FATR ] (Basic FRA R4S
constraints) (Subject type)
AR EERR S |G
(Path length
constraint)
FEAS RS RS F 5 vk SSL client, SIMIME
(Extended key usage)
ERHHEERT R I3 R RAATFR = [UEFBHUEHE B0 K SURL] (1D
(CRL distribution point)

Netscape ZE{HAEHL (Netscape extension) ¢HiiE6)

Netscape TEF52% (Netscape cert type)

SSL client, SMIME

Netscape SSLAAIARES 4 F% (Netscape SSL | A<
server name)
Netscape &3 (Netscape comment) HAE

2.2 WRIEIEF “Hongkong Post Root CA2” ZF

PLR A& H T B R 4K0E 5 "Hongkong Post e-Cert CA 2-177 A% 2% bR 8 SHA-256 & H I HF

WE (W) -

AL A FR AR

PRERE (Standard fields)

WA (Version) X.509 V3

55 (Serial number) [ B HEIRE R SV B B — 0 o2l 7S 3h ) 30
KB HAIHH (Signature sha256RSA

algorithm ID)

F M ECE FIEF AZAE/E L HE
20204E1 H 1 H
YR RS 1.3.6.1.4.1.16030.1.1.45
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AL A FR

A A

KA (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c¢=HK
AROH (Validity period) | AFET Mot |[HEFBHRB RS & E MUTC ]
before)
AIBF Not  |[HEFIBHEEL RS ¥ E FIUTC IH])]
after)
FERLFR (Subject name) en=[ZH PR (hED

e=[FEFIRFAHhAE] (e

ou=[FILASERT] W)

ou=[(FVECIUE 4 5 BB R S5 S o) IHIE BB ICIE TS 5+ Ath] (i
4

ou=[F I AN B FR] s>

ou=[F I AW AT RBITBFR] Cits)

o=Hongkong Post e-Cert (Organisational)

c=HK

FRATFFERLR TR (Subject public key

H R (Algorithm ID): RSA

info) ANTFEETS R (Public key): ZE TSR N204847 7T
K NIRHZFR  ssuer unique identifier) | A1
it ARA LR (Subject unique Fe A

identifier)

FRvEESEAFA2AL (Standard extension) CHE6)

HLRERSARA &R | RHA (ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
75 Serial  |[M A H ALLIREY
number)
FERAERTE Key TN, BILZEE, AR
usage)
(BEA=Dy “oREE” 1240
WEHBUER (Certificate Policy Identifier =[ 4R AAS] (it 7
policy) Policy Qualifier ID = CPS
Qualifier : [AZIEAEMV#EN TURL]
FE45)4 (Subject DNS [0-10%#5E N HmAS] (pivk10>
altemative name) B— HEAK [ou=LE e AL T SCARR] (s
(First ou=[FIE AN ST AR T SCAFR] (ihEs)
Directory
Name)
1fc822 CIFP5REA AN IRFa k] (o)
RHA5I% [ssuer FAH A
alternative name)
FAR (Basic e it 52 SIS N
constraints) (Subgct type)
BRI EERR S |G
(Path length
constraint)
SEA B AR A A T v SSL client, SIMIME
(Extended key usage)

AR B FHIES A e

2020F1 H 1 H
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AL A FR

A A

UEBHEE RS R A I3 R EATE = [UE B REHE By ) STURL] (MEE12)
(CRL distribution point)

Netscape ZEHAEHL (Netscape extension) ¢Hiik6)

Netscape TEF52% (Netscape cert type) | A</

Netscape SSLAAIARZS % FX (Netscape SSL | A<f#

server name)

Netscape #&3% (Netscape comment) KA

PLR idE BT B P 4K E 5 "Hongkong Post e-Cert CA 2-157PA4%2 bR 85 SHA-256 & Hi ) HL T
W (WK ) “HINR” -

AL AR EMAE
FRUERS (Standard fields)
W2 (Version) X.509 V3
55 (Serial number) [ FF IR R G0 W B 1) — A o4 oS ik 807
2B H R (Signature sha2S6RSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 2 - 15,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c¢=HK
BRHA (Validity period) |AFET Not  |[HEFHEIEE R A1 E WUTC B [H]
before)
ABEF Not  |[HAEHEHBE RS W E MWUTC B8]
after)
F Ak BFR (Subject name) en=[#ZH P EA] ahED

e=[ FLFHEFI L] ot

ou=[FILANSERT] HhED

ou=[(F B CUE Fdi 5 B E RS % i 5 )+ HIE & 1CUE o 5+ Al
4

ou=ZiL AN B FR] CphEs)

ou=FIL AN ST BT TAFR] (s>

o=Hongkong Post e-Cert (Organisational)

c=HK

FARATFERDR TR (Subject public key

R A (Algorithm ID): RSA

info) ATFEILRE (Public key): R 920484770
RHENRFIZFR Assuer unique identifier) |AfE
e NRAZFR (Subject unique AL

identifier)

FRUEFE(HAEAL (Standard extension) CHHE6)

VIR ILRRA AR | KH A  ssuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
B8 Serial  |[M A H AAFRE
number)
FEMRAERTTE Key AN, BiLAsE
usage)

BN “SRE” 2460

AR B FHIES A e

2020F1 H 1 H

YR RS 1.3.6.1.4.1.16030.1.1.45
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AL AR A A

UEFBUR (Certificate Policy Identifier =[4#F IR BT it 7
policy) Policy Qualifier ID = CPS

Qualifier : [FZIEAFALHE FIURL]

Policy Identifier =2.16.344.8.2.2008.810.2.2018.1.1 (Note 8)
Policy Qualifier Id = CPS
Qualifier : [BC ANUKI AT BT TSR]

Policy Identifier = 1.3.6.1.4.1.16030.1.4(Note 9)
Policy Qualifier Id = CPS
Qualifier : [ZC AN AT BT TR S FR]

FH5 4 (Subject DNS [0-10%5 € B2 FH 4wfi%] (10>
altemnative name) F— HERAIR |ou=LE L LT SCERR] (i)
(First ou=[F I AW AT AR TH LR cnties)
Directory
Name)
1fc822 GIE P REE NP IRFaHhaE] a2
RH A5G4 (ssuer RAEH]
alternative name)
FARR$ (Basic EXue it 2 SIMEN
constraints) (Subject type)
AR EERR S |G
(Path length
constraint)
FEAS L R F 5 vk SSL client, SIMIME
(Extended key usage)
ERHHERT R IF R RLVARR = [HETRUBSIE 590 ) MURL] (HHE1)
(CRL distribution point)

Netscape ZEHAE/L (Netscape extension) ¢HiiE6)

Netscape TEF5 A (Netscape cert type) | A/

Netscape SSLAAIARES 4 F% (Netscape SSL | A<

server name)

Netscape &% (Netscape comment) FAFEH

BE -

1. BAUR s Joog R - 2K (K5 + 4 (31 CHAN Tai Man David)

2. BB ARG IR FE e CndE IR Rl SRS S ), Z TR A R A S

3. BUASERS: 10 MHT

4, “PECIEBRES T AL — 8 16 B/ AR DRl EidiE B S, B NEC“0” )] IHlIRAS
FALSS R & IR B SCAFRIAS,  DUARE pe ol B CIERIAS, U “ Rk B el Bgn 57 #2447 2 G35 B iE B SO AL
— & BT TR RS HE RS IER G FH 8 NEC0). “VENHES / B 246 —& 8 7/ 78k

O EMHED / BeiE B 50 F S MBI TF/78, WMEEEC“0” ), WEEMEDR/ ZdiEBRme, e
RNEC0” )T, “HAL” AL —HBm 2 30 AT/ (A FFAATEXBUGES T2 “TlEidgs” &
CHEMHESS /BB AL ETAEC“0” ), BBITHFR (B HKPO AR FIEO SN “HAh” #447.

5. RBEHCLRHEELZHN, FERAZRR [+=CHINESE NAME ONLY*** | #4% % & NN T B R EARA
TR BB AL AN UIRAE T e B RIS B I BAZ S LA RS T R L K5 — B#%4FR (First Directory
Name)E2 AL N Bon CIUAKZIEVEMVHE N5 3.1.1.6 %) MU FR SCAFRFIE A ISOMEC 10646 FEBRgmidni o

6. BRAEAINE, FrE bR AL K Netscape SEMIRALIA “FESHE” (Non-Critical) ZEARAE AL .

7. AREC SR AE N RS (Object Identifier, OID). J= T Ay N (WAE IR BIAS, &S PAUEN S 1.1

/%\ o
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10.
11

12.

13.

ARE I — A EAE P SEE (PR A, PLR B & BAAE B SEng i & e .

AFLCI I —A 3 H: Adobe PDF 44 MR HlA

K55 N 2 R e NS S R IR 30T 5 o (LB D

WE R 55 & 5 URL A hitp://erl1.hongkongpost.gov.hk/erl/eCertCAL-10CRL2.crl » B A 4#iE 5 "Hongkong Post
e-Cert CA 1 - 10"ATRHH [ %) =EHidsiEw .

WEPHAETE B9 & 5 URL AN http:/ferl1.eCert.gov.hk/erl/eCertCA2-17CRL2.crl, B 43IE 5" Hongkong Post e-Cert CA
2 - 17"FTR MR [ B GEPREEER L. (o 2019 £ 7 B 1 BZar R ERAIEBRGEE SRS KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl) -

WEPHAE T B9 & 55 URL A http://erl].eCert.gov.hk/erl/eCertCA2-15CRL2.crl, B 444IE 5" Hongkong Post e-Cert CA
2 - 1S"FTAR M T B GEBREEEES L. (8 2019 £ 7 A 1 HZE A RIEBRAEE 85 R4S URL N
http://crl].hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl) o
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl

3)

HTIEH (RE) &K

3.1 HBYFIETS “Hongkong Post Root CA1” ZF

PLR A& F T B e 4% E B "Hongkong Post e-Cert CA 1-107 PAZ4 5 PR 8 SHA-1 & H ) B FIE

B RE) -

FEDLAFR | S
PRTERE (Standard fields)
W2 (Version) X.509 V3
5 (Serial number) [ R 2R 40 W B K = AL e 4L+ 7S 3k B )
ZZH AR5 (Signature shalRSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
AR (Validity period) | AFF Mot |[FEEHEE RS % B HIUTC KA
before)
RIBF Not  |[FFEAEHEELARS W E UTC R E]]
after)
FEELFR (Subject name) Cn=[ZBBLL L FR] iz

e=[ LT HEFI L]

ou=[BIRASZERT]

ou=[ A Mk B R P4 T HEMHIE B/ 20E B a5+ 540 (mik
ou=[EIC AU B FR] Chies)

ou=FIC AN AT BT T4 FR] GitEs)

o=Hongkong Post e-Cert (Encipherment)

c=HK

FARATFFERGR TR (Subject public key

IR A (Algorithm ID): RSA

identifier)

info) ANTFETSRE (Public key): 2GR N204847 7T
RHENRFIZFR Issuer unique identifier) |A1E
e NIRFI R (Subject unique FAE

FRUEFE(HASAL (Standard extension) CHiE6)

PLeH AR 4FR | & H A Jssuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,
c=HK
FF% Serial  |[AAAHI AALFRIN
number)
FIRAER TV Key HODZE, L%
usage)
(A= “ORER” 1=40)
WEHBEE (Certificate Policy Identifier = (FFIRAS] CFii: 7>
policy) Policy Qualifier ID = CPS
Qualifier : [AZIEAEMV#EN TURL]
FE R4 (Subject DNS AL
alternative name)
fc822 [EPEA N B TFIRFEREE) (e
RHA5I4% [ssuer AL
alternative name)

AR B FHIES A e

2020F1 H 1 H
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R = AR BN
FARRF (Basic e it T SR
constraints) (Subgct type)
B RS | L
(Path length
constraint)
e TGRS vk KA
(Extended key usage)
IE B RS R S SR BB = (EBREEERD RAURL] (#iEs)
(CRL distribution point)

Netscape ZEfHA=HL (Netscape extension) CHiiE6)

Netscape 1EF538% (Netscape cert type)

SSL client, SSMIME

server name)

Netscape SSLAAIAR#S 44 FR (Netscape SSL

ARALH

100

Netscape #&3E (Netscape comment) ik

This e-Cert 1s used ONLY (1) to send encrypted electronic messages to the Subscriber
Organisation; (i1) to permit the Subscriber Organisation to decrypt messages; and (iii) to
permit the Subscriber Organisation to acknowledge receipt of the encrypted message by
sending an acknowledgement with a digital signature added to it to confirm the identity
of the receiving Subscriber Organisation. For terms and conditions governing the use of
this e-Cert, please see the e-Cert CPS which can be viewed at
http://www.hongkongpost.gov.hk.

3.2 RYFEIE “Hongkong Post Root CA2” Z°F

PR RIS F T B 4R E 5 "Hongkong Post e-Cert CA 2-177 A% PR SHA-256 & H I HEF

P CRE ) -

EALER TS
Fr#ERE (Standard fields)
&4 (Version) X.509 V3
J55 (Serial number) [ RSB AR G B 1 Ao -3k B
2 ZH R (Signature sha256RSA
algorithm ID)
RN (ssuer) cn=Hongkong Post e-Cert CA 2 - 17,
o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK
AR (Validity period) |AFT Not  |[HIFHEREB RS B \UTC I 1))
before)
AIRT Not  |[HIFFHEHBECR G W E IWUTC I 8]
after)
F LK (Subject name) en=[FRBLALL L FR] D

e=[HLFISFHAE] (i

ou=[FIEAZERT] HE

ou=[ M B EIE B 5 HEMHE B/ IE B 5+ H AR Gz
ou=[FIE AN LAFR] s>

ou=[FIL AN ST AR TAFR] GitEs)

o=Hongkong Post e-Cert (Encipherment)

c=HK

FARATFERLR TR (Subject public key

2R (Algorithm ID): RSA

identifier)

info) WNTFFETLGRE (Public key): LK 204847 7T
RHENHFI LR Issuer unique identifier) | A1
e NHFI LR (Subject unique FAd

AR B FHIES A e

2020F1 H 1 H
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http://www.hongkongpost.gov.hk/

=S | EGZES
FRUEFE(HAENL (Standard extension) (HiE6)
PSR &R | KM A Ossuer) |cn=Hongkong Post Root CA 2,
(Authority key identifier) o=Hongkong Post,
I=Hong Kong,
s=Hong Kong,
c=HK
F5 Serial [ ANASRE
number)
ERAEFETVE Key HODREE, BN
usage)
(A= “REE” 246D
WEHBUER (Certificate Policy Identifier = [0 IR AAL] it 7>
policy) Policy Qualifier ID = CPS
Qualifier : [AZUEAEMK#E U FFTURL)
FEHA4 (Subject DNS AAd
alternative name)
tfc822 OIE P REE AP IRFa ] a2
RHAG% (ssuer RAEH]
alternative name)
FARR$ (Basic Xyt 2 SIMIN
constraints) (Subject type)
B KB IRA |
(Path length
constraint)
FEMP AR T v SSL Client, SMIME
(Extended key usage)
ERHHEERT R SRR = MEBHEER S KRURL] (9
(CRL distribution point)
Netscape ZEfH AL (Netscape extension) (H:6)
Netscape TEF52E! (Netscape cert type) | A/
Netscape SSLAAIARES 4 F% (Netscape SSL | A<
server name)
Netscape &% (Netscape comment) (Kt | A/
9

1. BN ZEZBRAL AR

e

BRI TR AT HE AL 1 FE 7 IR AR Hb bk

B ANSERT: 10T

“EBEICIER S AL — B 16 M B DinE il S idiE B s, A EiAZE“0” )1, “HEMHE
BRI AL —E S TR LAy EMHE D / Bl g5 A F 8 /78, WSS EC“0” ),
WTEMHES / BidE RS, EAEIAEC“0” )], “Hbh” #2400 — 52 30 M/ 78 nh). &%
FERAT X BURFE ] 2 “ Rk BHe g s K “YEAHIES / BdiE 7 AT ZE(“07), FIRHIFR (Bl HKPO
REFEFHBOSTHN “HAh” #2470

AR A FRE R R TR FRAE B A, HAHASTEIAEAN Bon OLAAE B #EN 25 3.1.1.6 25
BRAES AME, FTA bRdE BN K Netscape ZEfHFALI N “IEREE” (Non-Critical) ZEMHFEAL

AR CEFEAUE N A IR RS (Object Identifier, OID)o J= T AN (AR ML, BB AUEN S 1.1 4.

UE PR 2250 & 5 URL A http://erl.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl » B9 H 4k iE 45" Hongkong Post
e-Cert CA 1 - 10"AT R [ 4% =UEHBHRdEE = .

UE PRSI S50 & 5 URL A http://erll.eCert.gov.hk/erl/eCertCA2-17CRL2.crl, B A 444IE 5" Hongkong Post e-Cert
CA 2 - 1T"FT R [ 3 =GEHmEsE s . (Bt 2019 4 7 A 1 HZ iR HIRERBEEEER > RS URL N
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl

http://crl] .hongkongpost.gov.hk/erl/eCertCA2-17CRL2.crl) -

10, HFEB RO . DU AN ER SRS, SO R R A BT, WA
N HE:

MFAEB R REQ) &% 2 A EETEICANM; () HEFBIC AN AE SRS Ki)
VAL AN R HAUSS 2 IR B 0 LB 25 8 DUIE S s Be AN & 455 BLAGE IEAfA &
WVZIE H 2 INE AR B A IR AR 2 2530263k, E S 3 mT A hitp://www.eCert.gov.hk M BT
W ) R IR AR IR AR M HE

65
F WIS AR AZAE/E ] -

20201 7 1 H (-'Ikxggﬂ‘mxgl"-Jo-Con
PRSI 1.3.6.1.4.1.16030.1.1.45 F e


http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
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HiRC

fit3% C - ErHSHRBOIEF R 5 B (CRL) KEHEHR
BB TR AR

A3 C IR A 7 i 48IE 15 "Hongkong Post e-Cert CA 1- 10", "Hongkong Post e-Cert CA 2 - 15", "Hongkong
Post e-Cert CA 2 - 17"kt FIIE FH4RUES 15 5 DL S o IS IE 352 BUIRUES V5 B 1R B BT I A A e HE R AR 20, DL
i “Hongkong Post Root CA 1”7 & "Hongkong Post Root CA 2"l & th I BURUES I H.(ARL) 58 3 S AT %2
HEFnFA% A

T Vs M R R = R B B AT R 3 BOIE P 4 v B CRECET A TR A& M B 18] 09:15+ 14:15 A2 19:00 (RIF&E#KJE
VASPHF[GMT 82 UTC) BFIE] 01:15+ 06:15 A 11:000);  IE-Th A 1 5 28 H AR HE AAZ A b v 0 1 427 1l il 4
FCE B HL TR P A R R

a)  [2FIERHEEER ] (Partitioned CRL) 175 73 4L LU N i Ak CHBSIE B BERL. AT TR
IRALIE(URL)ZRHUH R [ 73 FIE F RS 4

i HH A 4k 31E 1 "Hongkong Post e-Cert CA 1 - 10"FT A TUET (M) KHETFAET (A
[ E_U\H.)i ”:
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1_<xxxxx>.crl
HoAr <o NEE S MUFBFRF R T .

ii.  HPZKIET5"Hongkong Post e-Cert CA 2 - 17"Fr &K HHHEFAET (DM AD:
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl
Horp <xoooos AEE S M FRFTE . Gk 2019 97 A 1 H 280 & H IE RS 5.5
& 1 URL A http://crl1 hongkongpost.gov.hk/crl/eCertCA2-17CRL1_<xxxxx>.crl)

iii.  H P 4RUET "Hongkong Post e-Cert CA 2 - 15"Fr A L FIEFS (NN “HAMAR”:
http://crll.eCert.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl
HA <o NEE S MUFBFERFRFE . GR2019 97 A 1 HZB0R B IEBRESE 59
JZ 5 URL A http://crl] . hongkongpost.gov.hk/crl/eCertCA2-15CRL1_<xxxxx>.crl)

iv. FH A 4k 1E 1 "Hongkong Post e-Cert CA 1 - 10"Fr R HHFIEH (FUA), H-FAER (W) “H
R METFIER (RE):
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl

v.  HH4KIE "Hongkong Post e-Cert CA 2 - 17"Fr &K HELFUET (WMD) MHFIET (fRZ):
http://crll.eCert.oov.hk/crl/eCertCA2-17CRL2.crl. (it 2019 4E 7 H 1 HZ B & H IIE s 5 5
43 K 35 URL W http://erll.hongkongpost.gov.hk/erl/eCertCA2-17CRL2.crl)

vi.  H A 4EIET "Hongkong Post e-Cert CA 2 - 15"Fr R L FET (HUA) “HAANR”
http://crll.eCert.oov.hk/crl/eCertCA2-15CRL2.crl. (it 2019 4E 7 H 1 HZ B & H IE s 5 5
43 K 5. URL W http://erll.hongkongpost.gov.hk/erl/eCertCA2-1SCRL2.crl)

b) [BARIFPRAER ] (Full CRL) 85745 5 B9 4KE 45 "Hongkong Post e-Cert CA 1 - 10", "Hongkong
Poste-Cert CA 2 - 15", "Hongkong Poste-Cert CA 2 - 17" BT & H I BT T8 B i 8 Bk U IE B o8k
AARAT G5 T R IRALHE(URL) SR [ AR IE PR S B
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-17CRL2.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL2.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA2-15CRL2.crl

L H A 4% E 15 "Hongkong Post e-Cert CA 1 - 10"BT & H FJIE 5
http://crl] .hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl B¢

1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong

Post, c=HK)

ii. HH A 4k 115 "Hongkong Post e-Cert CA 2 - 15" B & H IHIE 45
http://crll .eCert.gov.hk/crl/eCertCA2-15CRL1.crl B

ldap://ldap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 15 CRL1, o=Hongkong Post, c=HK)
iii. HH A 4k 31+ "Hongkong Post e-Cert CA 2 - 17" & H IHIE 45
http://crll.eCert.gov.hk/crl/eCertCA2-17CRL1 .crl B

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post e-Cert CA 2 - 17 CRL1, o=Hongkong Post, c=HK)

b R R R R R A B IR I BERE, A AT FE R [E eSS 5 & ] (CRL
distribution point) £ P4 B AL 1 (URL) 3 B 5 FAIRIE 5404 175 B

£ IR H 1B OLN, BB T ROF G, S PUR SO R B A0 FEANRETUL KA F 2
& OUT, A HEBOAT AN S i R T 5 bR S S AN PR ARt 2 AT 7
FRAEHERGERAIEOL T, T EHEIREIM UL hup:/Awww.eCert.gov.hk 23 AT #h 78 1IE 546 5 5.

(D) B 4kiES5 "Hongkong Post e-Cert CA 1 - 10" R4 2 N At ) 23 B 20 S B A GIE F U8 B oo

FRUER2AL (Standard Fields) | FA2A7 (Sub-fields) |2 EzEF AT [(BERIEBRGEEE B |3
R N2 XA
WA (Version) v2 DA B 7RAIE AT Bk 20
WA X.509 55 —hR
2 B 5 2R (Signature shalRSA A B o H DA BHIE P

(Revocation date)

algorithm ID) B RS
N (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 A B R E Kk AR HEE
o=Hongkong Post TE RN
c=HK
BEVREE T (This update) [UTC I H]] DA B IR AUE S U I B R K
HH A GERER
YR BT (Next update) [UTC I H]] TR FUE TS 25 T2
AN H BE . f Rt (R R
B, MASTERMNEZE
Ko ARIEAZALE ML HE I 3R
TE, LTSI TE R R
SR H
FAHIETS (Revoked FAFIESS (User HEFF5] LEAAF H R IE R e
certificates) certificate) =1
s H [UTC K e A S R SR I T3 1 B ]

UE TS HU B R PR ZE R AL (CRL entry extensions)

JEERES (Reason

code)

(AU 2R R A ]

(P D

PR ESE A= AL (Standard extension) CBRYE 2D

LR ZE TS RE R ) 42 FR
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR A 1
BTSN Y
L HIBER AT DAL o

75 (Serial number)

(R NIES 5]

SRR R NIES P S

UEAS I 535 (CRL

number)

[HZIE R G0

I ERT YIRS 2/ G E P T
T, T U 4.
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-15CRL1.crl
http://crl1.ecert.gov.hk/crl/eCertCA2-17CRL1.crl
http://www.ecert.gov.hk/

FRUERZAT (Standard Fields) | FA2A7 (Sub-fields) |4 E=0IEFREHTE [BERIEBREEE R | #iE

R N2 =X AREA]
R N30 R (Issuer [V DER J53\gihd |[ARAEH]] AR AR 38 O PR
distribution point) B 3IE 5 Sy 5 B4 A .

& 1 (Encoded

CRL Distribution

Point)]

Ry et
R

(ID  HHZKIEF "Hongkong Post e-Cert CA 2 - 15" R 3B A #E N & H B 73 8120 S BARUE Fo 3 18 s -
FRAUERZ AL (Standard Fields) | FAAL (Sub-fields) |72 AEPHGETE | BEAGE BRAE B | %0E
LR XA VAN
WA (Version) v2 BEAE R IRUIE TR s
FRAS A X.509 26 —hR
2 B 5 2GR (Signature sha256RSA DA B 7R DL BIE T

algorithm ID) L <Ncaf = AF IR I
N (Issuer name) cn=Hongkong Post e-Cert CA 2 - 15, DA B IR Tk AT P R
o=Hongkong Post, T IR
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREEHT (This update) [UTC k8] DA B R A E T i B R
HH B G EHD
YR BT (Next update) [UTC I[H]] RN T UGE P B T 5
AN s B R (R R
B, MASTERMNBEMZE
Ko ARAEAZAEVE ML AL 3K
FE, UETHUETE R R
JRH
FAHIET (Revoked FHFIESS (User [EHF 5] A O IE S e )5
certificates) certificate) =1
i H [UTC B A IO S AU UE T D R (1)

(Revocation date)

EPIENIE PR ZE R, (CRL entry extensions)

JEEES (Reason

code)

(HUEH 22 R A ]

(B D

FREIE A AT (Standard extension)  CBRYE 2)

LI R RE TR 44 F5
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 2

o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK

SRR A R BORLLR B 1
o et oINS A T
FRL RIS 3 T TR

75 (Serial number)

(R NIES P 5]

SRR R R NIES P

EPS U 5 65 (CRL

number)

[HZIE R G0 E)

S B U A4S B 1
T, GG S P A A
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FRUERZAT (Standard Fields) | FA2A7 (Sub-fields) |4 E=0IEFREHTE [BERIEBREEE R | #iE

R N2 =X AREA]
R N30 R (Issuer [V DER J53\gihd |[ARAEH]] AR AR 38 O PR
distribution point) B 3IE 5 Sy 5 B4 A .

& 1 (Encoded

CRL Distribution

Point)]

Ry et
R

(I

FH # 44IE +5"Hongkong Post e-Cert CA 2 - 17" MR I A8 ) = H P43 28] X B e Ak 1 H 4B 178 Bk K-

FRFEAZAL (Standard Fields) | FA247 (Sub-fields) |4 #IzGE-PHGHTE [BAE-BRGEE R |43
FRREA Y2 = A
WA (Version) v2 B R IR PO R S )
FRAS A X.509 28 —hR
2 B 5 =R (Signature sha256RSA DA B 7R DL BIE T
algorithm ID) L <Nca = A RIS T
KN (Issuer name) cn=Hongkong Post e-Cert CA 2 - 17, DA B IR B Tk AT P R
o=Hongkong Post, THEMIHL
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREEHT (This update) [UTC k8] DU B R A E T i B R
HH B G IREH
YR HT (Next update) [UTC I[H]] FoR T UGE P B T 5
AN s B R (R R
o, mMASTERMENZ G
R e ARIEAZAEVE ML AL 3K
5E, UETHETE R TR S
MR H
FUEHIETS (Revoked FHFAIESS (User BEFF5] BEAAF) Y EEIE T e 5
certificates) certificate) =1
i H [UTC B A A S SR I 5 P B ]

(Revocation date)

EPIEHEIE R ZE R, (CRL entry extensions)

JEEES (Reason

code)

(HUEH 22 R A ]

(B D

FREIE A AT (Standard extension)  CBRYE 2)

LI R RE TR 44 F
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 2

o=Hongkong Post,
1=Hong Kong,
s=Hong Kong,
c=HK

SRR A R BOR LR F 1
R BAUEASHEHTE B AR N B
FRL RIS A T TR o

75 (Serial number)

(R NIES P 5]

SRR R NIES P

EPS U 5 65 (CRL

number)

[HZIE R G0 2E)

SEA B AU B 1
7, Y IR A
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Ry et
R

FRUERZAT (Standard Fields) | FA2A7 (Sub-fields) |4 E=0IEFREHTE [BERIEBREEE R | #iE

R N2 =X AREA]
R N30 R (Issuer [V DER J53\gihd |[ARAEH]] AR AR 38 O PR
distribution point) B 3IE 5 Sy 5 B4 A .

& 1 (Encoded

CRL Distribution

Point)]

AU I L2 ST S A AT BRI B, TS S N 30E R A B S AU A 4R B A BORL. BB 2
BRI BT HYIRT SR A 5 B SR S Ao 50 A HE IR DU 375 B P T R A B T 3K

i.  ARJEE P Hongkong Post Root CA1" A% & ) rh 4kiiF H
http://crl1.hongkongpost.gov.hk/crl/RootCALIARL.crl B¢

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

1.

FRJEAIE 15 "Hongkong Post Root CA2"FT 2% & I Hh 4k AIE 15

http://crll.eCert.gov.hk/crl/RootCA2ARL .crl %

1dap://1dap1.eCert.gov.hk (port 389, cn=Hongkong Post Root CA 2, o=Hongkong Post, c=HK)

V) HHRIE$ "Hongkong Post Root CA 1"#R4E 2 v U & Hh (42 AL IS T S =X

(Revocation date)

FRUERENL (Standard fields) | FAENL (Sub-fields) |FR B4 T AL N 2 HiE
WA (Version) v2 B B IR AR BRI A% )
WA X.509 55 —hR
25 B8 AR (Signature shalRSA A B oR H DA B R AU TE
algorithm ID) B R R TS
N (Issuer name) cn=Hongkong Post Root CA 1 A BRE B Nk IR
o=Hongkong Post BRI
c=HK
MR B BT (This update) [UTC B fa]] A B R AR I B I K
A GEIREH
TR HT (Next update) [UTC k8] RoR TN IR BT s T 12
AN H BE . f Rt (R R
B, MASTERMNEZE
Ko ARIEAZAL 1ML HE I 3
TE, FRUHEETE B TR S
SR H
FAHIET (Revoked FAFHIESS (User HEBF5] BEAAF H SR IE T E
certificates) certificate) =1
s H A [UTC K e A S AR I T3 1 B ]

UE TS HU B R PR ZE R AL (CRL entry extensions)

JEERES (Reason

code)

(AU 2R R A ]

(P D

FRAELZE AL (Standard ext

ension) C(PR¥E 2D

LR ZE TS RE R ) 42 FR
(Authority key identifier)

K (Issuer)

cn=Hongkong Post Root CA 1

o=Hongkong Post
c=HK

SRR A R BOR LLR A 1
X BB IR N Y
R RPN 23 T R RL -

75 (Serial number) [ & NIEPBHIF 5] R ERE B NEBRIFS
70
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl
http://crl1.ecert.gov.hk/crl/RootCA2ARL.crl

distribution point)

RAFA AN E =
[R5 ¥) CRL=1%

CBEEEN “cf” A=A0)

FREREAL (Standard fields) | FAEAE (Sub-fields) |[FZBGRASIE BRAZALN 2 HE

UE P RESTE 56 (CRL (ML & 507724 PR S R PR AR T S S
number) 5, EZHE LU R
RN K A (Issuer REFR RS =5

(V) E#RUEF"Hongkong Post Root CA 2"#R4E v Ul & HH 42 BN TE S A =X

FRUERZ AL (Standard fields) | FASNL (Sub-fields) |FBURAETE AL AL N 2 ZiE

RRAS (Version) v2 DA B 7R AZ AR T B 20
FRAS A X.509 26 —hR

2 B 5 =GR (Signature sha2S6RSA DA B 7R DL B R B

(Revocation date)

algorithm ID) L <hcaf = RF RS T
N (Issuer name) cn=Hongkong Post Root CA 2 A B oRE B Kk R
o=Hongkong Post, LAY VIR i)
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREE BT (This update) [UTC k8] DA B R A P i B 1 R
s HI G IRE D
TR HT (Next update) [UTC 1] KR T RBTRE R T2
AN s B R (R
o, mMASTERMENZ G
R e ARIERZAEVE ML AL 3
5B, RBUMANTE A REE R
JRH
FUEHIETS (Revoked FPEP (User HEFF5] BEAF) Y E R IE T e 55
certificates) certificate) =1
i H [UTC B A A S SR I 5 P B ]

UEPIHTE R ZE MR (CRL entry extensions)

JEEAS (Reason

code)

(e 2 b PR R ]

(B D

FREIE A AT (Standard extension)  CBRYE 2)

LI R R TR 44 F
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA2
o=Hongkong Post,

1=Hong Kong,

s=Hong Kong,

c=HK

SRR A R BOR LR F 4
BB AN Y
FRL RIS A T R o

75 (Serial number)

R NIES 5]

SRR SRR NIES P

EPS U 5 65 (CRL

number)

[HZIE R G0 2E)

SRR RIS K50
7, Y LUBF IR A

RN K s Issuer

distribution point)

RAEA RS =&
RAEA AN LRI =2
[ 27 CRL=1%

(BN “oReR” #=60)
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PibAE -
L BUROARTHRUEH IS AL R 1 i 0 2 R

0="RiEH; 1=3MTRIANIE 2 = RAENLOCTORI NI, 3 = BRS A ;
4 = AEBRHUR; 5 = AENLRZ ISR 6 = BRI M

T E AT ER R, Pl TIREARS ] 2BL [0 Fom (BRI TRIEM D.

2. BRIESSSNED > PRI g B “JERASE”  (Non-Critical) ZE(FHEL ©
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B3R D -

HF D

EEHRE R TIET - RFHRE

D HEFER DA

EZR BFEBAAN) BFAES (DA TR 18 F ALK
HINR " HFIEBAA)
Hic A A RE S OE A 18 B A FEE A A& S 00E R A 18
2 Nt

R HE R HK$200,000 HK$0

INTHEP 7=

EEXT MR 2048 270 RSA

FPEARSTEIRL | A IR A

Bxt &4y LT RZ R HE NS4y, sl H S AR AT SRR THE (N IEB BL 2
=

W% RTS8 7 Bt B | BhD 25 8 K B 3%

EBREEEE |[FES0IE LA RISt 4

N: ) e B S IR 515 1) 42 22 5UH. (hash value);
FE Rl
B NS LS (HFBIFBUZIENLC RS 4)

EiLHwHA FRIED CEFEE IR LS | WARGEVEHEN S 2.4 4 [FFOET CELRR B IR L1 H
W) B4 50 ot (I W) BHE 50 Bt (WAEAESE
PN AT R E D AN 2R 2.4 460
%)

ERA B =4 —4F, TAEB 4R =

ORAKZAEAVENAENZE 1.2.4, 3.2 M2 33.14%
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2) HTFEH W) KBEFEBERE)
EZR B FIEB @) HFIEB®IM) “HNR” HTFIEBERE)
Hic A SRAF U AT X BURF S R A R B DR 2 WL 00 SR R AT 2 Ak s 5 A B
FEE AT BUIX BURBUR /. 31 182
ERFEA N | Bic AU 2 5 53 B 5 AU B0 AWK 2 SR
R HE R HK$200,000
AHE &
X} A AL 2048 177G RSA
KE
FEAERN e 7 s A ) e A
ur:a
Bt &4y R WA S SR B AR R 5 43
ERAR B E LR Bk RAYEBdE N 2
ERREE = i ANMLRR, SHFEEP L (nf i = BC AN AR
BACAKE (= BBUH P IEc k4 R s i o SRR S AL R R H S
&l » BICASERS (HEFBIRS T E) s BIUASERS (HEFBIRAR
= B AWK AT B B g )
o B AN Z AFE] /DB
Sl
BC RITH ILASKZAEAE MY AN 55 2.4 %%
#H
EHA B — I HE —fE, THEICE —HF. PE. =AY
5
UAKZAEVEMENZE 1.2.4 2 3.4.1 %%

B

1 R B EERIATEIX BUNBLSS AR (BLS 2601 (B 112 %) HA R RAGIE I SO 1R AR 55 A LAG) R 4R S
A, TRRTABON e (HUD MBI (EARSONHR THES I “Hiik " FEIEA) (L5 1.2.3.2

).

2. FRAEEBRATBIX BUNELS RAE (Big a1 (B 112 %) K KA R0IE I SRR H RV 25 LR/ H R s

&, HIESS

R BRHBG RESHERT .
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http://www.legislation.gov.hk/blis_pdf.nsf/WebOpenDoc?OpenAgent&doc=112*0*Chinese
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fit3% E - FSERBUE THE RS e R B CE
HHIED
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Kk F

fi3% F - FWHEEFEDRS - BEBETHS
HRAFZ GAFHRLE CERRIE)

FHAZEE (SRR R H AL - SR RN S - BRI BE T E R E 2 %2
FIEETEBARAFR(ERN G HRE -
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Wigk G

PR G - BRAENLSAREUE 1S 4 RO

MR IFIE 5 44 HROH H/E
Hongkong Post Root CA 1 20034ES A 15H 2 202385H15

H
Hongkong Post Root CA 2 20154E9 ASH % 20404F9 ASH

Hongkong Post e-Cert CA 1

20034E5SH15H 2 2013451 15
H

I H AR IR H120104E:2 H 26 H fe 1k
FANAE .

Hongkong Post e-Cert CA 1 - 10

20104E1 H9H 2 20235115

SR ARIETS 12010452 7 26 HEIT 4R

H KHINIE A HiEE.
Hongkong Post e-Cert CA2 - 15 | 201559 HS5H % 20304F9HSH | b 4kiE 15 H120194F2 H 1 H & 46 &
HAAATUEF 45 g 3
Hongkong Post e-Cert CA2 - 17 | 20174E8 A 12H Z 20324812 | s 4¥iE+ 1201952 B 1 Hil2 H &
H HAAATUEF 45 G 3
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KisE H

Btk H - FSHEBUR TR 5% /8 LA 42 B R AE R
L2 5 58 L FH i

. . FHRE RUEFEAR 4 DNS A2 ALK
M A LB LA KA s o 7 F 4R
AR AATEIX B | ABOT “*zhig | HFUE T (B O “IRD_AEOT"”
IS5 R HLFIES (L) “ B
FC"
BHE -

1. ABOI A& " B3l 2c#ie ek
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Hi#E I

3% 1- RFC3647 5AMZE/ENHER] 2 Lh iR

TUAH] L R UT HEBCR B AE N AR AE N 5 REC3647 R RNk W2 2 6] R AH B2 2% 3
AR, DARE S HOGEF SRR (—) 3) Beb iR 2K . A ARV HEN 5 REC3647
AZAUEAE bV DU REE 222 1A) A AE AR AT SO R, RRAASKRZAE AR ML I (8 26 S e B A0 N AR ]
ey g N\ 2 R S5 SO R PR He e 4 5 ) LU BRI 8 S AR AT B 2R St T, A BRSO A 472

Do

NGAERER], QB HAAEY] “AEM 7 1, EEGR RN EEESCAT SR AL / iRk 55

B ATTAN A B ECIAT (R / AR 55 TE K

RFC3647 H1E A FIAH R E Y T B

1. MEFE A 1

1.1 A 1.1

1.2 RIS S FRiR 1.1

1.3 HTFNEEsI S 5% 1.2

1.3.1 P INUEIRSS B 12.1

1.3.2 ML 2.1.2 IR E

133 Bid A 122 5123

1.34 AN+ 122

135 Hihz 5% 2.1.3 K% F

1.4 4E-5 R H

1.4.1 T& A HUEFS S H 1.2.3

1.4.2 PRSI BUE-F5 R

1.5 SRIGE IS A8

1.5.1 SEWE SR EEALAL IS A8

152 BER AN 1.3

1.5.3 $R5E CPS £ SRBG LI IS A& 8

1.5.4 CPS #tiEfE= 8

1.6 & XF4E 5 PR A

2. ERRAMEEEEH 2.1.1 %25

2.1 IS IR A A7 e A (R Bk 2.5.4

2.2 INIEfE B AR 2.5

2.3 A T [A] 5% 2.5

2.4 15 B AR Iz 2.5.1 %252

3. B bR i % 3

3.1 s 3.1

3.1.1 BIRER 3.1.1

3.1.2 XA RRE AR 3.12
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RFC3647 &S AENRAERET [
3,13 Bt A 4 R0 % i g R RE AR
3.1.4 BRARAS[F] 24 BRI 20 3.1.3
3.1.5 AFRHE—E 3.14
3.1.6 FEFRITRG . S 3.1.5 % 3.16
3.2 BI46 S il 3.1
3.2.1 UEAAE RN SR e 2 J7ik 3.1.7
3.2.2 LN G 4 1257 3.1.8
3.2.3 A G B 45 3.1.9
ARHEN 2 HE REC2527 5,
3.2.4 BEH AR B0 BT AN AN 3 0 o N AR BN Y
3% B HE
3.2.5 BRUfHIN 3.1.9
3.2.6 HERAEAEN 1.1
3.3 B H AL AR bR IS %5 33 % 34 A —
3.3.1 R0 R B T AR R ) 33 % 34 ﬁ¢%ﬁﬁ‘ =
3.3.2 TR Ji5 B R BT AR R S 4 ) 33 % 34
3.4 RS SR HAR IR S 255 462
4, UF P A o JE R R 4
4.1 UEP Hi 41 %43
4.1.1 UEAS R S A 41 %43
412 NSRS FTE 2.1 J 41243
4.2 UEFS HRIE AL 7 4.1 & 43
4.2.1 AT S B Th e 3.1.8 %3.19
4.2.2 AFFS F A e FIAE 4 4.1 & 43
4.2.3 AEFAEFS F A R[] 4.4
43 UEPBER 4.1 & 43
g;ﬁ#%ﬁ#ﬁ%ﬂ@ﬂ%?%ﬁ%%mmm4l§43
fQ%%ME%%MMﬂE%MMH%EA%@4l§43
44 R 214 K41 E 43
4.4 MIBAEZUEB BTN 41%F 43
4.4.2 B IANIE RS AU IE I A 2.5 K415 43
4.4.3 FL-FONUE AR 55 LA X0 oAt S A4 1) 25 K41 %43
4.5 et 25 0 R RIIE 3 1 4 2.14 J%2.16
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