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UERZENERR 1849058 KAMFA RS E FHER R MEBZHEHEE, ZHESK B METZER[H
2, DSORBVPRZIEF R E I (8] AN 2 H SN .

“BEESUE" DR E T BN S B B AHIE

“S/MIME” U2 / £ 3y e ELIK I sk 1 48 (1945 5

“SSL” BpfREH 12 MgE s

“HRERIETS” 5 AR IEIE 5" Hongkong Post Root CA 1"FT& K IR SAZAENLGE T, A TBREFBIFEEA AL,
“EASHR” AT HETHRESARAFT TN, $ATELP R0 LIE,
“FiB N RS E UM A
)  TEFSEB N84 BOR AR AIE T
() BEZIZUED; &
(i) FA 55T AZUET P A TF 2R B 2 AN 2
“EU A FEH BN SRR EOT SE AT, S TE H B R S W B E N SR S A A B ASAZAE /R M vt U P 2% K

“BABANMA” SRS ARINIE; MIHSRBR OB IS, SRS AR R AN, Z B & B F
PR TS Z U o

“ERBR HIERRFEELTHGEL.
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“TLS” Rt R 2 e 4 s

“FEYRR” TG LN IR KA BRI R AR

(a) 7 B 22 2] G T S NAR B AN S8 s

(b) FERTHUE PRI FTEENE R A7 SRE T BRA) 4 4 K L 55077 TA 315 UK
(o) A HEHUE S HAT IR E DI RE; K&

(d) A8 sz 24 R .

“WebTrust for Certification Authorities” E7F http://www.webtrust.org 745 2 BUAT A0S KVE M £ 11T
(CPA) WebTrust i+,

CEARR " BTk RS RARES) T, FREE TR AR i 4 R 0 5 B AR R A BRI o A 3 i 2 D i
Bers (RIS “=” ), HEHAT T EC AU B 0 A — 844 273844 IO BT A fel AR e 44 7

APITHRT RSB, WHHHEET SR TREBNZ AT EBRA UL, MXEBZBERCAAZEN, WiZH
B M AT A E AR A F5UE A
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http://www.webtrust.org/

H-F B

FifsR B - BHEERECE THE %

AP IR B H 4R UE 5 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1-14" /% "Hongkong
Post e-Cert CA 1-15"ARFE A AZUEAE b AE U 25 A 1 FEF-UE Pog 20 IR T A EH A WS MR B At o 4R 0E 15
VAR i L Ath A UE AR Ml 7 25 R - UE T A% =, TS AR B B TR ik H BB TR ] i)
PR NS, 2 B O RRCAS R AZ UEAE L #E U

Y

RIET (AR B

PLF NiE F T B 4EE 5 Hongkong Post e-Cert CA 1-107 PAZRZ PR EISHA-1R H I HL FIE S (fal iR 28D
(A LHRLR LAE R E R 2D -

(BrHBHBEUZUENLOC H 2016 4 1 H 1 HlE &4 1 f 1 4K 4iE 5" Hongkong Post e-Cert CA 1 - 10"
SR HUETS (fARES). )

AL B R | =X ARER
FrHERE (Standard fields) HFIES (fERES) HFIET (AR AR (RRER)
“SBAR " “ "
&4 (Version) X.509 V3
55 (Serial number) [ ARG W B 1 = Ao+ 7St il 5 )
B H R (Signature shalRSA
algorithm ID)
RN (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c¢=HK
BRHA (Validity period) |AF-F Mot |[FIFEAEREER S 5 E MUTC )]
before)
ABRT Not |[FHAEHITE RSG5 E MUTC B [a]]
after)
FE 1k ZFR (Subject name) cn=[{A IR 2S L HR] C(HEED

ou=[EICAZHE T )
ou=[FVBACUE 154 5 +EMHIE P/ BICIE B R 5+ HAth] (s
ou=[EIC AN FR] Cpiead

ou=[F L AN AT BRI 24 FR)

o=Hongkong Post e-Cert (Server)

c=HK

FRATFERDR TR (Subject public key

info) R A (Algorithm ID): RSA

ANTTFEERGREL (Public key): ZF ALK H204847 7T
RHENRH LR Issuer unique identifier) | A1
e NRFILFR (Subject unique HAF

identifier)

FRUEFE(HAEAL (Standard extension) CHHES)

LR FE RN B R
(Authority key identifier)

KA ssuer)

cn=Hongkong Post Root CA 1,
o=Hongkong Post,
c=HK

5 (Serial

number)

ENSEPN GRS

e AR L A (BN A

20184E5 H 31 H

YRS 1.3.6.1.4.1.16030.1.7.1

8.I‘J'ungkcuyg FPoste-Cert
FHBHREFHE
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L=V | = AREN
Fr#ERE (Standard fields) BAER (FEIRES) HTFIEP (RREE) HTIES (RRER)
“EFR " “ZIBAR "
FLRAER FYE Key ST RN WILLEE, RN
usage)
(AN “oef” 2460
WEHBUGE (Certificate Policy Identifier = (FEIRANED] CHi: 6
policy) Policy Qualifier ID = CPS
Qualifier : [AZIEFEMV#E NI FTURL]
FEHA4 (Subject DNS RAEH [FRLHANZFARESL  |[FARLFRAN Z AR 2]
alternative name) ] + [N B S | + [0 & 49] [FiSMARRES 4
HIRIRAR K] CuhED FR] CpiEs)

rfc822 RAEH
RHENFN% [ssuer KA
alternative name)
FEAPRH (Basic EX LTSt e Sk
constraints) (Subject type)

B K IR | G

(Path length

constraint)
FEAR B RERL AR A 7 vk AL fa] IR 2% B8 31E
(Extended key usage) PR IeAIE
EBHEHF RS KR Iy R EATE = [IE B RUEIE By K s URL] (9>
(CRL distribution point)
Netscape ZEfH AL (Netscape extension) CH:s)
Netscape TEF528% (Netscape cert type)  |SSL Server B
Netscape SSLAAIARES & % (Netscape SSL | A A
server name)
Netscape %% (Netscape comment) A

PLR i A T B 4K E 15 "Hongkong Post e-Cert CA 1-14” PA4%1% B SHA-256 A& - FIETS (fd]

i)

(SR PAEPRRZABIAEZD) -

(BHMBEUZIENLOC H 2016 £ 9 H 1 Hte £ 457 1k g1 1 4% 1IE 5" Hongkong Post e-Cert CA 1 - 14"
SR HTUET (fARAR) . )

AR | VAR EN
FRUERE (Standard fields) HTFIER (RS HTFIE (fRARER) HTIER (RRS)
“ iﬁﬁﬁﬂﬁ " “ giﬁ’!ﬁ (]
WA (Version) X.509 V3
5 (Serial number) [E A HE MO RS B 1 — 0 TR2E 7S kb 30
ZEZHAIHRH (Signature sha256RSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
B (Validity period) |FAEF Mot |[HIFHITE RS & B MUTC B H]]
before)
AIRF Not  |[HFHEI RS W ERIUTC &)
after)

AR FHIES ALk AE

20184E5 H 31 H
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LB FR | = AREN

Fr#ERE (Standard fields) HED (RRS) BAER (RIRES) HEER (RRES
“HEFIRR " “ZIBAR "

FHLFK (Subject name) en=[fal AR#S A FR] (hED

—_ . —

ou=[BICAZH T )
ou=[ NV EACIE R 5 HEMIE B AL IE RS+ HAB) anae

ou=[F I AN B FR] Cvead
ou=[BIE AN AT 1811 B FK]
o=Hongkong Post e-Cert (Server)
c=HK

EHRATFERER LR (Subject public key

H R (Algorithm ID): RSA

info) ARG (Public key): DAL K FE 2204847 T
RHENRF LR Issuer unique identifier) | A1
B ANRA 4R (Subject unique AAt
identifier)
FRUEFE(HAEAL (Standard extension) C(HHES)
BUHHME BV7 18 (Authority |BIENLIRR W | [ & KA TFHIEF URL]
Information Access) A (Certification

Authority

Issuer)
PR BRI B R [ A NIE 45 1 32 A 2 S R B R R A
(Authority key identifier)
FABEERRART [EARR AT E e 2k 23 {E (Hash Value)
(Subject Key Identifier)
ERRATH 7 Key YR N HALAE, N
usage)

(BB “REE” 1240
UEHEE (Certificate Policy Identifier = (¥R HIIE] Chtit 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZUFA/EMV#E U FFTURL)
FEHF4 (Subject DNS AL [EERLBRRA 2 A RjEs % |[EARBIRA A7 IR 2R
altemative name) ] + [ A @R | + [0 2 49] [B/MA ks 4
HIRI R AR A4 FR] ot FR] s

1fc822 RAFH
RHEAFB (ssuer AL
alternative name)
FAPRE] (Basic EXLS it S SR N
constraints) (Subject type)

B ERS] | C

(Path length

constraint)
FEM IR A T v RAEH ] e Bk
(Extended key usage) FH 7 ity B8E
IEHHEE RS KR 3R AR = [IE PSS S50 K A URL] (HE10
(CRL distribution point)

Netscape ZE{H =L (Netscape extension) ¢HHES)

Netscape IEF528% (Netscape cert type) | SSL Server EXE9]
Netscape SSLAAIAR %4 #X (Netscape SSL | K AdiH

server name)

Netscape %% (Netscape comment) KA

AR FHIES ALk AE

20184E5 H 31 H

YRS 1.3.6.1.4.1.16030.1.7.1

%fangkong FPoste-Cert
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PR AidE A T B 480 5 "Hongkong Post e-Cert CA 1-157 PAZ4 2 pR g SHA-256 K& HHTHE-FIEH (fd]

W) GO BUEBREBIALD) -
AR | EARE
PR (Standard fields) BB TR T | FUSHRBUE FRAE T | B HSERBR AR B FHIE
W (FARES) EH (AR B (AR
“SBAR" “ B "
A (Version) X.509 V3
5 (Serial number) [ R B R VB 1 =07 o 2H oS kb 30
ZZH XM (Signature sha2S6RSA
algorithm ID)
R H A (ssuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
I=Hong Kong
s=Hong Kong
c=HK
AR (Validity period) |AFTF Mot |[HEFUSHEE RS % E KUTC B (7]
before)
AIBTF (Not |[HAEGIE RS BEE KUTC W (a])
after)
FEAELFR (Subject name) en=[fAIRAS B AR] D
ou=[BIC ANZHE T )
ou=[ M B EE P4 T HEMHIE /200 B dn 5+ 540 (e
ou=Hongkong Post e-Cert (Server)
ou=[F I AU 74T BT 144 FK]
o=[B L AHIMIATR] i
1=Hong Kong
s=Hong Kong
c¢=HK
FEARATFEER TR SR (Algorithm ID): RSA
(Subject public key info) NTTEFSAL (Public key): S5 RRLK 2048407 T8
RHENIRH LR Jssuer FAFEH
unique identifier)
BEILANIRFIBFR (Subject RAFH
unique identifier)
FRAEIE A2 AL (Standard extension) (FifiEs)
BURHME B 1718 (Authority | BUENLICR H | [ H A KA JFHIET URL]
Information Access) A(Certification
Authority
Issuer)
£ EAEARRE | [ 28 LAIEA5 IR A TN L) B 2] IR 23 7 URLT e 12)
ERBL
LRGN A B FR UK NIE TS 1Y AR 250 R AR A ]
(Authority key identifier)
BRI [ ATFH TG (8 (Hash Value))
(Subject Key Identifier)
FEMAAERTTE Key HADRE, %
usage)

(BN “5R68” #2460

AR FHIES ALk AE

20184E5 H 31 H
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L=V | = AREN
Fr#ERE (Standard fields) FWABUE FZIERT | FBIBEFZIERT | FHHSBERFZIE R FIE
iEH (fAAR2E) IS (fEARAR) B (A RAR)
“HRMR" “ZIBRR "
WEHBUE (Certificate Policy Identifier = (FEIRANAS] (ki 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZIEFEM#E NI FTURL]
Policy Identifier =2.23.140.1.2.2 (fi% 13)
Policy Qualifier Id = CPS
Qualifier : [AZIEAEMV#E N FTURL]
FEHA4 (Subject DNS (B N ek i & = I X 1 e k2 A N X N S el i B
alternative name) g9 K] + (A EEA RS | + [0 & 49] [BiSMARRES 4
MR IRAR K] CuhED FR] ctisd
rfc822 RAEH
RHENFN% [ssuer A
alternative name)
FARRH] (Basic EXue it 2 SIMIN
constraints) (Subject type)
B K IR | G
(Path length
constraint)
FEAR B RE R A 7 vk fa] IR A% B8 31E
(Extended key usage) FH P i 360
EBHEBRSR R Iy R IAFE = [IE P RUEIE By KA URL] (1D
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 UE P52 Z I 2K (signed certificate timestamp)
Netscape ZEfH AL (Netscape extension) ¢H:s)
Netscape TEF52E! (Netscape cert type) | AAdi
Netscape SSLAAIARES & % (Netscape SSL | AAdi
server name)
Netscape %% (Netscape comment) A

BFHE -

= o e

B ANIINE 2 a7 R 2 2% (LFE4R] AR 2% B M 3844 #R(Domain Name)). HLTFUEH (RIARES) “AIRR " HIE ARES
LA FRIF) 5388 A RN A2 BRI B 22 3L B M BN BT (EDE S “+”, FRONEEFH), FREIEH AT 20 AHL
T B Rl 8l 34 AT B RS 28K, Blan: * eCert.gov.hk, *.subdomain.eCert.gov.hko

B ANSERT: 10T

“EBICUER S #2407 - — B 16 MR L Em b BdiE B s, P EHNEC“0” )Y, “YEANET/
BACUER” #2467« — & 8 S/ 8 LUy EMRES / BidiE PS5 0F s v /w8, WERSEC“0”), Wk
VEMHES / BiiEPgRS, A EHANTC0” )Y, “HAeh” 200 —HHE 30 MBTF/FAE (h). HERENAT
XBUFERITZ “wlEiegmsS” & “YEARES / BeiE” A EAZEC“0” ), FIIfHIFR @ HKPO AR F M
MBS N “Hofh” F440,

AR TR R R TR FRAEBIC A, HAHASTEIAEAN Bon OLAEGIE B HEN 25 3.1.1.7 45
BRAES AME, FTA bR EAAL K Netscape ZEHFAALI N “IEREE” (Non-Critical) ZEMHFEAL .

AR B EFE AUEN PR 3D (Object Identifier, OID)o =T ASUENIAIMILEIR AT, ESHE 1.1 %5

R (RS “HERAM " F3EEN LS M RSB, — DN NERIEEERLHRN 2[R FR, Hek
¥ 2R A BRI B A IR AR AT (RPES “*7, FONBRCAFHD), 5B — A NAHEECSF 5B 0 B4 IR 8% 2 5K
(Ban: *eCert.gov.hk & eCert.gov.hk ).

MTET (AR “ZIM " 2 EERNLTTERE LS 50 MRS 2FR, H— R EREEERAHRN AR

R, KRS 0 2 49 MIAMANRSS 2R M EERS (RS “*”) 2 fARESARE N2,
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10.

11

12.
13.

Xt F B B 4% 3E 4 "Hongkong Post e-Cert CA 1 - 10"FT K EME+H, iIEPHBEE RS KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl » B 73H 44iE +5"Hongkong Post e-Cert CA 1 - 10" AT & H ) [ B4k
WP RGEE R .

Xt F B B 4% 3E 4 "Hongkong Post e-Cert CA 1 - M4"FI XK EME+H, iIEPHBEE RS> KA URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl » 73 4iE +"Hongkong Post e-Cert CA 1 - 14" AT & H ) [ 44k
IEF IR B

Xt F B R 4% 9F 45 "Hongkong Post e-Cert CA 1 - 1S"Fr R EMIEH, E PR FE RS> KNS URL N
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl, T4+ 4kilF +5"Hongkong Post e-Cert CA 1 - 15" R HI1) [ 54k
IE PR B

28 AF TR S8 TR Z 8 BF IR AR 119 URL M http://ocspl.hongkongpost.gov.hk

AT AR I T AZAERLIS/ 30 Y 2 2 AR RS, F T AR AR IEAZ A H LIS/ B8 38 R B 2R TR o H HAIE P -2 S

ARLZE
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://ocsp1.hongkongpost.gov.hk/

HiRC

3R C - FHSERBUIE B #EETE $.(CRL) ~ B IR BUZ BUEE IS B.(ARL) A R 28 FAEHRASRE
(OCSP Response)# =X

A3 C VR A < B ZKIE 1" Hongkong Post e-Cert CA 1 - 10"+ "Hongkong Post e-Cert CA 1 - 14"F1"Hongkong
Post e-Cert CA 1 - 15"FT A& HFIAIE TR 1 5 LS 75 s MR CP BRI V7 B AR) S8 S A A e HER RS 28, DA
“Hongkong Post Root CA 17 T &t I BRI SRL.(ARL) 1958 3 M2 s AT e AL A% =

W R AT/ ML A 4N “Hongkong Post Root CA 1 OCSP Responder” Fk FiE 0 IRZS 18 1 29258 NAIE
T, FHESHRE AL — AN L AE RS 18 O 20 8 2] ARk 2% ARIE TS “Hongkong Post Root CA 17 #4728 ik
PRI L 258 . W kA — M & B4 N “Hongkong Post e-Cert CA 1 - 15 OCSP Responder” 4k
FAEFRIRES BRI A 258 NAETS, TR —AN2R L AiE 1R 25 18 O £ 8 25 47] AR 2% 9 Fh 48 E 5 “ Hongkong Post
e-Cert CA 1 - 157 HHTZ B PR E I L 9258 . BRI LLAN, 28 EAF IR I8 TR 2 0 25 4] IR 3R 20 A
T AME— YR AS 01D “1.3.6.1.4.1.16030.1.6”, 8 T4k LiFHIRASIE M A2 E NP “iFH
BUR” FAAL. TEPESR C IS a =T, e e b 1oRas M & A% .

T Vs M U R =R B 8 M A AR N I FOIE P 3 i e RSB 8] A2 3B 18] 09:15+ 14:15 % 19:00 (RIME#KJE R
SRS [GMT B¢ UTC] BFTE] 01:15+ 06:15 A2 11:000)5  UE S HUES I SR A MR 4 A AZ R AE b o4 U] i 87 i 73 8 B hey
FEEEL TR P A TR

a) [BARTE RIS ER | (Full CRL) 8245 i A 48F 45 "Hongkong Post e-Cert CA 1 - 10","Hongkong Post
e-Cert CA 1 - 14"F1"Hongkong Post e-Cert CA 1 - 15"Fir & tHH IR A L2 fds B RS IE B 2eRl.. Ak
A3 AT R IR E(URL) SR [ B AR P s o |

i FH A 4k 11E 1 "Hongkong Post e-Cert CA 1 - 10"Fr & HHIAE 13-
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl %,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong Post,
¢=HK)

ii. FH A 411 1 "Hongkong Post e-Cert CA 1 - 14"Br & FIESS :
http://crll.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl %,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong Post,
c=HK)

iii. FH A 4 1E 1 "Hongkong Post e-Cert CA 1 - 15"Fr &t HESS :
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl %,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong Post,
c=HK)

R R TR TE S DO I A B CREIE PRk, AR FIE R TR B K s ] (CRL
distribution points) F247 P B (47 1k (URL) 5 BURH 25 FOE P 3 7 2R

FEOE BN B0 T, AR TR RS, RO o8 IR TSRO E A A AEASBETIUIL AT 73 BT Ol
T A AR RT AN 2 7308 01T S 5 SR S U T B 1 ST S A A I P o R S A AT 5 2 S AN
FHATEFATEOLT, TAESIEEN T hitp://www.eCert.gov.hk/ 23 A b FEUE PHAEHTS 52

(D EH*4IEF Hongkong Post e-Cert CA 1 - 10"HRHEZAHEN /& H i 73 31 305 B AR UE 4 15 A% K-
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://www.ecert.gov.hk/

FREREAT. (Standard Fields) | FA=4T (Sub-fields) |43 Ez0EF ST AR BadsE 8 &
AR N2 DA
A (Version) V2 PO B R AIE P4 s ks A
WA A X500 55 —hR
25 R A] (Signature shalRSA A B oR ) DA BHIE PR S

algorithm ID) A BE AR A Y
K HN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 DA B R B Ik AR R
o=Hongkong Post M ERYIN |
c=HK
BEYREEHT (This update) [UTC R )] R B RAE B RETE A
HH B G IRER
BT (Next update) [UTC I8 FRoR T UGE Thesis s T 5
NI E BIE C mT AR (R
B, MASTERWHEZ G
Rt e MR AZAE AR b v U 0
B, UE TS B TR T I
]
FEHIE T (Revoked F RS (User [EFF 5] U CREHE B RE 7
certificates) certificate) =
G el R b [UTC Rl O S TR TIE T D B (]

(Revocation date)

UEPIUHTE R ZE MR (CRL entry extensions)

JEEHS (Reason

code)

(HURS2E R )

CBRE D

FRAELE(RAEEALT (Standard extension)  CBE 2D

LoD AL R 4 AR
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c¢=HK

BEASR A R BOR LR F 1
5 BAIE TS S AN B R
REFRIBCRS 22 T S AL o

7% (Serial number)

[ NS 7 5]

R R R GE BT 2

UE PSRN T 5565 (CRL (B &G4 A B e PR YRS
number) % 7T = A2
KNSR R (Issuer [UL DER J7 Wy |[(AR M) AR AN 73 A TS
distribution point) HIE B30 25 B 4 HAFH

& i (BEncoded

CRL Distribution

Point)]

(BN “ke”
A1)

@ HH4kiE+"Hongkong Post e-Cert CA 1 - 14" R85 2 I & HS B B AR IE T 808 15 B v 3o

FRUERZAT (Standard fields)

FHAL (Sub-fields)

BRI BRI R AL R

#IE

WA (Version)

v2

A B R UE A4 I A% KR
A9 X.509 55 —hi

2528 B AR (Signature sha256RSA B s H DS A T
algorithm ID) REcijc= M5 R
K (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 A SRR B N e R TR R
o=Hongkong Post RN
c=HK
B EE BT (This update) [UTC 18] A B R A E R i R 1 R

H H 1 R

e AR L A (BN A

20184E5 H 31 H

YRS 1.3.6.1.4.1.16030.1.7.1
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FrAEA= AL (Standard fields)

THAL (Sub-fields)

AR UE SRS B A

#HiE

YR HT Next update)

[UTC i [a]]

FoR T UGIE TS ok T2
A~ H s AT A (R UCE
B, AT ERIHMZE
St AR A L R R
5E » UEASHEG SRR R
K

FSIE+H (Revoked

certificates)

F RS (User
certificate)

BEFFF5]

WEAF H AR S AORE
=1

s H

(Revocation date)

[UTC I [i]]

SR S R A IE A3 A I TR]

UE IR PR (CRL entry extensions)

JEEES (Reason

code)

(HURSBE R )

CBRE D

FRUEZEHFEAT (Standard extension) (BT 2D

HLIE R AL R AR
(Authority key identifier)

KH N (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR SR AT S BERE LA A
25 ZBAIE P S AN E RS
REFRIBCRS 22 T S AL o

J7*5 (Serial number)

(R NEB P 5]

R R R PR =

R 55 15 (CRL

number)

[HHZIE RS0 E)

A S R UE 54 2
245 LA 0

D) A ZEIE S Hongkong Post e-Cert CA 1 - 15" R 4B A vE N /2 HH A B A2 TE 5 4085 18 B =X

PRAER= AL (Standard fields) | 74207 (Sub-fields) | B (A IE FHRUBSIE HLAL AL P 25 HIE

WA (Version) v2 DA B 7R AIE TR TS s 20
JiAS 9 X.509 5 iR

2 B 2R (Signature sha256RSA A B R H DA ZBHIE P

algorithm ID) FRSE R R D

KN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, R T ORE B K R B A

o=Hongkong Post, VE AL
I=Hong Kong,

s=Hong Kong,

c=HK

BEVREEHT (This update) [UTC 8] DA B IR AE P U B R
i H I G2 UCE )

TR HT (Next update) [UTC I 8] RoR TN UIE P53 s T 12
AN H I /T A (R OCE
¥, MASTERIHMZE
R o ARAERZAEAE Ml A (R
JE » UEFSUBE S S B R SR &
KA

FEHIET (Revoked FFE+: (User [EHF 9] WA= A AR RS BE 57

certificates) certificate) =1

iG] =R [UTC It [f]] WA S TR AR VI~ R I )

(Revocation date)

UE TSI B R PR ZE R AL (CRL entry extensions)

JEEES (Reason

code)

(AU 2 U D

(B D

FRAELZEARAEAL (Standard ext

ension) CPR¥E 2D

LB TS RE R ) 42 FR
(Authority key identifier)

K (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR A 1
LS TE PR RN Y
L HIBCR A TT DAL o

F*5 (Serial number)
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20184E5 H 31 H

YRS 1.3.6.1.4.1.16030.1.7.1

8Hang,"(cmg FPoste-Cert
EHBPHRRTHE

65



FREAREAL (Standard fields) | AL (Sub-fields) |FEAARIE FIH T AL AL N 2 HIE
IE P 559 (CRL [HZIE RS 4] A BoRE PRGBS,
number) %45 LU 207 4

AU L2 ST S A IR IS B, 077 SR A S i B S I R AR B R SR B BRI A
SEAE LR BT H AT A A 75 B SR S A A o i A HE BB TS ] T R iR B T

http://crl] hongkongpost.gov.hk/crl/RootCATARL.crl B¢

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

@V) EHRUE$ "Hongkong Post Root CA 1"FR4E 2 vh U & HH A 42 AL S T Sk =X

FRUERZ AL (Standard fields) | FASNL (Sub-fields) |FBURAETE AL AL N 2 ZiE
RRAS (Version) v2 DA B 7R AZ AR T B =0
FRAS A X.509 26 AR
2 B 5 =R (Signature shalRSA DA B 7R DL B I B
algorithm ID) L <Ncaf = AR RIALE T
N (Issuer name) cn=Hongkong Post Root CA 1 MR B RSB Kk R
o=Hongkong Post THEMIHLA
c=HK
BEVREEHT (This update) [UTC k8] DA B R A PR i B 1 R
H B G REHD
NREEHT (Next update) [UTC e FoR N USRS o T B
AN s B R (R
o, mMASTERMENZ G
Rt e MR AZAE ARV v R
SE » BEAURGHETS B AR TR
]
FUEHIETS (Revoked FPEP (User BEBF5] BEAF) Y E IR A 55
certificates) certificate) =1
i H [UTC B A A S AR I 5 P B ]

(Revocation date)

UEPIEHTE AR ZE MR (CRL entry extensions)

JE S (Reason

code)

(HUE 2 AR D )

(B D

FREIE A AT (Standard extension)  CPRYE 2)

LI R R TR 44 F
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR F 1
B BB BURAHTE S AN R
RL RTHCS A T R

75 (Serial number)

R NIEHS P 5]

A BRI NEB S

UEAS IR 5 55 (CRL

number)

[HZIE R G0 2E)

SRR S R I B 905
s LA 2.

RN K s Issuer

distribution point)

RAEA e =1
RAEA AR IEA =2
[ 27 CRL=1%

(BN “IR8” #240)

(V) TRAEAHEN LR HIEFREPLEHE -

AP EAIE PRSI TR B 2 ] i 28 A SCRFEE A I 28 EAEPRRAS BE2RA  —ANITf F) 2 e A5 RS
IO B R R DA 2R
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl

FREREAL FHEAL R =XA VAN VE
(Standard (Sub-fields) (Sub-fields)
Fields)
R iR A (Version) v1 (0x0)
(Response data) | 2] e 1R [by key FE20S [N BRI IR A0 A RL SHA-L 43
Responder ID 2 {E]
Produced At /=4 [Generalized i} [&]] I B 252 I ) (GMT+0).
%:
Sequence of Single Response 21— N2 ()7 41
Single Response (Certificate ID | [k [¥)1IE F5 iR 5l 44 FK] BURMEF IR AR
BN TEFS IR o JHERELRT
o RIMANEBEAIIIIE
LIED
o RIMARARMIZRERE
o FPFE
EIRES LIRS RPIREA] AR W (A B, 1E
(Certificate (GMT+0) FHHaLaH IR AR (B
status) VE D) BRM
A YRS HT This |[Generalized B[] UE P IERRIR A H A
update i E] (GMT+0).
N IKHEHT Next|[Generalized 7] SEHTIE IR H 1A ()
update (GMT+0).
2B AR sha256RSA FH 2528 0 B 25 B Bk
(Signature
algorithm ID)
2528 (Signature) 28 ] M4
Wk [N 2 ARl 25 8 IR AR | B2 25 Al i R 28 B IE
(Certificate)
P

Lo BUR AT TSRO EAS AL T 21 S 0 22 iR e «

0=AREH: 1= BHTRSNE; 2 = BAENLRBURAMIE: 3 = IS,
4 = PS5 = UENLRA ISR 6 = UEF AR I 4

MBI AT AR MR IE BRI R, Frel [EEAE ] 2B [0) Foax (R [REM D.
2. BRAESIANEM], PrAfREEARRALEY “JESREE” (Non-Critical) ZEAHAZAL .
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PR D - BB THE - IRFME
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HiF D

EZR B FUE P (A AR 2%)
Bic A IREWERIATBUIX BURZE KB R B IEZ MR SR MR o] 2 AR B e s
FEAAT BUX BUMBUR & 381 T8
EEEA A |BIEiEA
PR BR A HK$200,000
AHE p3
[ 2048 f7JG RSA
KE
FEAE X HEIC AT A
iy
Bxt&ar (XA FR(Domain Name)s B M HRZBURE 1 & 45
RS | B E B
EBREE = B ALK
BIC AR = BIiC AW Z R IR ES 2 FR S AE F AR T 44 1 H 2 B il IR 2% 44 FR
&l v BiCASERS (HEBITBRS 4
o FIE AN ZAF I EIE TR
B RITH AR HEN] 55 9.1 4%
P H
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BitR G - BIENLSHRIRIE I B0

HR G

MRIFUEF AR
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1

Hongkong Post Root CA 1

20034E5H15H 2 20235715
H

Hongkong Post e-Cert CA 1

20034E5H15H 2 2013457 15
H

A AR IET H120104F:2 H 26 H e 1k
RHNTHE S .

Hongkong Post e-Cert CA 1 - 10

20104E1H9H 2 20235115
H

sErpgRIETS 2016551 1 HEfF1E K
ERNCIRTIS

Hongkong Post e-Cert CA1 - 14

20144E11 H30H % 202345 H
15H

SErPRIETS 2016559 1 H 1R K
ERNCIRTIS P

Hongkong Post e-Cert CA1 - 15

20154ETH4H £ 202345 H15H

SErPRIETS 12015559 H 1 HEIT 46 K&
A4S HE 2

ArHSIRBUH FIEFS AR R e )
201845 31 H
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