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2 WOHH 421 % ULRF A K 4 E R(Baseline | 2018 4F 7 H 30 H
Requirement) [ 38561 7%

3 SR A IS BUZIEN L RSN E B 5 A 2 5 293] 20184F 10 H 31 H
4 1B TEAIEFS 30 A I 73 B O R e 5 201942 1 H

SRS - RIS EAT A MR ECE T RE
CHRAN RIS FREIRBERR S 5 K

11
F SIS AR AZ AR b v

2019 ﬂi 2 H 1 El 8Hang,l’ong.H)yte-cerl:
YIRS 1.3.6.1.4.1.16030.1.7.4 FEBRBTHE
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Policies) M Bt B Do By T U ¥4 R 0 #5 4h, BT A F7F & A5 26 ZE R I FE B 7R 3 B 45 LA H
FZUEALOG B S48 18 35 7 i 2 e H — AN 4 A1 18 531 A

HURIBRIE SSLEFS *2.23.140.1.2.27
13 ARERS 5

1.3.1 BEHLR
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AR IREO EFIC N 2 S5 Ty A HEN f 5 810 N BLEAE NSO IR ez & 20 22 56k AT 5 SO PR
il TREILNR BN RIMECNIES 2 A AL, BZiaitt. RFEECAE AL, K
HEN R %58 Nt i SECDOR RIS B S 1 1R DU S A8 AR 2 ) B A HE A Y« JREH
L NATUE AN R e de N3 s TR VR K, IRt T~ SR TR ZAE BT SRR E T
fH.
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b) HEEIHIENA R CHHESER A I (ILER 4.1 2 4.4 %),

©)  AEHIEF IR AATIUEF U TE 8 LU R BRSNS 4.9 260, K
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1.3.2 ML

FZAE B IO ML IV 8 R 5 25 s S Bt s He A i AREE N, B HB AT ARUE N VEIR 2 2 T XS5 3.2
BLIRFENE LN 2 F T B MBI A T o A% UE B ACHLIRAC TR 7 s S AL £ A AR BE AR 40 A vHE 0| A7 8¢
NP SR BT it 2 SO R 3Rk . Fr i MBI U 22 2456 HAZAIE B e ML oS B PAT B A = 2 30
ITEWITE ThEE. BT BURIFTER 57 1 57 .

FLEBACHLRA NI EACN L L5, IIAEUAR I R BCA A i FEFS,  BOatiics KO i
SCAF BRI S D N B N AR AR IR DT . R SICH LR AT MOV R B I BUR AT &
BT AR I 55 Rt AL IRA BURR A M M St 510 AP 25k (BRAE K
H AP S g NIERSOERETIZE R . EAEMER T, BIEEIEHRATRBEEA
P EAZIE B BN RAR B I EEBUE A ATAZEN LS R ) Z IE T3 B8 NBUAHE A LA B S E.

Z MK E - BB EOE FIEBZIEE LA B CEA D
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() REHEMBEIRARKEMEAENRA T T ARG N, BEEH R BHRAEIZ S RGN DILAb D7 Uk 5,
() BEFAFAR BINORIZSE O R B AR IZ R SN BAE AR LTI 2 BRI ARGEA) -

“HA N ERRE T AR S, MR BRI S, B2 AR B AR A R
“RW” HUETINE, 15
(@ HEIZIES, AERZIEBE SRR TEZE AR A BORRBD SR ZIEBS IR BN, EANZA; 5
(b) BZIEBESE KR TEZERA T2 BORBOVR KA ZIEB AR BN, ERZA, RIGHEIZIE, &
JEFRMZIE FiZ N ;

“EEXTETDRL” EAEXIARE TG RS, SRR NI S AR EARSRZ ATFERDRL, % ATT TR ] R S %R N T
AT P (LS

“LIAR " IR TR (RIRES) T, SREIET A4 WA B MA I Es AR, HETS i T2 M iRes AR 2
¥ 5o

“OCSP” 474 BUEFIRAE L

“Z LIEFREBIRIMLA” f5— A BAEB L), RV LB TEB RS
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“FBN” FRFEUELGI 553 T (AT AL S KB,

“RWME” SR TAFRMNE, RN AEIZLRE, S MO B A IZD R, AP A
“ANEBRE” 15T RSB B TE 5 R AL NS T A

“ERVSHRBLEA” FAIIEGI 08 B C(HEECE M) PrRE K.

“RANEERDRL” FEBCRT B R A A AR R 2 58 2 R AL

CATTEERGRL” FRBCRT TR A A SR A 38 2 R AL

“UAES” #:
(a)  HEHAE T2 5 D15 22 AT Z s
(b)  JRHRAE T2 S50 22 AT LUE T2 S HBSRFAL D 2R
(0)  HTACEARII 34 STTBRAE IR A TIE 5 L IE T3

UTTBAENLR” JHHIEFL T4 5 0I5 21 AT L RIENLE 34 R FTRIENL .

“EF REATHIALIEE . AT RIS 2 R, A A7 7 b T oS T AR RS L2 7

“BAEBICHLR" SRR EBIEEE, AREBHBUZIENAT IR, IF R A EIBUZIENLIC 235 TS5 2L
o

“BHEANLT, BIROBTT, RIER R, OB e A (B0 ZIER TR R TR A
“FIEEREWGTIE" R PR BRSO LA CAZ @RIV, Ilp 2y bt ht . Has 5% s i iRl o
“RHHEPRA” TR TR T 4R B 2 SRR A

“REFERE” fR GRS 2L DU AR SUEASA SRR AR S

“UBTANR” BEAZAEN RS, IRIE LGS ARSI I 3l R

“B7 o “%BEB” OFHEEVESURING RE BN BRI AEMAFS, sz N BRI AR 77 82 .

“UEFREFI B 45 455 — sk A AR S L FIE B —MEBENE HEE, ZHESKE—MIEFEER FZL,
PARZS RVE R IZAEAS AR SR I 18] PN H A

“BEESUE" DR E T BN S BAHIE

“S/MIME” HIR% / £ 3y e ELIK I s 48 (1455

“SSL” HMREH R4S

“rBRIESS” 15 HIHRYEAIE T3 Hongkong Post Root CA 1" BT A M sp RIZAEN L SUE F, IR T2 A & MR EOA ATE TS .
“BHNHRE” TR T RS AR AR ZERN, PATELP RS L.
CEIBNT TR AL TR

() FEFAUEAS R4 BRI S E1S;

(i) CEZZIES: &
(i) FFA SIS A TR RS N2 A0 N IR 5
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“EIRAW” 1R E SN KA HEEOT S AP, B S AR FE R LSS SR A AR L U ) 255K
“BIRANM” FRIEEICARIU: SRR CAEF IS AL, AR AL RS E L, A2 9 & B T3k
KT Z B .

“ERBRT FRIEBRAELTHER.

“TLS” B fkhiy 2R g M4 s

“FARRR” TRTTG LU I KA RER . BRI AR

(a) 7 Bl 22 2] G T 32 NAR B AN 8 s

(b) FEFTHUE IR OL . FTEENE R A7 SR8 T BEA) P4 4 K IR 5577 T A 215 2K
() AEMIESPIT I ETIRE: [

(d) U8 sz 24 )5 .

“WebTrust for Certification Authorities” B 7 http://www.webtrust.org A4 2 I B INEE RVEM <2 1T (CPA)
WebTrust i1

CEARR " IR IETS RIARES) T, FREE PR AR M 44 TR 10 5 B A% R A PRI S e 3 A7 46 7E Dl
Fers (RIS “=” ), HEF A T EC AU BT R A — 44 27384 1O BT fel AR 44

APITHRTRZ %, WREBFEEE TSI T R N ATFERRAR USE, THZIERZ B AAZEN, UG
Z B AT EIRZAEASE D -
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http://www.webtrust.org/

H-F B
3% B - EIEBRBUER FIEH#E

AP VE IR B 4R UE 5 "Hongkong Post e-Cert CA 1 - 10" "Hongkong Post e-Cert CA 1-14" A "Hongkong
Post e-Cert CA 1-15" MR H& AL UEAE b 25 & 1 FE -k FoA% =0 Qi 1 Hh 2 A5 B At 4 8%
FR A AR AZUEAE Y D) 25 R e P =X, iR e Bk H BAER [HEBEBGE ] WY
RIS, 7 B AE S RRCAS IR A ML AE )

) BTIER (RS KK

DL NiE T B 4kE 5 Hongkong Post e-Cert CA 1-107 PAZ% i BREFSHA- 1R BT HE-FIET (Al iR
) OR SRR BE PRSI L)) -

(B HEHBUZIENLIC H 2016 4F 1 H 1 B2 2% 1k dh 4%1iE 5" Hongkong Post e-Cert CA 1 -
10" 2R FIE (fAIRES)- )

ALK | EAARE
Fr#ER= (Standard fields) HFIES (fERES) HFIET (AR AR (RREE)
“SBAR " “ "
J&A (Version) X.509 V3
JF5 (Serial number) [ MIBUR G E 1 = A a3
22 H R (Signature shalRSA
algorithm ID)
RN (ssuer) cn=Hongkong Post e-Cert CA 1 - 10
o=Hongkong Post
c=HK
B (Validity period) |AFET Not  |[HEFHIBE RS E WUTC KA
before)
AET Not  |[HEHINE RS X E FUTC B[]
after)
FE 1k ZFR (Subject name) en=[fAIRAS L AR] HED
ou=[EICANZHE T )
ou=[F MV BACUE 154 5 +EMHIE P/ BICIE B R 5+ HAth] (s
ou=[E I FR] Cpiead
ou=[F L AN AT BRI 24 FR)
o=Hongkong Post e-Cert (Server)
c=HK

FRATFERDR TR (Subject public key
info) S5 (Algorithm ID): RSA

AFFERLR (Public key): TR BE A2048070 70
RHENRH LR Issuer unique identifier) | A1

e NRFILFR (Subject unique HAF
identifier)

FRUEFE(HAEAL (Standard extension) CHHES)
PSRRI B | R H A Ossuer) |cn=Hongkong Post Root CA 1,
(Authority key identifier) o=Hongkong Post,

c=HK

FF5 Serial [ AAbSREL]

number)
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L=V | = AREN
Fr#ERE (Standard fields) BAER (FEIRES) HTFIEP (RREE) HTIES (RRER)
“ERR " “ZIBAR "
FLRAER FYE Key TR N WILEE, RN
usage)
(HAEN “oef” 2460
WEHBUSE (Certificate Policy Identifier = (FEIRANRS] (ki )
policy) Policy Qualifier ID = CPS
Qualifier : [AZIE/EM#E NI FTURL]
FEHA4 (Subject DNS RAEH [FRLHANZFERESL  |[FARLFRAZFEIREE 2]
alternative name) ] + [ B | + [0 & 49] [HSMARRES
HIRIRAR K] CuhED BRR] CHhED

rfc822 RAEH
RHENFN% [ssuer HRAH
alternative name)
FEAPRH (Basic EX LTSt e Sk
constraints) (Subject type)

B K IR | G

(Path length

constraint)
FEAR B RERL AR A 7 vk AL fa] IR 2% B8 1E
(Extended key usage) P IR
EBHEHF RS KR Iy KRR = [IE B RUEIE By K sURL] (9>
(CRL distribution point)
Netscape ZEfH AL (Netscape extension) CH:s)
Netscape TEF528% (Netscape cert type)  |SSL Server B
Netscape SSLAAIARES & % (Netscape SSL | A A
server name)
Netscape %% (Netscape comment) A

PLR i T B 4K E 15 "Hongkong Post e-Cert CA 1-14” PA4%1% B SHA-256 & L FIETS (fd]

i)

(ASCHFER ARSI EIRILDD -

(TR BUZIENL S H 2016 42 9 H 1 Hikd 4% 1k B 1 4k 1iE+" Hongkong Post e-Cert CA 1 -
14" 250 FL TR (] Rs). )

AR | VAR EN
FRUERE (Standard fields) HTFIER (RS HTFIE (fRARER) HTIER (RRS)
“ iﬁﬁﬁﬂﬁ " “ giﬁ’!ﬁ (]
WA (Version) X.509 V3
5 (Serial number) [E A HE MO RS B 1 — 0 TR 2H 7S k30
ZEHAHRH (Signature sha256RSA
algorithm ID)
RHA (ssuer) cn=Hongkong Post e-Cert CA 1 - 14
o=Hongkong Post
c=HK
B (Validity period) |FAETF Mot |[HIFHITE RS & B MUTC K H]]
before)
AIRF Not  |[HFHEI RS W ERIUTC &)
after)

AR FHIES ALk AE

20192 A 1 H
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LB FR | = AREN

Fr#ERE (Standard fields) HED (RRS) HAER (RIRES) HEER (RRES
“HEFIRR " “ZIBAR "

FHLFK (Subject name) en=[fAl AR#s A FR] (hED

[
ou=[BICAZH IS )
ou=[fEM B CE P 5 HEMHE BB P R 5+ A e
ou=[BIC AW ZHR] e

ou=[B i AWK T 1 1 467K
o=Hongkong Post e-Cert (Server)
c=HK

EHRATFERER LR (Subject public key

H R (Algorithm ID): RSA

info) NI R (Public key): %S RLK FE 204847 7T
RHENRF LR Issuer unique identifier) | A1
B ANRA 4R (Subject unique FA#
identifier)
FRUEFE(HAEAL (Standard extension) C(HHES)
BUHHME BV7 18] (Authority |BIENLIRKR W | [ & A TFHIEF URL]
Information Access) A (Certification

Authority

Issuer)
PR BRI B R [ A NIE 45 1 32 A 2 S R B R R A
(Authority key identifier)
FARBEERR AR [EARR AT E e ) 2k 23 {E (Hash Value)
(Subject Key Identifier)
ERRATH 7 Key YR N HALAE, N
usage)

(BB “oREE” 1240
UEHEE (Certificate Policy Identifier = (¥R HIIE] CHtit 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZUFA/EMV#E U FFTURL)
FEHF4 (Subject DNS AL [EERLBRRA A RjEs % |[EARBIRA A7 R 2R
altemative name) ]+ (A AEECRF S | + [0 2 49] [FyMA ds
HIR AR AR A4 FR] ot ZHR] (s

1fc822 RAFH
RHEAFB (ssuer AL
alternative name)
FAPRE] (Basic EXLS it S SR N
constraints) (Subject type)

B ERS] | C

(Path length

constraint)
FEM IR A T v RAEH ] e Bk
(Extended key usage) FH 7 ity B8E
IEHHEE RS KR 3R AR = [E PSS S50 K AURL] (HEID
(CRL distribution point)

Netscape ZE{H =0 (Netscape extension) ¢HHES)

Netscape IEF528% (Netscape cert type) | SSL Server EXE0]
Netscape SSLAAIAR %4 #% (Netscape SSL | K AdiH

server name)

Netscape %% (Netscape comment) KA

AR FHIES ALk AE

20192 A 1 H
PR IR«
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PR AiE A T B H 480 5 "Hongkong Post e-Cert CA 1-157 PAZ4 2 pR g SHA-256 & HHTHE-FIEH (fd]

W) R FEPARABIILD) -
AR | EARE
FR#EAE (Standard fields) EUWEHSB TR T | FUSHRBUE FRE T | B HSERBR AR B FHIE
W (FARES) EH (AR B (AR
“SAI " “EHIE "
A (Version) X.509 V3
5 (Serial number) [ B R VB 1 =07 o2 oS kb 30
K ZH AR5 (Signature sha2S6RSA
algorithm ID)
K H A (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15
o=Hongkong Post
I=Hong Kong
s=Hong Kong
c=HK
BRI (Validity period) |AF-T Not  |[HIAEEMEBR S 1 E MUTC )]
before)
ABT (Not |[HAEFEIFH ARSI ENUTC W (a])]
after)
FEAELFR (Subject name) en=[fAIRAS B AR] (D
ou=[BICANZHE I T] )
ou=[ A M B EE B4 T HEMHIE /200 B dn 5+ 3540 (e
ou=Hongkong Post e-Cert (Server)
ou=[BIL AN AT BRI 1 24 FR)
o=[B L AHMIATR] i
1=Hong Kong
s=Hong Kong
c=HK
FEERATFEER R SR (Algorithm ID): RSA
(Subject public key info) ANFFEETD L (Public key): SRR A20484 J6
RHENIRH LK Jssuer FAFEH
unique identifier)
BIRNIRFI B RAFH
(Subject unique identifier)
FRYESE R AL (Standard extension) (kS
BUHHME B 1718 (Authority | UEALRAR H | [ H A KA HFHIEF URL]
Information Access) A (Certification
Authority
Issuer)
£ EIEPPIRES | (28 L AE POk A M2 B2 IR A% 1 URL] e 12
ERFL
LRGN B FR [t NAIE 5 B 3 AR 35 A R AR R 777 ]
(Authority key identifier)
TREIT R (R AT E MR A H (Hash Value) ]
(Subject Key Identifier)
FEMAAERTTE Key I8, S RN
usage)

(BN “5R6d” #2460

AR FHIES ALk AE

20192 A 1 H
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L=V | = AREN
Fr#ERE (Standard fields) FWABUE FZIERT | FBIBEFZIERT | FHHSBERFZIE R FIE
iEH (fAAR2:) IEF (fRARAR) B (A RAR)
“HRMR" “ZIBRR "
WEHBUE (Certificate Policy Identifier = (FEIRANFD] (ki 6
policy) Policy Qualifier Id = CPS
Qualifier : [AZIE/EM#E NI FTURL]
Policy Identifier =2.23.140.1.2.2 (fi% 13)
Policy Qualifier Id = CPS
Qualifier : [AZIEAEM#ENI FTURL]
FEHA4 (Subject DNS (B Nk i & = I X 1 A k2 A I X 2 S el i B
alternative name) g9 ] + [ B | + [0 & 49] [HiSMARES
SR il e T S oD B s
rfc822 RAEH
RHENF% [ssuer HRAH
alternative name)
FARR$] (Basic EXue it 2 SIMIN
constraints) (Subject type)
B KRS (o
(Path length
constraint)
FEAR B RE R A 7 vk fa] IR 2% B8 31E
(Extended key usage) FH P i 360
EBHEBRSR R Iy R IATE = [IE P HUEIE B KA URL] (1D
(CRL distribution point)
1.3.6.1.4.1.11129.2.4.2 UEFIZE I )2k (signed certificate timestamp)
Netscape ZEfH AL (Netscape extension) CH:s)
Netscape TEF52E! (Netscape cert type) | AAdi
Netscape SSLAAIARES & % (Netscape SSL | A A
server name)
Netscape %% (Netscape comment) A

BFHE -

A A

B NG 2 A7 R 2 A% (L35 4R AR 28 B X 3844 FR (Domain Name)) . HLTIEH (fRIARES) “ERIRR " FIMFEIARES 44
FR A 52 BA% 2R 3 A4 BRI B 22 I3 s UABIC AT (RIS “*”, FRONIBECAFE0r ), JREMEF A F&id AW BT
WA B E— k4 5752 T A Rl g 2K, Bn: * eCert.gov.hk, *.subdomain.eCert.gov.hk.

B ANSERT: 10T

“TENBCIE RS ” 247 — 8 16 3T /7 8 e m Bt BgRS, EAEHNEC0”)), “EMET /&
TCAEP” 247 —8 8 BT/ 8F LUnEAHE D / BidiE P50 T s B/ 76, RIS SEC“0” ), WkiEM
W BCIE RS, A AZE(“0” )Y, “Hih” A0 — 8% 30 MEFFR (0R). BT X BUR
ERI1Z “TBILgwS” K UEMHET / BCiE” AN ECC0” ), FITRER (Bl HKPO AR & HEIT ) 2
N CHAh” R

AR AR R R TR FRAE BRI, HAHA SR Bon OLAEGIE B HEN 25 3.1.1.7 45
BRAES AME, FTA bRdE BN K Netscape ZEfHFALI N “IEREE”  (Non-Critical) ZEMHFEAL .

AR B AR AUEN PR 3D (Object Identifier, OID)o =T ASUENIAIMILEIR AT, ESHE 1.1 %5

FET (fAREs) “HHM " EEN LS A AR ZIR, — N NERTEERATRAN 2 AR TR, Heik
X A4 R B 2 30 A TEECRF (REES “*7, FONBECAFIRAD ), 13— NN AT IBEC AR A ks 2k ()
. *eCert.gov.hk & eCert.gov.hk).

FFET (AR “Z 3R " 2 EERNATTE S 2 2 50 MalRas 2R, B2 B TEE R L FRN 1A ks 2K,
KA 0 2 49 NFIMA RS B FR . AT HEIBRAT (RS ) ARSI ASPEZ.
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Xt F B oH 4% iF 5 "Hongkong Post e-Cert CA 1 - 10"FT K HE B, iE PRHE RO KA URL N
http://crl1.hongkongpost.gov.hk/erl/eCertCA1-10CRL1.crl » B39 4kiEH "Hongkong Post e-Cert CA 1 - 10"k ity [#4k
WP RGEE R .

Xt F B oH 4% iF 5 "Hongkong Post e-Cert CA 1 - M4"Fi K HME B, iE PRME RO KA URL N
http://crl1.hongkongpost.gov.hk/erl/eCertCA1-14CRL1.crl » B39 4kiE+ "Hongkong Post e-Cert CA 1 - 14"k i) [#4k
IEF IR B

Xt F B o 4% 3 5 "Hongkong Post e-Cert CA 1 - 1S"FT R HIIE B, iE BB E RS KA URL N
http://crl1.hongkongpost.gov.hk/erl/eCertCA1-15CRL1.crl, B3 4#iE 5" Hongkong Post e-Cert CA 1- 15"AT & H T [ BEAARIIE
PR,

28 AF TR S8 TR Z 8 BF IR AR 119 URL M http://ocspl.hongkongpost.gov.hk
ARSI T RZAENL /3 S B IR D, BT AR AR IEAZ A HL oS/ BE 8 18 I FE 2R TRk & Y HOAIE 5 -1 4

ARLZE
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://ocsp1.hongkongpost.gov.hk/

HiRC

MEs% C - FISHRBUE BHEAEE(CRL) - BISIBUIRSUBEE BARL) AR L LIE RS E
(OCSP Response)# =X

A5 C FEIR A I H H 4k IE 5" Hongkong Post e-Cert CA 1 - 10"+ "Hongkong Post e-Cert CA 1 - 14"#1"Hongkong Post
e-Cert CA 1 - 15" Bt & H B UE T3 FUEH I 5. DA S i s IS SR 352 AN A0 V75 B 1) BT S s A e HE AN A% =0, DA e il
“Hongkong Post Root CA 17 Bt &t I BURUES I FR-(ARL) 1958 3 S AT R ILA% =

Ak, s R A — M E R4 N “Hongkong Post Root CA 1 OCSP Responder” 4% _FAE 0 IRAS @ IR 2925 8
NIET, %é/%ﬂiﬂﬂlE?‘*ﬂ*/\?féJ:iE%flﬁ*i_iﬂﬂé’thxﬁEli%%ﬁfﬁiﬂf% “Hongkong Post Root CA 17 #AT4k
AR B INR L E . B A —MEES FE 4N “Hongkong Post e-Cert CA 1 - 15 OCSP Responder” HJ
28 FUETRIRS IR 2288 NAE, TR — AN BAE RS 18 U 29 8% 2 Aa] ARk 2% A Hh 44 E 15 “ Hongkong Post
e-Cert CA 1- 15”7 BHTL LIFFRIRASIEIMAM A E . BRULLIAN, 28 FIE 1R A B R L B2 A IR 2 3R 0 i T
—/NE— RIS 01D “1.3.6.1.4.1.16030.1.6”7, 45 & T2k _FiE Fo R A TR £ 2838 A IE 15 1 E PR ”
AL FEMYSR C MG 3T, MR AL ik TR N2 B A% e

T ME R R = R 8 M A AR N IR P3RS B GRS B AR s 18] 09:15+ 14:15 & 19:00 (RIS AR R
SERF[GMT 8% UTC] BFTE] 01:15+ 06:15 22 11:00));  UEF e I B2k A AR H5 A AZ EA'E b o4 DU i 50 1 'R -k 5 1
Pl

a) [BARIEPIEAER ] Eull CRL) 5479 H1 H 4kE 5 "Hongkong Post e-Cert CA 1 - 10","Hongkong Post e-
Cert CA 1 - 14"#1"Hongkong Post e-Cert CA 1 - 15"Fr & HFIFTA T CREIEB 1R . AR 05T iR AL
HE(URL)ZREL [ BEAARUE RS TE H  :

i FH 7 4k 31FE 15 "Hongkong Post e-Cert CA 1 - 10"FT & H HIAIE 13-
http://crll.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl 8%
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 10 CRL1, o=Hongkong Post,
¢=HK)

ii. P ZKIE T "Hongkong Post e-Cert CA 1 - 14"Fr /& H HIE 13-
http://crll.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl %,
1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 14 CRL1, o=Hongkong Post,
¢=HK)

iii. A ZKIE T "Hongkong Post e-Cert CA 1 - 15"Fr /& H HIETS:
http://crll.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl %,
1dap://ldap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post e-Cert CA 1 - 15 CRL1, o=Hongkong Post,
c=HK)

IR HRIET RS RS CREHEBRBRL AR THEBR [ERREENE 0 & s (CRL distribution points)
FEAL A E I A2 1k (URL) SR U 5K (R IEFS 4080 775 5

FE IR # 5 OL R, BRI TR A5, SRR ok I TS M. R BETUIL A A 7R EL A L
s T S SCAT AA  E R 7 S L SR A 4 I R SE T B A A I o AR AR R MR
HREFIREOLS, T EHEHEEN T http://www.eCert.gov.hk/ A A Ab FEAEASFHETIS .o

(D EH*4IEF Hongkong Post e-Cert CA 1 - 10"MRHEAHEN /& H i 23 31 3 B B A UE 40 15 A% K-
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http://crl1.hongkongpost.gov.hk/crl/eCertCA1-10CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-14CRL1.crl
http://crl1.hongkongpost.gov.hk/crl/eCertCA1-15CRL1.crl
http://www.ecert.gov.hk/

(Revocation date)

FRUERZAT (Standard Fields) | FA2A7 (Sub-fields) |7 & =0IEHREHTE [BERIEBREEE R | &1k
BRI PEXANES
WA (Version) V2 PEA SR E T s =
AR X509 5 AR
25 R A (Signature shalRSA A B oR ) DA AR PR S
algorithm ID) A BE AR A Y
K HN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 10 DA B R E I R AR R
o=Hongkong Post MR IN |
c=HK
VKT (This update) [UTC A )] R B RAE B RETE A
HH B G IREH
BT (Next update) [UTC K] FRoR T UGE T is B T 5
NI E IS B AR (R
B, MASTERWHEZ G
Rt o MR AZAE A b vE U 0
5B, UEPRATE AR R E
Fork
FUESIET (Revoked FHPET (User LEPF 5] A B E RS IE B IE B
certificates) certificate) =
G el R B [UTC A )] B S R R IR T3 A B )

UEPIUHTE R R ZE MR AL (CRL entry extensions)

JEEHS (Reason

code)

(HURS 2R R )

CBRAE D

FRAELE(RAFEAT (Standard extension)  CBE 2D

ML ZE R R TR ) 44 5K
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1

o=Hongkong Post
c¢=HK

BEA SR A R BOR LR F 1
5 BAIE TS SN B
R PRI BCRS 2 T S AL

[ (Serial number)

[ NTEFS 7 5]

R R R P2

(BN “xp”
A1)

UE PSR #5105 (CRL [HZIE RS54 A B R E PSRN T B Y
number) SRR = ON /1) 51 /s Weda o
KNG R R (Issuer [LL DER 753\t |[ARAEH] AR 73 B A TS
distribution point) HAIE T30 25 B 4 HAFH

& i (BEncoded

CRL Distribution

Point)]

@ M 4kiE+"Hongkong Post e-Cert CA 1 - 14"fR 35 A< #E N & HS B S ARE T8 1E Sk -

FRUERZAT (Standard fields)

FHAL (Sub-fields)

BRI BRI R AL R

#IE

o=Hongkong Post
c=HK

WA (Version) v2 DA B AR Fh R AR T B U
WA X.509 55 —hR

258 B AR (Signature sha256RSA B s H DS B T T

algorithm ID) I EERR Y

K (Issuer name) cn=Hongkong Post e-Cert CA 1 - 14 AR B RS E Kk AR e

TN

BEVREEHT (This update)

[UTC )]

SRR SR A B TR L 1k
H H 1 R

e AR L A (BN A

20192 A 1 H
PR IR«
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FRUEFZANL (Standard fields) | FAEAL (Sub-fields) |FEARIE UGS IE AN 2 F- SR
YR HT (Next update) [UTC A [a)] FOR TN UGE PRS2 T8
NI IS BT R (R
¥, MASTERBEZ G
St o MR AZATE A b v U
5B, UEPREE AR
FoRH
FSIE+H (Revoked FHFAIESS (User [EHF 5] B CREHE B RE 7
certificates) certificate) =
EHGEIRE L] [UTC A )] WO S AR HIE T D B (1]
(Revocation date)
WEP AT B B AEMF A7 (CRL entry extensions)
JR RS (Reason  |[HUESEE FH IR AL CBfHAE 1D
code)

FRUEZEHFEAT (Standard extension) (BT 2)

LI R R R AR
(Authority key identifier)

KHN (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c¢=HK

SRR SR AT S BRI A
25 BAIE PSS AN EE R
REFRIBCRS 22 T S AL o

J7*5 (Serial number)

(R NET P 5]

R R R PR =

R 55 15 (CRL

number)

[HHZIE R G072

SR S I A4 17 B 1
7, BT B A A

D) A ZEIE S Hongkong Post e-Cert CA 1 - 15" R 4B A vE N /2 1 A B A2 TE 5 U85 18 B =X

(Revocation date)

FREREAT (Standard fields) | FA=AL (Sub-fields) |HEAAIE TS TE HALAL P 25 o RER
WA (Version) v2 DA B 7R AIE TR TS s 20
WA A X.509 55 ZhR
2 B 2R (Signature sha256RSA A B o H DA BHIE T
algorithm ID) =)= M7 RPN ]
KN (Issuer name) cn=Hongkong Post e-Cert CA 1 - 15, R R ORE B K R B A
o=Hongkong Post, VE B
1=Hong Kong,
s=Hong Kong,
c=HK
BEVREE T (This update) [UTC I H]] DA B IR AE S U B R K
L T R OCE R
TR HT (Next update) [UTC I 8] RoR TN UIE P53 s T 12
AN E e mT Rt (R R
B, MASTERMNEIAZE
R ARHE ALV
SE, UEBREHE R SRR
SR
FEHIE T (Revoked FFHIES (User [EFF 5] A5 A UE B IIE B
certificates) certificate) =1
e E A [UTC & [a]] WA S TR R IE A B (]

UE TS HUE s R PR ZE A AL (CRL entry extensions)

JEERES (Reason

code)

(AU 2 AR D ]

(3 D

FRAELEARAEAL (Standard ext

ension) C(PR¥E 2D

LB TS RE R ) 42 FR
(Authority key identifier)

K (ssuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR A 1
LS TE PR RN Y
L HIBER AT DAL »

F*5 (Serial number)

(R NIES IR 5]

SRR R NIES P 5

e AR L A (BN A

201942 A 1H
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FREREAL (Standard fields) | AL (Sub-fields) |BEAARIE FIH T BEAL AL N 2 HIE
IE P 559 (CRL [HZIE RS 4] A B RAE P RAE BB g
number) 5, @S LU R A

T S L2 BT B A AT BRI I F, TS 0 A A R T 4R IE B A BORE . A MR 2 BEAEAE LR O R
A BAEAT 75 B SR S Ao ot BB BURCHR B R - N IR B R 3

http://crl] hongkongpost.gov.hk/crl/RootCATARL.crl B¢

1dap://1dap1.hongkongpost.gov.hk (port 389, cn=Hongkong Post Root CA 1, o=Hongkong Post, c=HK)

@V) EHRUE$ "Hongkong Post Root CA 1"FR4E 2 vh U & HH 42 AL S 1B Sk =X

FRUERZ AL (Standard fields) | FAENL (Sub-fields) |#BURAETE AL N 2 ZiE

WRAS (Version) v2 DA B 7R AZ ARSI B 20
FRAS A X.509 26 AR

2 B 5 =R (Signature shalRSA DA B 7R LB B

(Revocation date)

algorithm ID) <N i = AR RIS T
KN (Issuer name) cn=Hongkong Post Root CA 1 MR B RSB Kk R
o=Hongkong Post THEMIHL
c=HK
BEVREE BT (This update) [UTC k8] DA B R A AU i B 1 R
HHH G REHD
NREEHT (Next update) [UTC R a]) FoR N USRS T B
AN s B R (R R
o, mMASTERMENZ G
Rt e MR AZAEAE Y v R
5B, FRBUMANTE A REE R
JORH
FUEHIETS (Revoked FPEP (User BEFF5] BEAF) S EE IR A 55
certificates) certificate) =1
i H [UTC B A A S AR I 5 P B ]

UEPIHTE R ZE MR (CRL entry extensions)

JEEHS (Reason

code)

(HUE 2 AR I D )

(B D

FREIE A AT (Standard extension)  CPRYE 2)

LI R R TR 44 F
(Authority key identifier)

KN (Issuer)

cn=Hongkong Post Root CA 1
o=Hongkong Post
c=HK

SRR A R BOR LR 1
B BB BURAHTE S AN R
RL RTHCS A T R

75 (Serial number)

R NIES P 5]

A BRI NEB S

UEAS IR 5 55 (CRL

number)

[HZIE R G0 2E)

SR S RIS g%
7, Y IR A

RN K s (Issuer

distribution point)

REA R ES =5
REA AN LRI =2
[ 27 CRL=15%

(BN “RE” #240)

(V) TRAEAHEN LR HIEFREPLEHE -

A AR EAIEFIRESIE TR B 2 (] Bl 28 A SCRFEEA B 48 EAEPRRGS BE2RA . —ANIf A 2 EAiE 33

IO B R R DA 2R

e AR L A (BN A

20192 A 1 H
PR IR«
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http://crl1.hongkongpost.gov.hk/crl/RootCA1ARL.crl

FREREAL FAEA(Sub- FAENL(Sub- |7 K-S
(Standard fields) fields)
Fields)
VRS JRAS(Version) vl (0x0)
(Response data) | N 2] IRA% 1R [by key FE2MY | [N BRI IR A0 A HL SHA-1 4%
Responder ID i {H]
Produced At j=2E [Generalized i} [A]] LE N 22 ) (3] (GMT0).
%:
Sequence of Single Response H.— N2 [ 7
Single Response |Certificate ID  |[Z 3K [RIE+5 R3] 24 FK] BURMEF IR AR
R HEHIR o CRIERELR
o RIBANEBEAIIIIE
LIED
o RIMARARMIZRERE
o FPFE
EIRES [E T PR A WEE (MAEEM. i
(Certificate (B (GMT-+0)FH s B R A X AG
status) (P 1)) Biksn
R YR B 3H This |[Generalized F [7]] WE - IE IR AS I e B A
update i8] (GMT+0).
B [Generalized i [A]] FEOBTUEFRARAS Y H A 7]
Next update (GMTH0).
2B AR sha256RSA 22 N S
(Signature
algorithm ID)
2 2Z (Signature) [ H0R] M2 4
Wk (22 e s 2 2 N5 B | S22 A AR 1 2528 A E
(Certificate)
P

Lo BUR AT TSRO EAS AL T 21 S 0 22 iR e «

0=AREH: 1= BHTRSNE; 2 = BAENLRBURAMIE: 3 = IS,
4 = PS5 = UENLRA ISR 6 = UEF AR I 4

MBI AT AR MR IE BRI R, Frel [EEAE ] 2B [0) Foax (R [REM D.

BRI ANEN], PTA SRR ALY “HESCH”  (Non-Critical) ZEAHFAAT .

USRS E R RS AUEE ML E
20192 A 1 H
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HiF D
i D - FBIBEFED - BREHE

) BTIEBAEERS)

BER B TFUE 5 (fe] i 2%

AN R R AT BUX BURFRE KA RO TCIEZ U SRAF RN T 2 AL E A R 7
R AT BIX BURBGR R # T TEL%

EBRFEA HEICA

R HE R A HK$200,000
AHE =

EeX) A AL 2048 177G RSA
KE

FEAEECN HEid NBE T
iuya

Bxt&a [N A4 FR(Domain Name)s B M HRZRURE 1 & 45

EBAR | BEDEE N

ERAEE = S AP AR
BIRAKIE = GIC AU ARl s 4458 S AE 4450 44 N 31 22 B0 M iR s 4 B
B » B ASFERS (HEBIBRRGE)
= BILANZ A /LS BR
BILRATE WA AENEE 9.1 5%
#H
e Y —HEHNE

UAKZAEEM N 28 4.6.1 12 3.2 %%
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M F- BB FIEDRS - REBEFRSERATZ A AELE GBEERIE

AR M A U A28 H I, SR E A HE I T 55 A RO E TR F IR S et € 2 S T 55
PRA R ARG 2070 FIT -
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BitR G - BIENLSHRIRIE I B0

HR G

MRIFUEF AR

G

1

Hongkong Post Root CA 1

20034E5H15H & 20235715
H

Hongkong Post e-Cert CA 1

20034E5H15H 2 2013457 15
H

A AR IET H120104F:2 H 26 H e 1k
RHNTHE S .

Hongkong Post e-Cert CA 1 - 10

20104E1H9H 2 202375115
H

serp RIETS 2016551 1 HEfF1E K
AN ATIES

Hongkong Post e-Cert CA1 - 14

20144E11 H30H % 202345 H
15H

SErPRIETS 12016559 1 H 1R K
ERNCIRTIS P

Hongkong Post e-Cert CA1 - 15

20154ETH4H £ 202345 H15H

SErPARIEFS 112015529 1 HEIT 46 K&
A T4 HE 2
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BEAAAZUE/E AL 57 W 2 R4 T
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