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3 B N “Submission of Certificate Signing Request (CSR)” HJHLHE, ZERIKIZAL
AR BN Fr HE ML IEH LG I 363258 CSR.

AR BERMSHE R IR (FREE) HIF AW Apache [ Il iz
# LR RO B A R FIIE T2 E ER (CSR) VR D IR . A& ALY CSR K218
AL BN A M BUZUENL R A FIE P25

InpE MR R R R AR E IR, R ANRE 2R B AR . DR e 2 S 1]
T TRZTUEBEZ ER(CSR) R A HE &L HEAT &4

=i
INY



HIEH (fRIk#s) H 48/ — Apache I il i &5

B. PEAIERZEZEER(CSR)

1. AHRFEEH K E OpenSSL ALY “openssl” 22 FIRE 2 A U #
R REAIIE P55 8 ZOR(CSR) MES . ARl kst 2 FRET 12
HR AR S A ANE, P LLRTE NN S 25 K B4l s AR 9SS0

THRRFHALL T HEA 74—/ Triple-DES (3DES) I 1 2048
R TGH RSA 2505 2 (myserver.key) . B4 i N S il B 05 o

JER: DT 2048 1770 9 B ELE K GEFEEAE B IR EFE /G /R KT 2048
1770 H BE-SRALE 1 s N Fe 78 B A FF Ay 2048 17 70 1) % 15 2L,
MITIELEEAE I R EFE fE

VER: IR N R B 2GRE ST Apache K1
B BRI  E o

openssl genrsa —-des3 -out myserver.key 2048

2. THRFHA LT84 BRI E 02559 2 (myserver.key) r= 4 —/MiE
F 258 H5R (CSR) (myserver.csr) . BOE BN HT N 65

openssl req —new —-key myserver.key -out myserver.csr

IR PRLLT X509 UEP RPN, TSR LR SR

&t iR 45
Country N “HK” HK
State or Province i\ “Hong Kong” Hong Kong
Locality i\ “Hong Kong” Hong Kong
Organization BN ) A4 R My Organization
Organizational Unit 1% <Enter> B~
Common Name o N\ Al il 44 B WWW.Mmyserver.com
Email Address % <Enter> E7%

IR S W3R X N HoAth J@ 1 (ED challenge password & optional
company name). % <Enter> KE A1 %,
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http://www.myserver.com/
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JEE: IEHIRT /Common Name/ —f##i A IE 5719 &1 il iR #% 5 7 &
/Country Name / —/## A [HK /.

TR ZAHEH FUul 15 (fk#s) “ZHR" B il 7l
) “ZhR” iF4 /Common Name / —f#H, T\ L HiE7 1% o fir 1A
G [HTEE FUF 2 SRR #5 7 ) # a0 8 e iR 755 7 o
T [ FUF 153 055 TR # 5 B, JTE 75 174 il 1525 2
K(CSRYLFESIGA , BABEHTEIZ TP H RGBT, S /R 714
FEFE T IE 1) % FLE 5 1B 5

L E T UET (FRaE) @K, 15 /Common Name / —f#/7,
TN G H g 15 B SGH) | B AHT il 7R as & 7 R
B R A5 R R 5 B IR A 0 7 G F5 G AT | * | B34 -
A% *.myserver.com.
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VERE A G T XA R as £ R Tl 75 (liRas) - i 1 E R
Bz e 1R A X1 FfF ke ASCN 7270, FF ] LA i S/ —
WA FELRITHIE Y -

L2 e HiE
www. 1) fa] Ak 4% .com www.xn--3pqw8o2pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreganizational Unit Name (eg. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pqw8o2pk43espw.com
Email Address |[]:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:
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Tue 25/6/19 10:29 AM

CA Enquiry <enquiry@ecert.gov.hk>

Submission of Certificate Signing Request (CSR)
To MYeung Cheng
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R TEBRETENER, -ETEE (FRES)

HEATH

FIRRAE AT www.my-organisation.com

Ml PR £ 18 - www FERTEHE com

BiE 0l B 28 St 1

NN My Organisation
FAIES

ABPIBIE | S THIE -

HERRE: 1234567812312121

RS /AREEE 12345678
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4. HSCFgRARES (I DA IR BAT A IE AR R (CSR) A A
Hl 4= 8B N B ALHE “-----BEGIN NEW CERTIFICATE REQUEST-----"  J%
“-----END NEW CERTIFICATE REQUEST-—-" . ({&W &% B &R\

=
o



HIEH (fRIk#s) H 48/ — Apache I il i &5

5 ESEANM ENE  AEEEERK]-

2
G Hongkong Poste-Cert
FHBHETHE

The solution for e-Security

AAA BupMETESE
BEFEE (HRES

FHEE. 201212 1AL . FEBBLEEREOSEERATBRREL2 08 RMETHE (MRS - O
HRSAF IR R B 220480 7MW TEEB T HEEK) (Certificate Signing Request, CSR) ATFWHEE -
SEHeMEMAL -

HER TEBEFHBAEK (Certificate Signing Request, CSR) (2ikbase6s HWIBMPECSHI0) BT
BRI (122 3RIRF -

|

|

i

|

i
w
[i]
o)
H
=
0
IS
m
£
H
m
H
0
¥
5]
2]
8
o
]

|

|

|

i
>

MIICuDCCAaRCAQAWczELMAKGRAIUEBRMCSEsXxEjAQBgNVBAGTCULvbmegS29uZzES
MBAGAIUEBxMJISGIuZyBLb2 5nMSEwHWYDVOOKExhJbnRlens LdCBXaWRnaXRzIFBO
eSBMdGOxXGTAXBgNVEBAMTERdSdySteXNlenZlci5ib20wggEiMAOGCSqGSIL3DOER
RQUAR4IEDWAWEGEKROIBRODWOrGIPJCkghNdWnuWe rAMwd fLSdJogXzM105zgm/
CIWCOWVIOLO0PJEFHbe+0ime IKiNGT7a9+1TEVOLy3GVEWS Y/ ILg0+idKW3KeBXasR
LXB+pirXC/e/rwLGRINVIACIXVS082K02BmzjrgkBtzpVE/ hZipppdFYEWnRYHT8R |=
HxcaEmxsucrg/SNEfEWFBVML/pVDINGCbiZklz885aDCZPClcZ6X] cgUoWKE+WGH+
TEIm3XnzIrgKPVEDAXT/Txts0ThK1PIa61YORROASMZhascfkwlEcz0TpeKxZzd
LYwPR1FvezIdE9EPjYS5J4pJvBnODFT1EVC30Fl 8wgf 6PAGMBAAGGADANSgkghkiG
SwOBAQUFAROCACERS /XNrOmYEccXoRUSENKO1IMi kIbhOgaT 8RE4pYT3QZD+YTsav
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gllngkougl’mze-(:ert The solution for e-Security
BEBRRTEE

BX "ERBTHEER, -BFIE (AR

DITARNETSEAMER - -

HESH

FIRRE TS - veonw FEATEAREE com
HEaE My Organization
SHTEBPIRTE ¢ My Organization Unit
HWEFES: 1234567890123457
ATE  ATEES:

E e e Lib e

FEASTER

0001397035
sEEL: Hongkong Post Trial e-Cert (Server)
WM Hongkong Post Trial e-Cert SSL CA3 - 17
BEFE: 21d3 47 fb 40 69 89 01 b8 89 67 1d 62 29 30 7 d9 34 16 28
EERERERTA: SHA-256
BEERAY: 14/08/2019 - 14/08/2020

IR A - SESREARTAERE - SNENTERERE® o
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7. F# Hongkong Post e-Cert (Server)ilE 45,
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AREBRTER
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3. FORMTae CHME) S
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1. BT LM PEFZRE FEUF T TR Ul 75 (R#) .
httos./www.ecert.gov.hk/ic/sc/index sc.html

T EETHRTHE Ul (fAR#) &«

LRI RIFGIET5 Root CA3 25K I 2 1iF 15 "Hongkong Post e-Cert SSL CA 3
- 17" A[TELF PR

http/www l.ecert. gov.hk/root/ecert ssl ca 3-17 pem.cit

IR X 1IF13 "Hongkong Post Root CA 3 (X iiF15 2022) s H FLL M
b F#:

http/www l.ecert. gcov.hk/root/root ca 3 x gsca 13 pem.crt

N

3 B AR LA TS (fRas) = -

LRI 15 Root CA3 25K I 2 1iE 15 "Hongkong Post e-Cert EV SSL
CA3-17" A FLL R F#:

http./www l.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt

ZEER X iF 13 "Hongkong Post Root CA 3 (XX ilF152022) s H FLL M
HF F#:

http./www l.ecert.gov.hk/root/root ca 3 x gsca 13 pem.crt
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https://www.ecert.gov.hk/tc/sc/index_sc.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
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D. ZEMRIFIEF

1.

KRR B BEAIAP IR 1 P AR R A%t e 1 C DR 7 F 3 =Mk
P EH 2 F51 Apache ARSI H XA . RIEAF KRG, HFXEKE
HREAERTAR. )

foil
a) 3 4RUET “Hongkong Post e-Cert SSL CA 3 - 177 2R [fJ L FE
T (AR

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

b) %l 4kiE+) “Hongkong Post e-Cert EV SSL CA 3 - 17” 25K I 3Eff
WIERFIES (RRES) -

/usr/local/apache/conf/ssl.key/myserver.key
/usr/local/apache/conf/ssl.crt/cert0000812104.cer
/usr/local/apache/conf/ssl.crt/ecert ev ssl ca 3-17 pem.crt
/usr/local/apache/conf/ssl.crt/root ca 3 x gsca r3 pem.crt

#:3] Apache falfilk#% UEHA4 % H s (% 4n: Jusr/local/apache/conf/ssl.crt/)
W, ARG THORTH N LU T 18 4 filAE — AN 2 b 4R 4 S 58 SGIE 45 1AIE
4% 14 2 (hkpostca.crt) .

il
a) ‘3P 4kiET “Hongkong Post e-Cert SSL CA 3 - 17” 25 & 1Y BTk
B (RS -

cat ecert ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

b) 2%l 4kiE “Hongkong Post e-Cert EV SSL CA 3 - 17” 25K I 3Eff
WIERFIES (RS -

cat ecert ev ssl ca 3-17 pem.crt root ca 3 x gsca r3 pem.crt >
hkpostca.crt

FH SC 5 4 45 28 4T T ApacheSSL 21 25 % 5 R4 22 (51
lusr/local/apache/conf/ssl.conf).
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4, FRHEER SSL VirtualHost X, SR 5T ML 1] Alcss X e oy 5 0 DL R 1%
Eo W EAMNEE, HEITIE.

<VirtualHost *:443>

/apache/conf/ssl.key/myserver.key

# AUEIEEBUE e (Rl s

‘ertificateFile /usr/local/apache/conf/ssl.crt/cert0000812104.cer
# iSO IR T 5

SSLCertificateChainFile /usr/local/apache/conf/ssl.crt/hkpostca.crt

</VirtualHost>

5. AR KBTS A o

6. THARTFHANLLFELEH A H Apache fal iR .

apachectl stop

apachectl start




