eliongkong])ost e-Cert
e HE

BETae ([Aiket) HFEEM

Microsoft Exchange Server 2010 &

BETHA - 2022412 A



TFEW (fIE2) i P45 - Exchange Sever 2010

FREE (fAIRER) BB ATET] oo 2
%EEFI: FLBEFHEE «..oooee et 3
FEERT B BT B TR (CSR) vt 4
FEATET B FE B ZEIK(CSR) vt 12

HiEF'ZJ% [ ZEIEETE cooevvereeeiee i 17

HEHZRERIII B BLIARL) oo 23

BRI EREE S ovvvvoeerereesseerise it 27
{%T’\ BEIEE oottt 31
FEJFTETRL ..ottt 34



TFEW (fIE2) i P45 - Exchange Sever 2010

F.

A. BTEE (Eikes) HHFAESI

EFAEHEIZGERBEEEI R IZE T E (FAlkess) HEER > FRERRERFRSE
H ¥ 5§ & “Submission of Certificate Signing Request (CSR)” HYEEE] » TR ERTHE
RFFNEFBE BSR4 VEFESCCSR -

AHFfEM E Rt 2SGE TS ([Aikds) HEE ALMAAE Windows 2008
iy Exchange Sever 2010 7 4= FU w5 RLA1 56 3 2 B 2R (CSR)AVEEANEBE - 55
UNELHY CSRIRF &2 s B B Bl BUZ stk e LU FRe 5 2

IR MERSE 2 F R B R HHERL - SR A e e s lak s & - NSk R

TR E & B R (CSR)AT K B E HE E ke H &Y Ry i L T -
AR S8R FSRLA T - 552 RILU T B TSR B

H2

P TETBRE coovoeeeeeeeese ettt
G ZBIRTETBRL oottt



TFEW (fIE2) i P45 - Exchange Sever 2010

1 HH 8RR ER
EREHRFEE TS (Fkds) - 52HEM MR R
FE AR 5 ZER(CSR) s 4
FEATEE B IR B TR (CSR) it 12
D, R | ST EEZ oo 17
L BEFIREITE T FLIARL) vt 23
FEEBEATIIRBRETTER -oovvvreveeee ettt 27



TG ([R%) FFIER - Exchange Sever 2010

B. EATRERZER(CSR)

1. (BB EFER]>[Exchange Sever 2010]>[Exchange & F 24 15K ELEh
Exchange EH T E -
2. 7f[Exchange BH FIEE]HEN - EF[Microsoft Exchange WHEBHIZE]
3. BEFBIEIRESEE] o AEATIRENEL I - SIHT Exchange B3] -
Exchange =R TES =] |
HEF 8T WHRE HEAW
&= 5]
\-:-.-,_r_u_1i__cr0_soﬂExchange - . E ABRBENTE T (@i
= ?&c;ﬁ;&iﬁé}mhmge [EE0E  (win-Be ygﬁ'ﬁﬁm) | g -
s T5F8 O isRiEHARRE
' B £ - |ae S
%ggggm | Eg WIN-6EEROSFLSIT EiR{EE), A miTay, .. Version 140 (B | |50 FEHAE..
I AR, 1w ,
= EHE%“E o Ewen
= FFRTER 5
o LR
3 g L —
HHAE -
= WIN-6EBROSPLSIT 18ttt | WIN-GEBROSPLSIT
= IAR G EIEFEAR
= EERAFRTE.
Do EIREEEREREG...
Em EHEEAERNAS
5 EWUETLEA.
i\ EESh ...
(5] $FH8 Exchangs
Microzoft Exchange
Ll IERRTRIEE.
| | 13 | | 1 3|| @ EiEcme®.

H4



W46 (A% ) JiI 45 - Exchange Sever 2010

JEE BT R

FE T (1ARas ) HIZE LRI - RIE R E T

GO GE B FHrExchangei& ] + BAEFE H I Exchange %75 °

= ange BERTEE _[Olx
BRE ATW WA HEW
= %]
22 Microsoft Exchange - E ARBET 1 @i [@iE
B ?&C;E;;E;Eﬁ?dmge [UEPERE (vin-Be e — R
EEE%#@ A8 - [aE _ 3 g f@&?ﬁﬂé?ﬁﬁ;@%u;ﬁ_
& EinEsg | T WIN-EEBROGPLEIT EnEE), FERTE, . Verson 140 (B | [ BHEE.
e B, i y
= Eﬁﬁégﬁiﬁ o Zgmse
2 mPRTER o
e iR
o) —
;.%’a ?gzmﬁ WIN-GEBROSPLSIT
- g I 2 || JE T T
ﬂ WIN-6EBROSPLSIT 1 {Ethai f« = ARREREE
P BHESEERES
e EEmsEias
a EHUETEAT.
AL,
5 Pl Echang 58 &
Y B} Exchange 535
O as
Microsoft Exchange
W IERRRSEE .
5 B Bwhne 58 K
< iR
O e
5
< | 5 | | K —— i




W46 (A% ) JiI 45 - Exchange Sever 2010

4. g AEEEMY el AatE (41:Hong Kong Poste-cert) » Mif#[ N —20 | 5K 448 -

gj 1% Exchange %550
o \ Hift e
- e SRR BN B R IE A Ei B EPR RS B 1aRY -
] SER% ENEEMSTREE):
IHong Kong Post e-cer
se® | e | .




BT

27¢ =
Dﬂ

({EIfR28) FIFE¥5E — Exchange Sever 2010

5.

T[S e B 0

@ i Exchange %555
A | AW
. ﬁ?fﬁﬁﬁﬁi?m@@:ﬂ%hﬁﬁﬁﬁzﬁﬁﬁ?‘ﬁﬁ T P A SRR -
O Bizae EHEERS TR EENRADE - I EER -
i v BRERATTERE
L5 1RAEE AT (B30 contoso .com 2 * contoso.com)(D):
Imysewer.com]
som | %@ | [FT2m-| s

o M RHETHEE ([Eikds) “BAR BVHF > HE “BUHE

H ¥ e &g ]I@i[’l‘ﬁﬁl%lfﬁ%ﬂ% FILPE ALY (E a2t - 12
[F—F] > WHEPEATEG6

R ol i e e
(REEFE I - TG * ) G55 -

H7




TTEE ([P ) 558 - Exchange Sever 2010

o MRL KBTS (f[Aikes) NETHEE ([Aikds) “ZHHC 8VHFE > 5F
PHZ N7 o WSERCPER 5.1 B 5.2 -
5.1 1E Exchange 4HRESUH] > $TEEAFTARZEAVIRGS - el F— P RMe -

JLE BRI K IR AR THER I E - L FAr 8P 8 T
ga & (fAlkas) “ZEHKT -

EE B HFE PR S T (1A

BT | : AT WA EHENS A BT
LTRSS 4T -

IR 2: 55 (1 A5 A LR AP X8 5 i ASCIT 5T 12
A LUFER 75 16— 1 T i A AR5 -

@ i Exchange 5558
; 1 Exchange $1 &
. HIREERD Mi EHAEFOMIE AN - : b3
] " B g%%%@%g%% ? EvhcmsoftEmhmge HABTFZE N - NRFEEFRBENR
| [ Exchange £HAE Sk B v
i o . — = R
| HERIE =2 AFimTFE{EAREE (Outlook Web App) A
e ¥ Outlook Web App {5 PEREERE £
T FR: PISR77ER Outlook Web App AOBIS & 46
ki Iwww.mysewer.com
[V Outlook Web App fuF*HERRAEME |
FRTFET Outlook Web App R4 A HE (B6H): mail contosa com):
Iwww.mysewerﬁ.com]
= 3] v
= FARiRTFEL{EIARES (Web ARFS ~ Outlook Anywhere FIB&ENFE) ¥
= AFiRTFAEARSS (POPIMAP) v
2 EaElEAREE ¥
o AR EEEIRREE ¥
= {845 Exchange Server / v
HHAH Bam | <t—se|[FTswm-]  mE |




BEFHE (f[HRE) HF$5r — Exchange Sever 2010

BERE T AT ) SOE Ry WE[ NP R -

| 318 Exchange 5553

g ggﬁg o S——

P Exchange 445 Lwro). | wee] ores- v |

0SB EEzE

[ tHEFONE WWW. IYSeIver.com C——

R e yserver . com

O =R

sEm | %@ |[FT2w-]  mwmEH |

IR EHEEFEE (AR BEN B E (k) %
Bk B T RERE — T B A S RS AT Y T JHIFE FigZ T

gi@ﬁ/ TS WS E (aR a5 5




BEFE (f[HRE) HF$5r — Exchange Sever 2010

6. i A ML G R AR - R R SR BT BUR (FBIEIRME] -
#1 A “Hong Kong” {F £ [k i/ fir B] Ru[R/TiT] » HEFEIHY CSR fRARs S
el T -

-

>F

“

TE: R B — A AR TR

| ¥ii¥ Exchange 558

SRl A fling

o B {EFA A ke A SRR ~ (HIB BN (W8 MR SEEREERE -

P Exchangs §i15 KB O):

SR IMy Organization

O dHEF0uE EHI B (U):

L IBEERTE |My Organization Unit

Ll SERK s
BEIERMR C):
| ERERNTHE |
AR (T):
|H0ng Kong
BRI
|Hong Kong
SR ERERAE
72 TEATX F AR PISEERIERAHE - FHER [T R REmEE R PRy
EREFERIERIC - BRBERIZMERSEE "req"F) =
IC.\Usem\&dnwnmtof\Docmmnte‘cemBq.bd

ELzON t—#@ | FTrw-|  wmE |

H 10



Fl:'

ETHE (HR2R) H {5 — Exchange Sever 2010

7. A

A E AL K] -

Y

o

I {At R

[ Exchange $HAE
0 EEEE

0 EHEFOE
O B8 RE

] 5ERK

HHEAH) I

3% Exchange &30

IESBERTE

HEMHER TIIRE - Hix—T il g -

SHAGIHE:

[ Hong Kong Post e-cert ﬁ
FriendlyvName: Hong Kong Post e-cert
SubjectlName: C=HK,S="Hong Kong",L="Hong Kong",0="My
Organization",OU="My Organization Unit",CN=vwww myserver.com
DomainlName: www mMyserver.com,www myserver? com

PrivateKevExportable: True
KeySize: 2048

B EE
W EVERIRREAEE C\Uses\ddmninistratorDocumentsicertreq b’ P <

»

12T Ctul+C BITE R R EHIAE -

<t | [ Fgw | e—— |

8. FZ[SERRIARECE

Hrix Exchange %558

o TE o e
] ﬁiﬁl—:‘.ﬁﬁﬁbﬁﬁé  {&—TF Gohk] RARHEREEE -

k . ETREERS: 00:00:03

£ Exchange (HAR HZ 2 [EPEE - 2 [ERRTh » O [Bh -

n ERE _ @5 2|2

— 1 Hong Kong Post e-cert @ 55k LI'J
Eamae BESEAAY Exchange BG4 EG S

0 i338ER New-ExchangeCertificate -FriendlyName Hong Kong Post e-cert'

M SRt -GenerateRequest anateKeyExporbable $tme -KeySize 2048' —Sub]ecﬂ\lame

HEEMH) l

C=HK,3="Hong Kong L="Hong Kong",0="My Organization",0U="My
Orgamzaton Tnat" CN—www myserver.com' -DomainlName
e YSEIVer.com’, Wy myserver2 com' -Sexver "WIN-6EBROSPLSIT!

£E3MAFRS: 00:00:03

RN @ Bk

BESERAD Exc har BmS I mams:
W EVFEIREAEE C\Usrs\ddninstratorDocumentsicertreq. tet' o < LI

»

555 1 AR TR AATE  CVEERRARIUSE - HiSBERER e
i -

8% 2. {EH CERMETER] BEMSEHETE S DRARMSHENR -
8% 3. {ER BERREEEE] HFEN Exchange RFHEREISE -
2T Ctl+C RITRE SRR EAAE -

) [ T et

H1




BEaeE (fAikss) HFfER - Exchange Sever 2010

C. RREIBEREER(CSR)

1. EEHEBEH LB T 5§ & “Submission of Certificate Signing
Request (CSR)” HYERERA T4 — T Ha 45 DUE AR 2 B B E BUX S T RIRY
4k -

H ¢ L by f Co igning Request (CSR) - g ) 7?7 ® - O X
FILE MESSAGE
I~ EiRepy B2 [ whereabouts Vo T G2MarkUnresd ‘,‘\?{ Translate to Simplified Chinese El%) ® Q @
CaReply Al G~ [ Il Categorize= 8 Translate to Traditional Chinese 8-
& . Delete Move . Translate Zoom  Insights
4 3 Forward 5]+ - [+ [®FollowUp~ % Chinese Conversion &7 R
Delete Respond Quick Steps 5 Mowe Tags & Chinese Conversion Editing Zoom -
Tue 25/6/19 1029 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)
To MiYeung Cheng
RENEE. 3
BTHEREER

EEFBEXNBERSUSTEE (ARSN) A @ENamDElE. STESEHEHERMTRCRERNRIEY, JBAKIREHYT
AT FET. 'ﬁ{;‘;ﬁl:2651:.#&'}?@15{@1&!5‘&&#&?&25%5

https/Avww.eCert. gov hivhkpost! home?lang=tchines nel=WEB&certCategory=S

#m?ﬂi (RIRRES) BRI R Sig" . (REREE K FRNBTHE (RN ~ FEFRER) PRER. RART—K
FNHARTNETEEARSEHAAFETESLRAENARSL/ELSHANBHESY ETSIER) . AREX &
3%5?% i, WESMETEE (Nl A,

WEE, h20195F 7 F 1 BR, ETEE ARS) OHEETES LﬂﬂE€§> ETEE ARD) BAN RETEE @RSR) S84
EBRFEE CA3 B) PR E Hongkong Post e-Cert SS' C4 3 - 17" HE. ERETTEE (GRB) 28, BARRHFORERDH
BETAMOFEARSEL. AMFE, BENETES (AR:S) ‘du}sﬁ

#2017 9§ 7 B2, FEHEHENIINETEE LSRR ETRANMIRENGE. FRASMERFRERE 44124,
REE, B12019F 271 B, EFEE @RS URHENDHCAHAM. SRANBERREETEE (RS FEHIUZENEE

HRETEE GRES) (FEEAFRENISHSFIHZES . AL aRNETEE (IRD. BT ERRAENEATIL ERE
$i \ER{SEINY 16 framh. FULERTFIRE 16 el UEE LINETES PR 2/,

!
FEHPizEM

2. T AfEIfkes 4TE] ~ BN & EE A 25 RIR UL B) K ETF 15
EENA[ETEZEE] (A ET) - AEIZFRA] -

C.,),wgkwm/,{me.(:en The solution for e-Security
" BEBRTTHE

R T ERETIHEER, -BTEEF (ARS)

FRAEILHNEREATREATE A R - ESHBRASTRRRE 2 SER 6 AEAMMNEETRERBOEE - RIEFEAEAEPISIFRIBACIE - BURH
T &AL RS S5 M AEEATEH « R RAIUREATEA TR - 2B ERIEE  RAHRA RSN  TRETVERTTNET RIS o R
AR (B2 01 ARG R EUEA SN - BIPEE—(FILRE DRIERNEIE - WREMREREN - FRLTAARIEUS SH68777E - SEME
enquiry@eCert.gov hkakEF2775 9130 -

R
fAIRSEETE Iwww,?ﬁﬁ’-]ﬁ]ﬂﬁﬁ.com h
Yyt SRR TANETSSEEENET
SERE : 01852}7040

(FRe
WAI-AA
ernean

(g ERANE RN T RARE)

8 | | ke

20070 | BB | 1

H12



W46 (A% ) JiI 45 - Exchange Sever 2010

3. HI[\|AXIEXHFFER - (WHRHERAIEM > FEHE
enquiry @eCert.gov.hk HR&&E B EAZ G H4RE )

B TERETHRER, - KTHE (FRS)

HICATHE

FIRAEA - www.my-organisation.com
AR AR T8 - www. SBRTEE#ER . com

B 06 R 2 @ A 1

WinANE ;Mﬁyéﬁégmsanon
WL AT - “

MEEEE 1234567812312121
AREHIE / AREDE . 12345678
JftnRE I S B S

FRA S AR TS RAITE

s Lt ETRE (ARR) "S8iE"
ERWEMERSA SHA-256

AW - 2%

ST DARREE H SETE > SUDLESYRHE - OV (W2 AR Y -
AL T 0 AR SO AT+ BB [ B b ARt

Wiz ER EELR | WEEAPX

WHEAP3CEA - BELTWARTRERIE o ERETAEEY -

LE C HE TEZHE RIS LIEH T T X SR B AR E 5]
IR LRGSR XS TR & (15K a5) » B LTS P X
FEET -

H 13



mailto:enquiry@eCert.gov.hk

W46 (A% ) JiI 45 - Exchange Sever 2010

4. XX F4migas (B0 - 5B AR A E A VRS FH 5 B B K (CSR)
o B 2 AN B/ B fEF “—---BEGIN NEW CERTIFICATE

”

REQUEST----- J “--~END NEW CERTIFICATE REQUEST-----
"o (G 2B HRVDER 6 (VBRI EDRAERAVALE - )

L EX

EATABT

A0 1A By

5 ESEAM ERNE - ARERIEIER]

gHoﬂgfwﬂg Foste-Cert
FHBHTTHE

AAA BugMErEE
BEFEE (HRES

FEE, h20125 120188 FEBHEHBEOSSERATBRREL 2048 xMETHE (BRS) - O
ARSATBR EH20480 7wl rERETHEEK) (Certificate Signing Request, CSR) AZFWHE.
SEFSMEMAL -

HEP TEEEFERER (Certificate Signing Request, CSR) (Eifibasetd HHWBAIPECSHI0) KT
Falichat RN 2EdR Sk &

|

|

|

|

i
w
Il
@
H
=
=]
o
&)
=
!
I
i
=)
b
ﬁ
0
=1

|

|

|

i
(3

MIICuDCCRAaRCAQAWczELMAKGAIUEBhMCSEsxEjAQBgNVBAGTCUhvbnecgS29uZzES
MBAGRIUEEXMJSGIuZyBLb25nMSEwHWYDVQOKExhJbnRlcmS 1dCBXaWRnaXRz IFBO
eSBMdGOxGTAXBgNVEBAMTERdSdySteXNlenZlci5ib20wggEiMAOGCSqGSIL3DOER
RQUAR4IEDWAWggEKROIBAODWOrGIPJCkghdWnuWe rAMwd fkLESdJogXzM105zgm/
CIWCOWVIOLO0PJEFHbe+0ime IKiNGT7a9+1TEVOLy3GVEWS Y/ ILg0+idKW3KeBXasR
LXB4+pirXC/e/rwLGRINVIACIXVS082K02EBmzj rgkBtzpVE/ hipppdFYEWnRYHT B8R |=
HxcaEmxsucrg/SNfEWFEVML,/pVDINGChiZklz885aDCZPCleZ 86X cgUoWkE+WGN+
TEIm3XnzIrgKPVEDAXT/Txts0ThK1PIa61YORROASMZhascfkwlEcz0TpeKxZzd
LYwPR1FvezId89EPjYS5J4pJvBnODEFT1EVCc30F1 8wgf 6PAQMBAAGADANBgkghkiG
SwOBAQUFAROCAQEAS/XNrOmYECCcKoRUSPNKC1MikIbhOgaT78R64pYT3gZD+Y¥Tsav
s0bMgHeFvksFRMCsMOzZ5iX5b0I0gzkaiTKzIsTus3peviVinRIe+bpZ+UHSACT T
4hNPO+DwubYsmZmJIPByppbGVWTwi FCMPUGxzXouhhNcoZ0KKjNnwhh5s9rcnc3cV —
2epNrECDHIHBP2rJoSTNpW4AUA3 ZdrGD/dun1NYf1HUKWTz 75 51 7TTinmnMNEg T qvs
nlc/MQE3PxLuGITr2pclTVeZpSFuwSzvEXBWRG515z7thglkeqS3pFa+2ghEVsht v

H 14



W46 (A% ) JiI 45 - Exchange Sever 2010

6. 7 [#E2] HERREZILEEE -

gHongkl)ugl‘mle-Ceri The solution for e-Security
FEBRBTHE

R 'ERBTIHEER, -BFHEF (AR

DTAHRMETSEAMETR - -

HESHE

R vovow FEATREREE. com
HiaE My Organization
SHTREBFIATE My Organization Unit
HEHEDS: 1234567890123457
ARERE [ ARERS

it S B S

FEASTER: 0001397035

B v Hongkong Post Trial e-Cert (Server)

W - Hongkong Post Trial e-Cert SSL CA3 - 17

BEFE: 21d3 47 fb 40 69 89 01 b8 89 67 1d 62 29 30 e7 d9 34 16 28
EENEREREA: SHA-256

BEANHY: 14/08/2019 - 14/08/12020

IR RN - SBLREARIRIERE - ANENTERERER o
FR[ERIRR LREE - EREEEBIRERET XS KON XS ERATEAS
(X - EEBBUSEFAEATN - AeHREEFNETSEHFIPE - FABRKIASTN (BB) WOMNHE > BREARBERNBATH )

T

~

20070 | BB | 1

H 15




BEaeE (fAikss) HFfER - Exchange Sever 2010

“N# Hongkong Post e-Cert (Server)z&5&: »

% " BEHETHHEK ) - ETIH (GRS

fRBHI

Feesersanssoas 2. FUEBIEEER S
3. PR Tas (B P

070 | wEET | LR

HE
L Bt TUEEFER FREEEE TR EFEE (RS -

https://www.ecert.gov.hk/tc/sc/index c.html

2. BtArAHENIE A (ke & -

ZHEHIR IS E Root CA3 7 28174352 "Hongkong Post e-Cert SSL CA
3-17"° BIFALL A -

http://www1.ecert.gov.hk/root/ecert ssl ca 3-17 pem.crt

FHHERS W FEZE Hongkong Post Root CA 3 (& XFEFE2022) " o Al AL T4
iﬂ%é-

http://www1.ecert.gov.hk/root/root ca 3 x gsca r3 pem.crt

3 iyf/f?/fﬁ I 5570 E A & (1Akas ) & -

LA OIS ZE Root CAS# 7748352 "Hongkong Post e-Cert EV SSL
CA 3-17"° oL EEhE T E -
http://www1.ecert.gov.hk/root/ecert ev ssl ca 3-17 pem.crt
FHERS W2 "Hongkong Post Root CA 3 (XXX Z8ZE2020) " al jRrLL 4
J_fzf 2

http://www1.ecert.gov.hk/root/root ca 3 x gsca r3 pem.crt

H 16


https://www.ecert.gov.hk/tc/sc/index_c.html
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

Fl:'

BT ({EIE#%) I +#5R9 — Exchange Sever 2010

EUS=EY
Eﬂ

D. ZEF# | X XGES

1. #Z[FEm]>[#1T] >
Management Console (MMC) >

HEHHT] -

IR&E A “mmc”

MRIE[fEZ]5ER

Ko 3% [HE 2 ] 2B E) Microsoft

B BEH DR g RS FRiR A

EftniE

oy =21 - [EECREH)
-l !Ii(F)I [GA) #BRY) BIWBO) RBW) RGH)
<3 MFREN) Ctrl+N
MEXE(O).- Ctrl+O TahiE
BH(S) Ctrl+S o I
SEEMAL WERMIHBETEHT FissmEs
Fig/AE A L EERTM).- Ctri+M
i *&\\\~
1 secpolmsc
2 services.msc
3 compmgmt.msc
4 taskschd.msc
RMEOESERARAVNERT=SaPHEREEs AAWERT -
2' 25&_%?%[1&.%;;12 /\\\{éﬁ[%éﬁii]
FEGERBALEEET e

e 09 -

-—

LA B R R T L R 2 T BT e — e SETERT
R e R L R L p PR R AR

o AeE A B E T
EATEHET 4G -
& E ST AT Wi, Microsoft Corpo...
& HEzs Microsoft Corpo...
T (FIEESEA (TPM) ... Microsoft Corpo...
AR R Microsoft Corpo...
(et Microsoft Corpo...
FEFEEEs Microsoft Corpo...
= B R E - AREE R Microsoft Corpo...
SEEEHES Microsoft Corpo...
IERE Microsoft Corp
A EigEn Microsoft C . |
= HEEE T Microsoft B V.,
= e Microsoft Corpo...
o SERETEEYRE (NAP) ... Microsoft Corpo... |
Microsoft Corpo... ™

FEw

R AR DN RN R RENE -

i B EE s A T E TR - 8

SRR A ERETE):
OEESIEES | SR |
BHEE
=T
THD
[ )
[ we [ EE |

H 17

:




BgE (ﬁﬂ&%’%) FH F {574 — Exchange Sever 2010

3. BEF[EHEIRF]  WMM&E[T—P] -

BRERALEEER

g B AVEHEEICIT EEVEE TIIIRFATER:
O FHIEREIRF M
3 EE&H’EF‘(S)

< b—#@) | Tz | [ BE

4. BERE[ATREERK] > ARMRE[5EK] -

EEE

ORI A NEE R T RSN -
ERERANEEET—EEE:
© AT FTEETIELHER)L):
».;fji-%—é?'?‘-éﬂé‘é(m:‘\ | | BER..

DQ&) Sheteor<7IREhH - TLESSEIETEE - BHARLRF RS E N

[ <t—2® | =& || #UH

H 18



W46 (A% ) JiI 45 - Exchange Sever 2010

PUF A LA “Hongkong Post e-Cert SSL CA 3 - 17” 4552 By fi]+ -

5 [ERAlTh GRS R R LUB AT — T &S]
ATIEI[HEA] -

» R BEEPT

@ TEAl- [T2AREHEE (SAEE)PEEESEEQVEE] = B i
gy BEFR WOA) BEY) BOESBQ) ABW) HHEH) [-]=]=
e z@alc=HE
[ FEERES E = BHEE FIZE || EfF
4 Gl B (THER) ElMicrosoft Windows Har.. Microsoft Root Authority  31/12/21| s=am a
b 3 BA . . Z/Root Agency Root Agency 1/1/2040 = thE e ,
» [ FERRRREEEET Elwww.verisign.com/CPS ... Class 2 Public Primary Ce.. 25/10/21 -
v O REET
4 [ PEBERIEENT
[ BERSEEE
(== _Ft-)g
L= FrET1EK) AD...
b [E 38 @R\ ]
v E REEERERFREW)
CCE mrearsm
pEB/
v B8 ERZERF
v & EHEE(L).-
PEWE e
< | n r |« 1 »
EFRENAFR

H 19



BFEE (ARES) FHF$5E — Exchange Sever 2010
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
® Current User

(1) Local Machine

To continue, dick Next.

7. BB ERRIN C AV EE 7 NERY Hongkong Post e-Cert SSL
CA3-17 =6 (ecert_ssl_ca 3-17 pem.crt) » ZABIE[ F—2] -

File to Import
Specify the file you want to import.

C:\ecert_ssl_ca_3-17_pem.crt

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)
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8. EE[RATHEEALL TAVERIE] > ARARIE[ N —F]

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

| Intermediate Certiication Authorites i || prowse...

9. JZ[SERZRRHPANGEE -

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(028 e et e VBl Intermediate Certification Authorities
Certificate
C:\ecert_ssl_ca_3-17_pem.crt

Finish | | Cancel
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10. FZ[MEEIHSER -

File Action View Help

o The import was successful.

G| & Bu| R

= HE

[ Certificates - Current User
» [ Personal
> ] Trusted Root Certification Au
i (] Enterprise Trust
4 | Intermediate Certification Au
[ Certificate Revocation Lis|
[ Certificates

i (7] Active Directory User Ob)ed

1> 1 Trusted Publishers

& [ ] Untrusted Certificates

i+ || Third-Party Root Certificatior

i (] Trusted People

i || Client Authentication lssuers

1> [] Other People

&> 2] MSIEHistoryJournal

» | Certificate Enrollment Reque:
1 Smart Card Trusted Roots

-

Issued To

[5: GlobalSign Organization Validation CA
[5)Go Daddy Secure Certificate Authority
5] Government Root Certification Authori

) Government Root Certification Authori

5/Hongkong Post e-Cert CA1- 10
[=]Hongkong Post e-Cert CA1- 15

ongko

- SHA...
-G2

ity

ity

Issued By

GlobalSign Root CA

Go Daddy Root Certificate Author...
Government Root Certification A...
Government Root Certification A...
Heongkeng Post Root CA 1
Hongkong Post Root CA 1

Expiration Date
20-Feb-24
03-May-31
05-Dec-32
05-Dec-32
15-May-23
15-May-23

Intended Purposes  *
<All>
<All>
<All>
<All>
<All>
<All>

A

. e
[5Hongkong Post Root CA 2
[Z]Hongkong Post Root CA 3
Hongkong Post Root CA 3
[5lHongkong Post Trial e-Cert CA 1- 10
SlHongkong Post Trial e-Cert CA1-15
JHongkong Post Trial e-Cert CA2- 17
5l Let's Encrypt Authority X3

S Microsoft IT TLS CA 2

Sl Microsoft IT TLSCA S

5 Microsoft Secure Server CA 2011

“Hongkong Post Root CA 3

T eI POt ROt O T
Hongkong Post Root CA 2
Hongkbng Post Root CA 1
Honglbng Post Root CA 3
Honglgng Post Trial Root CA 1
Hongldeng Post Trial Root CA 1
Hongiggng Post Trial Root CA 2
DST Root CA X3

Baltimore CyberTrust Root
Baltimore CyberTrust Root
Microsoft Root Certificate Authori...

Ty
05-Sep-40
15-May-23
03-Jun-42
08-Apr-23
08-Apr-23
02-Jun-32
18-Mar-21
20-May-24
20-May-24
19-Oct-26

03-Jun-32

s
<All>
<All>
<All>
<All>
<All>
<All>
<All>
Server Authenticati..
Server Authenticati..
<All>

< >

/Root Agency

S TrustAsia TLS RSA CA

5 Trusted Secure Certificate Authority 5
5 TWCA Global Root CA

[ USERTrust RSA Certification Authority
[ VeriSign Class 3 Code Signing 2010 CA
Slwww.verisign.com/CPS Incorp.by Ref.
<

LIABIL...

Root Agency

DigiCert Global Root CA

USERTrust RSA Certification Auth...

TWCA Root Certification Authority

AddTrust External CA Root

VeriSign Class 3 Public Primary Ce...
Class 3 Public Primary Certificatio...

01-Jan-40
08-Dec-27
10-Sep-24
28-Oct-30
30-May-20
08-Feb-20
25-Oct-16

Server Authenticati..

Server Authenticati..

<All>

<All>

Client Authenticati...

Server Authenticati.. \,
>

Intermediate Certification Authorities store contains 36 certificates.

EZ= 1: “Hongkong Post e-Cert SSL CA 3 - 177

11 ERPER 5 ZI0E 10 DliemE C 5o 7 MaEAy X3

(root ca 3 x_ gsca r3 pem.crt) °
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? N

~STd

ARL

12. TEIZIEREN/EE(ARL)  http://crll.eCert.gov.hk/crl/RootCA3ARL.crl
13. BR[4BT R DUR UG — T » MREEZ[FTE TIEI> [ A] -

File Action View Help
es nEH oz Bm

lﬂ Certificates - Current User Object Type
» (] Personal
{ (1 Trusted Root Certification Au
1 (] Enterprise Trust
«|] liate Certif?~-4~~*
= CortfficateRev|  Find Certificates... l
[ Certificates
1 (] Active Directory U:
b [ Trusted Publishers View L Import...
{ (1 Untrusted Certifica
¢ (] Third-Party Root C
1 (] Trusted People Export List...
» [ Client Authenticati
{» [ OtherPeople
» 1 MSIEHistoryJournal
1 [ Certificate Enrollment Reque
b [Z] Smart Card Trusted Roots

[ Certificate Revocation List
[ Certificates

All Tasks 3 Find Certificates...

Refresh

Help

< >

Contains actions that can be performed on the item.
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14, EDEBMEARFEIN - Z[ TP -

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
® Current User

() Local Machine

To continue, dick Next.

15. {Z[BE 1 EER g A2 B 11 T #AY “Hongkong Post Authority
Revocation List (ARL)” #ZREREEHE . (RootCA3ARL.crl) » K117 [ T —
] o (B ¢ EEE ArATEET )

1T a » ThisPC » Local Disk (C:) v ¢ Search Local Disk (C:)
Organize v New folder == -
8 Downloads A Name N Date modified Type Size
% Recent places MSOCache 09-May-18 9:41 AM  File folder
OneDriveTemp 19-Jun-19 10:01 AM  File folder
@ OneDrive - Certizen . Perflogs 22-Aug-1311:22 P...  File folder
. Program Files 03-Jun-19 1:28PM  File folder
& Homegroup L Program Files (x86) 15-May-1910:09 ...  File folder
ProgramData 09-Jan-19 11:37 AM  File folder
% This PC 1 scan 30-May-193:18 PM  File folder
ﬂ Desktop Ll Temp 04-Jun-193:20 PM File folder
jﬂ Documents h Users 29-Aug-18 2:14PM  File folder
|18 Downloads | . Windows 16-Apr-18 11:47 AM  File folder
M Music Ju xampp 29-Aug-189:49 AM  File folder
,EJ Pictures ET;] ecert_ssl_ca_3-17_pem.crt 20-Jun-1910:33 AM  Security Certificate 3KB
L' shared (168.140.1C, 5] root_ca_3_pem.crt 20-Jun-1910:53 AM  Security Certificate 3KB
. Videos root ca 3 x root ca 1 pem.crt 20-Jun-19 10:53 AM _ Security Certificate 3 KB
E Local Disk (C:) RootCA3ARL.crl 20-Jun-19 1:44 PM C-ertl icate Revoca...
v || WindowsSEGUIEM) tt2 16-Apr-18 11:12AM  TT2File 1,651 KB
File name: | ‘\ o] | AlFites (-
\ | Open
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16. BEEFR[RIFTA SRS ALL FAYFE] - AR~ —2F] -

File to Import
Specify the file you want to import.

C:\RootCA3ARL.crl

Cryptographic Message Syntax Standard- PKCS #7 Certifica
Microsoft Serialized Certificate Store (.SST)

17, $E[5ERIARRERAES -

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@ place all certificates in the following store:

Certificate store:
Intermediate Certification Authorities || Browse... |
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

g ey R et e L RVREECT Intermediate Certification Authorities
Certificate Revocation List
C:\RootCA3ARL.crl

Einish | | Cancel

18. FZ[MEEIASER -

0 The import was successful.

File Action View Help I

R ] NENRE e 7 ol
G Certificates - Current User

» (] Personal

» [ Trusted Root Certification A
i [ Enterprise Trust

4 [ igtermediate Certification A
|| Certificates

i [ Active Directory User Object
b [ Trusted Publishers

» [ Untrusted Certificates
» (] Third-Party Root Certificati
i (] Trusted People

1 [ Client Authentication Issuers
» (] Other People

Issued By i Effective Date Next Update
[£] Hongkong Post Root CA 3, Ho... 20-Dec-18 20-Dec-19
- cuam —— — T——

Issued By Effective Date Next Update
Hongkong Post Root CA 3, Ho... 20-Dec-18 20-Dec-19

| || I
3: “Hongkong Post Authority Revocation List (ARL)”  FZ A8 5 B Ak ThZ2EE
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2. [BIE] EERF C LAY EE 7 NEAY “Hongkong Post e-Cert
(Server)” :5&E > ABFF[5ERL] -

B SER R ERER

i Hift
U ,__ﬁ S B RIS (T R PAVSHRE A Exchange GIARSE - BAZA * 15
[l SERR BeriERERE L EBFEREEEK -
EEHEZEESBRERAEEE):
IC:\Usem\Admhﬁsﬁabr\Desktop‘cem'werlﬂUOOBZl?96.cer HIER)...

FP: C:\certificates\import cer

so® | cr—sm | mmo) | mwE
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3. FEGERIASE ARG LS

o &
0 SERR

HIH) '

SeR R ERIER

=5

EECEER - 5T Cor A ERE -

£Z3@eERY: 00:00:00

8. 2 {VEE - 2 R - 0 @A -

B @ »
BIERA Exchangs B SNERS:
1‘)"K ﬁx C:\Users\d dninistrator\Desktop'certshcertD000821 796 cer' SERY (U EH

.')IL
£Z3MEFRS: 00:00:00
[og! cert0000821796 cex @@= »

E?Dﬁ%ﬁj E)ochange Eiinn =X ﬂ‘EAA _ .
Import-ExchangeCenrtificate -Server "WIN-6EBROSPLSIT' -FileData '« — 3L EH >

£Z3BAFRS: 00:00:00

15T CthC BT RHLEEOAS - /

| = | w3
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4. Hongkong Post {alfligsse s CalpiTh 2 » IRn] I BEE H IR BTG E

General | Details | Certification Path

1
= r_a_ Certificate Information

T WEACEITARS
This certificate is i led for the following pur) (s) wﬁwlﬁ-‘_r—‘_' v
* Ensures the identity of a remote computer <o Vecoon 140 Godd 539200 5 AN

#Proves your identity to a remote computer

o~ +1.3.6.1.4.1.16030.1.7.1 e ’
g +2.23.140.1.2.2 o oMy
&
*Refer to the certification authority's statement for details. —
£l Issued to: valid-ov.eCert.gov.hk WIN GEERUSPLIIT
|
o WIRENE
Issued by: Hongkong Post e-CertS5LCA 3-17 R ToT g 3 WRAHERETEhRAE

Do WRLEEEND

T T oo sumiena:

¥ Eaclaoy B (RE. IMAF [ FIISEIREAT.
__ L= WP T2z
Issuer Statement l;] mﬁmwm
T8 A B S
[ o | Cas
EZ3 L

Rl T
v LERmisTA
[y T B S
JouE

o

4] | L | || B =4

Valid from 30-May-18 to 30-May-20
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2. BB RS A AHTE (BREL SRR PFX) - fH(E
Hi] -

i‘% EEH Exchange &858

o’ Eift ; :

= %gﬁ%ﬁﬁ]ﬂiﬂ%@%ﬁéﬁ%ﬁ?ﬂ%ﬁ?ﬁﬁ&ﬁﬁﬁx > fEL/RE AN ETELARERE
TEEREF):
IC Asers\bdministratorDesktopicertstbackup. pfx BEER).. I
Bl Chcertificatesimycert pfx
EEE(W):
I. 00000000

sem | e | B |
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3. TZ[SERIARAT AR ME L &S - Hongkong Post e-cert {a]fii 25/&a0 AL HE
&Il o

;ﬁ{ EEHH Exchange %850

S8 FiN JERR o
2 HECRRINTRE - 15— Gohk] BAPREEEE -
B SR STBAERS: 00:00.01
IHE: 2 BB R - 2 @rksh » 0 Bl -
i @ 4

BEERAY Exchange BG4I EAG S
Export-ExchangeCertificate -Sexrver "WIN-6EBROSPLSIT' - Thumbprint
'8181D48CC9&A?UE233846AD122C08257EBUF’D44B -Password
System. Security SecureString' -BinaryEncoded
EZ3MEFRS: 00:00:01
T BAER @ =kt

BESERA) Exc har RG-S EaE:
HEUEEREAMEE CiUsrs\bdministratorDesktopicertsibackup.pfx' & <

SE3REFRE: 00:00:00

»

12T Cul+C BITTESLUL R ERIAZE -

Bz | = | |
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PRI K RS EE R 250 o SRBIEL T — P12k AE
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5.
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?‘D EFEA Exchange %555
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SE5
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BSEAkAY Exchange B3R a4 71 Eam
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