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A. Guidelines for e-Cert (Server) Applicant

After receipt and approval of an e-Cert (Server) application, Hongkong Post Certification
Authority will send an e-mail with subject “Submission of Certificate Signing Request
(CSR)” to request the Authorized Representative to submit the CSR at the Hongkong Post CA
website.

This user guide is for reference by applicants of e-Cert (Server) in generating their key pair
and Certificate Signing Request (CSR) using Microsoft Internet Information Server (11S)
10.0. The CSR containing the public key will then be submitted to Hongkong Post
Certification Authority for certificate signing.

If you lose the private key after the certificate is issued, you will be unable to install or use the
certificate. Therefore, it is strongly recommended that you should backup the private key
before the submission of the Certificate Signing Request (CSR) and after the installation
of the server certificate. To learn the backup and restore procedures of the private key, please
follow the instructions as described in the followingsections:

F. Backing Up the Private KEY ........cooiiiiiiiiieee s 22
G.  REeStOriNG the PrIVALE KEY ......cviiiiie ittt e ettt te et ste s be s e be s e e stesteeneenras 29
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New and Renew Application

Please follow the instructions as described in the following sections for a new or renew
application for e-Cert (Server):

B.  Generating Certificate Signing ReQUESt (CSR) ......eciiiiiieiiie it 4
C.  Submitting Certificate Signing ReqUESt (CSR) .....ccvcveiieiiieieccse e 9
D. Installing Sub CA / Cross CertifiCate ...........cccererieiieiieiiisise st 13
E. INStalling SErver CertifiCate........cciiviiiiiiiiie et re e nre s 19
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B. Generating Certificate Signing Request (CSR)

Start menu, “Administrative Tools”, and click on “Internet Information Services (11S)
Manager”.

In “Internet Information Services (IIS) Manager”, select your web site, and then double-
click “Server Certificates”.

"33 Internet Information Services (IIS) Manager

/(:—2 €3 » localhost »

File View Help

0‘;‘ localhost Home
e,' H &, | z Manage Server
&5 Start Page [ - — © Restart
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Authentic.. Compression  Default Directory  ErrorPages  Handler HTTP
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Logging  MIME Types  Modules Output Request Server Worker
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B &
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Editor Delegation Configurat...
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Ready
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3

At the right column "Actions", select “Create Certificate Request”.

@5 Internet | ion Services (IIS) Manag - m] X
ET3 ‘8; » localhost » ‘E » ) @-
File View Help
ry y Q? Server Certificates —
Al = 7 Import...
H gé Starchage Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...

Ve 5 localhost (LOCALHOST configured for SSL. OMPIELE CErNICate Nequeste
-2} Application Pools -
> -[8] Sites Filter: » ¥ Go - g ShowAll | Group by: No Grouping - Create Domain Certificate...

Name lssued To Issued By Create Self-Signed Certificate...
Enable Automatic Rebind of
Renewed Certificate
@ Hep
< >
< 5 Features View ,_\‘; Content View
Ready ei:f

Note : For renew of e-Cert (Server) application, please do not click “Renew” option to
renew the certificate. Please click “Create Certificate Request”™ as the same
procedures as new application for e-Cert

@ server Carblicoles
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® -
()] re— - - — »
" = v I et e (G Comtam Yo
A G N, SR e -
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Page 5



e-Cert (Server) User Guide — Microsoft 11S 10.0
4 Type the common name (i.e. server name) for your site, organization’s name and your
organizational unit, select “HK” for the “Country/Region”. Type “Hong Kong” for both
“State/province” and “City/locality”, and then click “Next”.

Note: Please make sure that the correct domain name (i.e. server name) is
shown in the “Issued To” field and “HK” in the “Country/Region” field.

Note: For application of e-Cert (Server) with “Multi-domain” feature or EV e-Cert
(Server) with “Multi-domain” feature, please input the “Common Name” field with
“Server name used as Subject Name in the Certificate” being filled in the application
form. [t is not necessary to specify any “Additional Server Name(s)” in the Subject
Alternative Name of the CSR to be generated. It will be assigned by the Hongkong Post
CA system automatically based on the information applied in the application form
when the certificate is issued.

For application of e-Cert (Server) with "Wildcard™ feature, please input the
“Common Name” field with "Server Name with Wildcard" (including the wildcard
component, i.e. the asterisk ‘*’, in the left-most component of the server name), e.g.
*.myserver.com, being filled in the application form.

Note: For application of e-Cert (Server) with Chinese Domain Name

Option 1: please input the “Common Name” field with “Server name used as Subject Name
in the Certificate” being filled in the application form.

Option 2: Use of IDN conversion tool to convert Chinese Domain Name into ASCII characters
and input of the converted name in the “Common Name” field is also supported.

Distinguished Name Properties

Al

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

T T T e T e

Common name: |www.¥ﬁﬂ*]fﬂﬂﬁ§%.cnm | _
Organization: |I\.-1)r Organization |

Organizational unit:

City/locality |H0ng Keng |

State/province: |Hong Kong |

Country/region: |HK V| ‘_
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5.  Choose “Microsoft RSA SChannel Cryptographic Provider” for the “Cryptographic
service provider”, and “2048” for the “Bit length”, and then click “Next”.

Note: Bit length smaller than 2048 may not be strong enough, while greater than 2048
may be incompatible with certain web browsers. It is recommended the bit length of
the encryption key to be 2048 in order to support better security strength.

Request Certificate ? H

1 . Cryptographic Service Provider Properties

alt

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’'s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider b
Bit length:
2048 ~

AN

Previous Cancel
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6.  Enter a file name for the certificate request, and then click “Finish”.

Request Certificate ?

: File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

|C:\certreq.tx‘t | | |

Previous Finich Cancel
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C. Submitting Certificate Signing Request (CSR)

1. Click on the hyperlink in the e-mail with subject “Submission of Certificate Signing
Request (CSR)” sent from Hongkong Post Certification Authority to access the
Hongkong Post CA web site.

B € Vo= Submission of Certificate Signing Request (CSR) - Message (HTML) T @ - B/ X
MESSAGE

G P SR B o Vo B SMekUned | g %}g Q Jd

EaReply All G5+ |3 To Manager - M i Categorize -
8, - Delete B i G 2| Move ~_ Chinese  Translate —  Zoom Insights
S & Forward i)~ eam Email 2 . [~ [ FollowUp~ Conversion~ g Iy ~
Delete Respond Quick Steps & Move Tags & Editing Zoom ~

Tue 25-Jun-21 10:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To M Yeung Cheng
(If you are not able to read this e-mail in Chinese, please select "View" on the toolbar and change the Character Coding to "Unicode, UTF-
8")
XX XX.2021

Dear XXXXXX,

Submission of Certificate Signing Request (CSR)

A 1; Heonok

We are pleased to inform you that your / renewal for
The PIN Envelope has been passed to you by hand at the j of submission of the application, or delr d to you by
You may then use the PIN Envelope to submit the Certificate Signing Request (CSR) to us for further processing at

Post e-Cert (Server) certificate has been approved.
mail

d

https//www .eCert.gov.hk/hkpost/app, ‘web/home?l: glish&ck I=WEB&certCategory=S

Please note the procedures for submission of Certificate Signing Request (CSR) for e-Cert (Server) with "Wildcard" feature or "Multi-
domain" feature are the same as submission of CSR for e-Cert (Server). Please only submit the Server Name with "Wildcard" or Server name
use as Subject Name in the Certifi asin ication for ifi 1 dingly. For more details about submission of CSR,
please refer to e-Cert (Server) User Guide.

Please note that starting from 1 July 2019, Sub CA “Hongkong Post e-Cert SSL CA 3 — 17" of Root CA3 will be used for the issuance of all
types of e-Cert (Server) (including e-Cert (Server), e-Cert (Server) with "Wildcard" feature and e-Cert (Server) with "Multi-domain" feature).
Please install this new Root CA and Sub CA certificate in your server before the installation of e-Cert (Server). For more details, please refer

to e-Cert (Server) User Guide.

2. Type the “Server Name”, the “Reference Number” (9-digit) as shown on the cover of
the PIN Envelope and the “e-Cert PIN” (16-digit) as shown inside the PIN Envelope, and
then click “Submit”.

The solution for e-Security

af‘r»:gkorg Foste-Cert
FHBRETHR

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The personal data you provided in this form will be used by Hongkong Post and its operator of e-Cert services for provision of e-Cert
senices to you. Information we collected about you will not be disclosed by us to any other party in a form that would identify you
unless it is permitted or authorised by law. it is voluntary for you to supply to us your personal data. Failure to provide related data may
affect the processing of your application. You have a right of access and correction with respect to personal data under the Personal
Data (Privacy) Ordinance. Your right of access includes the right to obtain a copy of your personal data provided in this form. If you
wish to do so, please send your request by mail to Kowloon East Post Office Box No. 68777, by e-mail to enquirgy@eCert.gov.hk or by
fax to 2775 9130.

Server Particul

Server Name [www. #2775 FR 8 cam h \

e-Cert PIN Envelope information :
Reference Mumber - lW‘

(Shown on the cover of the PIN Envelope, 9-digit)
e-Cert PIN - [ssssssecnsesnsas

(No need to input the space within the 16-digit PIM)

el | Submit Clear
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3. Click “Confirm” to confirm the application information. (If the information is incorrect,
please contact Hongkong Post Certification Authority by email to enquiry@eCert.gov.hk.)

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

Subscriber Detail
Server Name : WWW. MTy-organisation.com
Additional Server Name(s) : www, ETIEHR com
Number of Additional Server(s) : 1
Organisation Name : My Organisation
Lpi-t
Branch Name :
Business Registration No. : 1234567312312121
CRICI: 12345678
Others :
Information of the certificate to be generated
Type of Certificate : e-Cert {Server) with "Multi-domain™ Feature
Certificate Signature Hash Algorithm : SHA-256
Validity Period : 2 Year(s)

This page is to confirm the application data. If the above information is correct, please click "Confirm” to proceed
You may opt to get the e-.Cert {Server) containing the organisation name and branch name in “Chinese by clicking “Confirm Opt with Chinese” button to proceed

Confirm | Reject | Back  Confirm Opt with Chinese
*For Chinese domain application, please make sure the Chinese characters are comect.

Note: If English and Chinese organisation name and/or branch name have been provided at
the application form, in order to generate e-Cert (Server) with Chinese organisation name at
Subject O field, click the button "Confirm Opt with Chinese" to proceed.

4.  Open the previously generated Certificate Signing Request (CSR) with a text editor (e.g.
Notepad) and copy the entire content including the *-----BEGIN NEW CERTIFICATE
". (You may

MIIDZZCCATACAQAWTYSXCZAIBONVBAYTAKhLMRIWEAYDVQQIEW | Th2 SNIETVOMCX
Ej AQBONVBACTCUhV mcESZ9u22EYM8YGAlUEChMPTngT3JnYWSpemFOanuMRBW
HQYDVQQLExZNesBPcmdhbm16YXRph2 ShbCBvbm1OMRKkwFwYDVQQDEXB3d3 cubX]z

'XJZZXIuY29tMIGfMAOGCSqGSIb3DQEBAQUAA4GNADCB1QKBgQCheRBSKngZXVB
Qx5e21ItQ37NXQAEKPaZkXVIVBRM3VIOAZI pDVWIIK Imd87n+ashNIKtXETM7 (6
vmebu,/JeQ/9X6Mg]4vONUOI+P3Ixwf+R2D6NX36128116ksSpnYTv+beu/aQurciu

2IPKTD5M7vhvzs] JWVIThEeNE1ZRTNQIDAQABOIIBMTAABYOr BYEEAY I 3DQIDMQWAY
juumid zNzkwl j IwewYKKwYBBAGCNWIBDj FTMGSwDQYDVROPAQH/BAQDAGTWMEQG
CSOGSIb3DQEIDWQ3IMDUWDGYIKOZIhv CNAWICAGCAMAL GCCOQGSIh3DOMEAGQIAGQDAH
BgUr DgMCBZAKBggghk 1GO9WODBZAT BgNVHSUEDDAKBQQr BQEFBQCDATCE/QYKKWY B
BAGCNWOCA]GB7 ]CB6WIBARSAAEOAAQB] AHIAbWBZAGBAZGBOACAAUGBTAEEATABT
EMAAABhAGE AbgB 1 AGWAT ABDAHI AeQBWAHQALWBNAHIAYQBWAGHAAQB ] ACAALUABY
AGBAAGBPAGQAZQBYAL GIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAL

IhvcNAQ wywxXLr Y4+0Z2gcCocmer 8QI FDXxX
4 /eDIpTvbmgsugeyucuayfcouftofdr iwRYed xXhE2 OUKKYKKS /F+6RFBMTtDZQE+
2+GOIBKTWNKOKOOI n+KS8d1EWT UNW4 3 /R1ZKGQTWPE8XHB1RboavpgfTItZaziml
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>
= Hongkong Post e=Cert
BEBHTTHE

AAA Welcome to generate e-Cert
e-Cert (Server)

Please note that with effect from 1 December 2012, e Cert (Server) will be issued only with 2048-bit RSA key
length. Only Certificate Signing Request (CSR) with 2048-bit RSA key length will be accepted. For details,
please refer to the relevant announcement.

Please paste the Certificate Signing Request CSR (base64 encoded PKC5#10) to the following box and press
"Submit” to generate certificate.

1
|
i
|
|

w

2]
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=

2]

g

th
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i
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MIICuDCCAaRCAQAWCZELMAKGAIUEBhMCSE sXE] AQBgNVBACTCUhvbmegS29uzZzES

MEAGAIUEBXMISGuZyBLb2 SnMSEwEwYDVOOKExhJbnRlens 1dCEXaWRnaXRz IFBO
£ 5EMAGOxGTAXBNVEAMTEHA3dy5teXNlenZleisib2 0wggE iMAOGCSyGSIb3DOES
AQUAR4TEDWAWYGEKACIBAQDWOrGIPIGkghXdWnuWe r AMwd fkL5dTogXzM105 zqm/
CTWCCWVTOL0PJEFEbe+0ime IKINS7a8+1TKVOLg3GVEWS/ ILg0+1dRW3KeBXssR
LX8+pirXC/e/rwLGASNVJIACIXVS08 2K02Bmz ) rgkBt zpVE/ hZpppdFy TWNRYETER
HxcaEmxsucrg/ENEEWFBVML/pVDINGCbiZklz885aDC2ZPC1cZ6X] coUoWKE+WGN+
7EImXnzIrgKPVEDAXT/TxtsCThXE1PIa61YORROASKZascEkwlUECz0 TpeKx2zd
LYwPR1FvezId89EP] Y5J4pJIvBnODF71EVe30F1 8wqf 6PAGMEARGEADANECkahkiG
SwOBAQUFAROCAQEAS /XNr OMYEGCKoRUSFNECLM] kIbhOgaT8RE64pYTaqaD+¥Isav
s0bMgHePvks FRmtsMCzZ51KSb0I0gzka i TRzT s Tus3pevViWhRIe+bp2 +UHSACT T
4nNPC+DwubYsnZmJ PEyppbGVIWtw] FCMPUGxzXounhNco2 0RKjNnwhhSs9rene3cV
2epNrEtDH1HBP2rJoSTNDW4UA32drGD/dun1NYE1HUKWT 7351 7TinmmMNEG 7qv5

nlc/MO63PxLuGIT7r2pclTVe2pSFuwSzvEXBWxGS515z7TehglkegS3pFa+2gnEvsnt %

= —

6.  Click “Accept” to confirm acceptance of the certificate.

-
G Hongkong Poste-Cert
SHBRRTAR

EE®

AAA

The solution for e-Security

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

The following is the information of this certificate:-

2 Subscriber Details
CE'?T'ZE_',\' Server Name : www_ IR ({1 %5.com
Organization Name : My Organization
Branch Name :
Business Registraction No. : 1234567890123456
CRICI: 12345678
Others :

The following is the system generated information

Subscriber Reference Number : 0000919783

Type of Certificate : Hongkong Post e-Cert (Server)

Issued by : Hongkong Post e-Cert SSL CA3 - 17

Certificate Serial Number : 5a 856723 1ef31a42b944 79 2d 67 32 ce 47 7d 82 03 32
Certificate Signature Hash Algorithm : SHA-256

Validity Period : 01/07/2021 —01/07/2022

Please click "Accept" to confirm acceptance of this certificate. Otherwise, please click "Reject” and state the
reasons for rejecting the certificate.

(Note:- Your p | data collected by Hongkong Post will be j#ed for processing your e-Cert application. You
have the right of access and correction with respect to persgyfal data as provided for in the Personal Data

(Privacy) Ordinance.)
-

| important Notices | Privacy Policy
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7. Click to download the Hongkong Post e-Cert (Server).

Cogvong Hare-Cont
FHERY TN

Submission of Certificate Signing Request (CSR) - e-Cert (Server)

You may now:=~

1. Download the "Hongkong Post e-Cert (Server)” certificate
2. Download the Hongkong Post CA Root Certificates
3. Download the e-Cert {Server) User Guide

---------------

AONT

Note:
1. You can also download your e-Cert (Server) from the Search and Download
Certificate web page.

https://www.ecert.gov.hk/en/sc/index.html

2. For all types of e-Cert (Server):
Install the Sub CA "Hongkong Post e-Cert SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17 pem.crt
Install the cross-certificate "Hongkong Post Root CA 3 (Cross certificate
2022)". Click the following link to download:
http://www1.ecert.gov.hk/root/root ca 3 x_gsca r3_pem.crt

3. For all types of EV e-Cert (Server):
Install the Sub CA "Hongkong Post e-Cert EV SSL CA 3 - 17" issued by Root
CA3. Click the following link to download:
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca 3-17 pem.crt
Install the cross-certificate "Hongkong Post Root CA 3 (Cross certificate 2022)".
Click the following link to download:
http://www1.ecert.gov.hk/root/root_ca 3 x_gsca_r3_pem.crt
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D. Installing Sub CA / Cross Certificate

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”, type “mmc”
and click OK, and then select “Add/Remove Snap-in” from the “File” menu.

Consalel - [Console Root] — m} X
File Action View Favorites Window Help - & X
Mew Ctrl+N
Open... Ctrl+0 .
g MName Actions
Save Ctrl+S
There are no items to show in this view. S T -
Save As... :
More Actions »
Add/Remove Snap-in... Ctrl+M
Options...
Recent File
Exit
Enables you to add snap-ins to or remove them from the snap-in console.
2 Select “Certificate” then Click “Add”
[ Console1 - [Console Root — a
File Action View Favorites Window Help -8 %
% |m =6
| Console Root Mame Actions
There are no items to show in this view. Console oot =
»
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snapin Vendor ~ [ console Root Edit Extensions.
ActiveX Control Microsoft Cor... T
{T3 Authorization Manager Microsoft Cor. .
Microsoft Cor.
. Component Jgvices  Microsoft Cor... Move Up
& Computer Man®gem... Microsoft Cor... —
& Device Manager Microsoft Cor. .. e RV De
& Disk Management Microsoftand... =
2] Event viewer Microsoft Cor..,
_| Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor,
Pinternet Informatio,..  Microsoft Car...
B 1P Security Monitor  Microsoft Cor...
& 1P Seaurity Policy M...  Mirosoft Cor... Adyanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
Cana

3. Select “Computer account”, and then click “Next”.
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Certificates snap-in

This snap-n will always manage certificates for:
() My user account
() Service account

(®) Computer account

< Back Next = Cancel

4. Select “Local computer”, and then click “Finish”.

Select Computer

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(®)Local computer; fthe computer this console is running on

() Another computer: Browse...

[] Mlow the selected computer to be chang
only applies if you save the console.

when launching from the command line. This

B
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The following uses the “Hongkong Post e-Cert SSL CA 3 - 17” Sub CA certificate as example.

5. Expand “Intermediate Certification Authorities” and right-click “Certificates”, and
then select “All Tasks” > “Import”.

Conselel - [Console Root\Certificates (Local Computer)\Intermediate Certification Authorities\ Certificates] — m] *
File Action View Faverites Window Help - 8 %
| 3F 8|6 HE

~| Console Root Issued To . Issued By Actions
v & Cert;::ot:;(m“l Computer) CglHongkong Post Trial e-Cert 5SL..  Hongkeng Post Trial F| Certificates -

[zlHongkong Post Trial Root CA3  Hongkong Post Trial F
S Microsoft Windows Hardware .. Microsoft Root Autho
CglRoot Agency Root Agency

_| Trusted Root Certification Authorities More Actions »

_| Enterprise Trust

w || Intermediate Certification Authorities
o Certificate Revocation List (55 www.verisign.com/CPS Incorp.... Class 3 Public Primary
5 Tr_uSC:::I; All Tasks N |mport...
~| Untrustec View >
—| Third-Pat Mew Window from Here /
| Trusted P
| Client &u MNew Taskpad View...
~| Preview E
| Test Root BeResh
| Remotel Export List...
| Certificat Help
U Smart Can e
| Trusted Devices
| Web Hosting

~| Windows Live ID Token Issuer
_| Windows5ServerlpdateServices

Add a certificate to a store
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6. In the “Certificate Import Wizard”, click “Next” to continue.

=r1

X

“% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Cancel

7. Click “Browse” to locate the “Hongkong Post e-Cert SSL CA 3 - 17” certificate that
you downloaded in Part C Step 7 (ecert_ssl_ca_3-17 pem.crt), and then click “Next”.
>

€ ¥ Certificate Import Wizard

File ta Import
Spedfy the file you want to impart.

T ]
IC:'l,ecert_ssl_ca_S-l?Jem.a't | I Browse... I
| |

Mote: More than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

Next Cancel
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8.

€

9.

~

Select “Place all certificates in the following store”, make sure “Intermediate
Certification Authorities” has been selected as “Certificate store”, and then click “Next”.

pes

=# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store: \

U gt SIS,
‘ Intermediate Certification Authorities | Browse...

Click “Finish” to close the wizard. )

o# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(0=l o= |y o= m = V=8 [ntermediate Certification Authorities
Content Certificate
File Mame Cilecert_ssl_ca_3-17_pem.crt

Finish Cancel
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10. Click “OK” to complete.

Certificate lmport Wizard >

o The import was successful,

v || Intermediate Certification Authorities
| Certificate Revocation List
| Certificates
» | Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
. [ Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Test Roots
| Remote Desktop
_| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token Issuer
_| WindowsServerUpdateServices

)l www.verisign.com/CPS Incorp....

<

Class 3 Public Primary Certificati

Intermediate Certification Authorities store contains 5 certificates.

Consolel - [Console Root\Certificates (Local Computer)\Intermediate CertificatiogAuthorities\Certificates] X
p!
@ File Action View Favorites Window Help - |8 %
e 2@ 8|d= HFE
1 Console Root lssued To Issued By Actions
v 5l Certificates (Local Computer) P i J
P : Lﬁ] Hongkong Post e-Cert SSL... Hongkong Post Root CA 3 Certificates -
ersona
== I . ongkong Post Roo! ongkong Post Roo More Acti »
| Trusted Root Certification Authoriti B ore-Achions
S i 4 ey PO EOTHES = Microsoft Windows Hardware ...  Microsoft Root Authority
| Enterprise Trust
[ JRoot Agency Root Agency

Figure 1: “Hongkong Post e-Cert SSL CA 3 - 17” certificate has been successfully installed

11. Repeat step 5 to step 10 for installation of cross-cert (root_ca 3 x_gsca_r3_pem.crt)
which was downloaded in Section C step 7.

Page 18



e-Cert (Server) User Guide — Microsoft 11S 10.0

E. Installing Server Certificate

1. In “Internet Information Services (I11S) Manager”, select your web site, and then
double-click “Server Certificates”. At the right column "Actions", select “Complete
Certificate Request”.

€ Internet Information Services (I15) Manager - m| ®
P - =
fe = [€3+ LocAlHOST » G X8 -
File View Help
: &) s Certificat
P = erver Certiricates
Q- id|7 18 L
..... W3 Start Page . .
. Use this feature to request and manage certificates that the Web server can use with websites configured for
~ -8 LOCALHOST (LOCALHOSTY | oo
-[} Application Pocls
& Sites Filter: + W Go - (5 Show All | Group by: No Grouping -
Mame N Issued To Jssued By Expirar
Enable Automa
Renewed Certificate
-:.w Help
< >
Ready L=l

2. Click “Browse” to locate the “Hongkong Post e-Cert (Server)” certificate that you
downloaded in Part C Step 7, and then input “Friendly name”, click “OK”’.

Complete Certificate Request ? X

| : Specify Certificate Authority Response 1

.ﬁ|—|‘

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
FESPONSE,

File name containing the certification authority's response:

| Chternphcerts\myserver.cer

Friendly name:

| myserver]

Select a certificate store for the new certificate:

Personal ~
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3. “Hongkong Post e-Cert (Server)” certificate has been successfully installed.

@ Internet Information Service anage — ] x
© 83 LOCALHOST » B he
File View Help
Connections
- egl Server Certificates
€- 8 ?
i q‘_ﬁ Sttt Page Use this feature to request and manage certificates that the Web server can use with websites
v 83 LOCALHOST (LOCALHOSTY configured for SSL.
H .;’ Application Pools
i 5 = .
5[ Sites Filter: v ¥ Go - \zShowAll | Group by: No Grouping b2
Name ‘ Issued To Issued By E
myserver myserver.com Hongkong Poste-Cert S... 1
< >
< > 2 Content View
Ready 4

4. Click on the website that you want to bind the certificate to. Click “Bindings”.

@ Internet Information Services (II5) Manager

- O X
& @ » LOCALHOST » Sites » Default \Web Site » B @
File View Help
' fault Web Si :
e Default Web Site Home
Q- |78 0 B Explore
.5 Start Page ] == Edit Permissions...
« .83 LOCALHOST (LOCALHosT | _Feet " ¥ 6o - Eshow Al |Grouply: Area i Edit Site
Q Application Pools 115 - -
= o = indings...
- @) Sites 1=l
€ Default Web Site 3!) @ @ =) sz B Basic Setting™ gy
Authentic... Compression  Default Directory  Error Pages Handler HTTR v ications \
Document  Browsing Mappings Respon... \ Vil s s
= N >
% = = Ea = & Manage Website ()
Logging  MIME Types  Modules Output Request  SSL Settings & Restart
Caching Filtering [ 3 t
Management - @ Stop
D Browse Website
@] Browse =80 (http)
Congé?ti:at"‘ Advanced Settings...
Configure
Limits...
HSTS...
@ Help
< > | [ETFeatures View [IZ Content View

Ready

&
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S. click “Add...”.

Site Bindings ? X
Type Host Mame Port IP Address Binding Inferma... Add...
http 20 *
Close
6. Select “https” and related SSL certificate, then click “OK” to confirm.
Add Site Binding ? hod
Type: IP address: Port:
https v | |All Unassigned v| [as3 ]
Host name: \
[] Require Server Name Indication
[[] Disable HTTP/2
[[] Disable OCSP Stapling
SSL certificate:
myserver V|| Select.
Cancel
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F.  Backing up the Private Key

1. Start Microsoft Management Console (MMC) by clicking “Start” > “Run”, type “mmc”
and click OK, and then select “Add/Remove Snap-in” from the “File” menu.

4 Consolel - [Console Root] — [m] X
File Action View Favorites Window Help - 8 %X
& New Crl+N

= Tt el MName Actions
Save Ctrl+S
There are no items to show in this view. Copeolefiogt =
Save As... '
More Actions 4
Add/Remove Snap-in... Ctrl+M
Opticns...
Recent File
Exit
Enables you to add snap-ins to or remove them from the snap-in console.
13 1Fi 29 : 13 2
2. Select “Certificate” then Click “Add”.
[ Console! - [Console Root - o
File Action View Favorites Window Help -8 %
L Mol BEY
| Console Root Name Actions
There are no items to show in this view. Console Root =
»

You can select snap-ins far this consale from these available on your computer and configure the selected set of snap-ns. For
extensible snap-ns, you can configure which extensions are enabled.

Available gnap-ns: Selected snap-ins:
Snapin vendor ~ [ Console Root Edit Extensions. ..
=] ActiveX Control Microsoft Cor. e
[T authorization Manager Microsoft Cor. .
Microsoft Cor...
. Component §pvices  Microsoft Car. .. Move Up
& Computer Man®gem... Microsoft Cor...
™ Device Manager Microsoft Cor... s BoveDen)
7 Disk Management Microsoft and... =
‘B Event viewer Microsoft Cor..
“IFalder Microsoft Car..
=[ Group Policy Object ... Microsaft Cor,
Pinternet Informatio...  Microsoft Cor...
B 1P Security Monitor  Microsoft Cor...
& 1P Seaurity Policy M...  Mirosoft Cor... Adyanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o
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3. Select “Computer account”, and then click “Next”.

Certificates snap-in

This snap-n will always manage certificates for:
{O) My user account
() Service account

(@) Computer account

< Back Next = Cancel

4. Select “Local computer”, and then click “Finish”.

Select Computer

Select the computer you want this snap-in to manage.

This snap-n will always manage:

(®)Local computer: fthe computer t is console is running onk

() Another computer: Browse...

[] Mlow the selected computer to be chang
only applies if you save the consale.

when launching from the command line. This

<
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5.  Backup the private key:
- To backup the private key of a pending request, expand “Certificate Enrollment
Requests” (or named “REQUESTS” in some systems) and select “Certificates”, select
the pending request that you just created, right-click and then select “All Tasks” >
“Export”.

Consolel - [Console Root\Certificates (Local Computer]\Certificate Enrollment Requests\Certificates] — [m] *®

g File Action View Favorites Window Help - & %
e nE FBIXEEH
- =
| Console Root Issued To Issued By
W ﬂﬂ Certificates (Local Computer)
| Personal a

en
| Trusted Root Certification Authorities P More Actions

_| Enterprise Trust All Tasks > Open

| Intermediate Certification Authorities
~| Trusted Publishers Cut Export... More Actions 3

| Untrusted Certificates Copy

_| Third-Party Root Certification Authorities Delete \.
“| Trusted People N
Properties

Actions

Certificates -

.myserver.com WWW.MYSETVET COM

WWWLITTYSENVER.COM =

| Client Authentication lssuers
| Preview Build Roots

| Test Roots

| Remote Desktop

Help

~ [ | Certificate Enrollment Requests
| Certificates
| Smart Card Trusted Roots
_| Trusted Devices
| Web Hosting
| Windows Live ID Token Issuer
~| WindowsServerUpdateServices

Export a certificate
- To backup the private key of an existing certificate, expand “Personal” and select
“Certificates”, select the certificate that you would like to make a backup, right-click and

then select “All Tasks” > “Export”.

Consolel - [Console Rooth Certificates (Local Computer)\Personal\Certificates] - [m] x

File Action View Favorites Window Help -8 x
e AEl 4 RIXERH
7 Console Root Issued To Issued By
v _ﬁil Certificates (Local Computer)
~ [ | Personal
| Certificates
| Trusted Reot Certification Authorities

E | Actions

L

Hongkong Post Trial e-Cert S5L C... Certificates =

Open
More Actions »

Al Tasks > Open

VEr.Com -
| Enterprise Trust Cut Request Certificate with New Key...
=] Intermediate Certification Authorities

| Trusted Publishers
“| Untrusted Certificates Delete i

. Third-Party Root Certification Authorities p
roperties
7| Trusted Peaple

| Client Authentication Issuers Help
_| Preview Build Roots
= Test Roots
| Remote Desktop
w [ Certificate Enrollment Requests
| Certificates
“| Smart Card Trusted Roats
| Trusted Devices
| Web Hosting
| Windows Live ID Token Issuer
~| WindowsServerUpdateServices

lore Actions 4
Copy Renew Certificate with New Key...

Export a certificate
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6.

In Certificate Export Wizard, choose “Next”.

=% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel

Select “Yes, export the private key”, and then click “Next”.
o

=* Certificate Export Wizard

Export Private Key

You can choose to expart the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key

(") No, do not export the private key

Cancel
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8.  Select “Personal Information Exchange - PKCS #12 (.PFX)” and check the boxes
“Include all certificates in the certificate path if possible” and “Enable certificate
privacy” while leave the other boxes unchecked, and then click “Next”
¥ 4

& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
L DER encoded binary ¥.509 {.CER)
Base-64 encoded ¥, 509 {.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 ((FFX)
s Include all certificates in the certification path if possible

[ Delete the private key if the export is sucressful
c [ Export all extended properties
£ Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Cancel

9.  Type and confirm a password for the private key, and then click “Next”.

Note: It is very important that you remember this password. If you forget it, you will be unable
to restore your private key.

€ “# Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security prindpal or by
using a password.

Group ar user names (recommended)

Add

Remave

Password:

Confirm passwaord:

Encryption: | TripleDES-SHA 1 -

Cancel
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10. Specify the name of the file you want to export, and then click “Next”. (By default, the
file will be saved with a .PFX extension.)

€ & Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

Eile name:
C:\packup.pfx |E Browse... ;

Mext Cancel

11. Click “Finish” to close the wizard.

T T

¥ Certificate Export Wizard

] Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\badwp.pfx
Export Keys fes
Indude all certificates in the certification path Yes
| File Format Personal Information Exchange (*.pfix
H
£ >

Finish Cancel
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12.  Click “OK” to complete

Certificate Export Wizard X

The export was successful,
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G. Restoring the Private key

1.  Start menu, “Administrative Tools”, and click on “Internet Information Services (11S)
Manager”.

2. Select your web site, and then double-click “Server Certificates”.
3. Atright column “Actions”, select “Import”

@ Internet Information Services (II5) Manager - O X
& €5 LOCALHOST » Wy @
File View Help
Connections . Actions
@- L qg' Server Certificates p
L” = -3 = mpor
Q_j Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for
v 9__:] LOCALHOST (LOCALHOSTY | o
;2 Application Pools
 [&] Sites Filter: - Go % Show All | Group by: Mo Grouping -
Name - Issued To Issued By Expira:
Rebind of
ite
£ >
; s [Eresure Vi | 2 ContentView
Ready eﬂ
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4,

Enter the path and file name of the file containing the certificate, and password, then click
“OK”.

Note: You may uncheck the box “A/low this certificate to be exported” to not allow the

certificate to be exported. Or to allow you to back up or transport your certificate at a later
time, you may check the box “Allow this certificate to be exported”.

Import Certificate ? et

Certificate file [ pfx):

|C:Khackup.p1‘x |

Password:

Select Certificate Store:

Personal

Allow this certificate to be exported

QK Cancel

5. “Hongkong Post e-Cert (Server)” certificate has been successfully restored.

©5 Intemet Information Services (I15) Manager

- O X
(S 93 » LOCALHOST » @ @
File View Help

Connections .

@ I 2 qgl Server Certificates

H,‘j Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for
v @j LOCALHOST (LOCALHOSTY ssL.
i~ [2} Application Pools

[ Sites Filter: = ¥ Go - lghShow All | Group by: No Grouping

MName ; Issued To Issued By

Expira

WWW.MYSENVEr.com WWWLMYSENVERCOMm 12117

<

< 5 [=] Features View || 2 Content View

Ready

9
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