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A. BETEE (ka3 HFEALES

EF AR PUZ SR TR M E F25E (Fikes) iR - FaERERRs
HF 5 By “Submission of Certificate Signing Request (CSR)” HYEEH » SR EFZf#
REFFEEBAL BRI A rEEEAS CSR ©

AH P B ERESHEETEE (ke HiE AMEME nginx $4H (@kes
FEARCE ERLIREE S EH ZOR(CSRNTEHAN B - Ea /AR CSRIKFEZHE &2
FIRAHBIZERRH LM FREE &F -

WA MERE EH R S RIE R FERL - R A RE L R BE L AEE - NIsRs
TR EEHFBRR(CSRFT G RLE Tl -



ETHE (R AR e SEANEE

B. EL£RBEHFEEK(CSR)

. AR FfErERZKE OpenSSL #X{1-HY “openssl” N ELRCE H il
LRI & %5 & R (CSR) LIFZ% - Hic (A A REsH A~ FIFER AT 72 H 8%
EIESAANE > AL EE ANESE AR S (ElRashy R S -

e ALl N5 A —(EM Triple-DES (3DES) fI#HY 2048
fir7CHY RSA L (myserver.key) « MR AR HERL S ©

SEEENFE 2048 (TR BT ELECR FE LRV E SR e FHSA TS 2048
77T A A §E AL
PETMTIE PRI IR BT

B s DY o iR ETE R B 2048 (Th EF L -

JEE AL N R BRI E S o BN nginx [R50
BF BE s B -

openssl genrsa —-des3 -out myserver.key 2048

2. PREERTTERALL TS H AR (E R SR (myserver key) 7 2 —{#E5
H e 2 K(CSR)(myserver.csr) * fGRF TR R AT ©

openssl req —-new -key myserver.key —-out myserver.csr

EHSHROIT X509 MBI - 380 AL TER

- 1ed
Country
State or Province
Locality
Organization
Organizational Unit
Common Name
Email Address

A il
i@ A “HK” HK
g A “Hong Kong” Hong Kong
fim A “Hong Kong” Hong Kong
i A E] My Organization
¥ <Enter> B4 7%
i A fe] A g5 44T WWW.myserver.com

1% <Enter> B47Z&

I g o~ A H A B M (Bl challenge password Kz optional
company name) ° % <Enter> BT84 ZE -


http://www.myserver.com/

BETeE (ARE) FFHER —neinx $9EEMRES
JEE A tERTS " Common Name ;, — i A iF fERY &G0 (E R 755 PR
"Country Name , —f#g A "HK -

EE  EHAETRE () S R g (R
%) “BE H7E  Common Name , —fl » By A BB 1S 1Rt
B HEE TR E ST TIES TR RISE AT -
T TR S R o I ey
FACSR)ABFELHA + BATIE B TR TRT - Gt
FR A B -

EHFE T E (faRas) k" " Common Name , —figH" -
A B G 218 P T B A E i Z ik a5 S 15158
B AR S T 75 R R 2 (7 75 B BT T % HYES ) o
#I1 *.myserver.com °

y your certificate reguest.+

(eq, YCOUR namsa)

Email Addreas []:z+

" attributes

ertificate requeat+




BraeE ([Akss) HFEHEF —nginx $EH RS

P FEH A RS TR TAE2 (FIRAD 25 B s &
BT A A0 4 BT ASCIT #7816 AT LA B/ £ A —
T H0 A BB 209 575

BeforeConversion After Conversion
www. & 147 iz %% .com www.xn--3pqw802pk43espw.com

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:HK
State or Province Name (full name) [Some-State]
Locality Name (eg, city) []:
Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Oreanizational Unit Name (es. section) [1:
.Common Name (e.g. server FQDN or YOUR name) []:www.xn--3pgw8o2pk43espw.com
Email Address | |:

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:
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C. EXTBEZEEK(CSR)

. EH A ZE RS F 5§ & “Submission of Certificate Signing
Request (CSR)” HYERESPFZ — | B EES DLUHLAR 22 7 28 S UL 8 T R Y
gk -

HS Ot 4 Submission of Certificate Signing Request (CSR) - Message (HTML) 7 ® - 0 X
gning 9
s
& QReply [F2  [YH whereabouts Vo & SvMarkUnread 4 Translate to Simplified Chinese a’%} 1) q @
X
©aReply All G5+ | |E3 To Manager - B i Categorize  $ Translate to Traditional Chinese .
8, - Delete [ - Move b Translate Zoom  Insights
S 3 Forward B~ ‘eam Emai 53 . [P~ I”FollowUp~ & Chinese Conversion . R~
Delete Respond Quick Steps i Move Tags 10 Chinese Conversion Editing Zoom ~

Tue 25/6/19 10:29 AM
CA Enquiry <enquiry@ecert.gov.hk>
Submission of Certificate Signing Request (CSR)

To M Yeung Cheng
HENEE: 75
BEXREHRFEK
BEFEXHEBHHETES (ARS) RRANGFEDEME. STEEFHEHERETIRCAAENRIRN, J@BHREM
=5 3 2] i e 4 ;-

https//www .eCert.gov. / b/h 71 &ch I=WEB&certC: =8 I

BUETEE (ARE) "EARR SR (BEREER SBNETEE (ARE) ~ REFEDR SBAR. AT
gﬁgg@;@gﬁﬁﬂg ?ﬁgm&mww ETRETIRAMNARSLHEASHARBNEEN EEEEER - AWET &
1 B, BENETEE (ER2D AFREE.

, B2019 7 1 A, BFRET ARS) HRETET (RN . BTEL (RS "BAR RETRET BRE) " SHR)H
ARIFEE CA3 A hAREE Hongkong Post e-Cert SSL CA 3 - 17" HE. AREETEE (ARK) 8, AEZRUFORERHH
BETAMNARSEL. AMEE BeNETEE (AR APEE.

#2017 5 9 7 B2, FEHHEHIINETRE LS ETRRMMIEERSORE. FRRSHZRFERERNE 1412 4.
, H2019F 27 1 B, BFEE (RS UBRHENRRCAHER . BRANBRAHSTRE (RN, FEHTZRMNE

TRE (@RS (FRERFDRENRSHE FEREE . B nEiETEE (ﬁﬁﬁié%) IR T BNERRRENEATS, BRE
{EEIPIRY 16 6. FEITERIFIRG 16 EISIMFRA LRHETRE RS <A

HA

MEEN, ERE 29216633 HEEE enquiry@eCert.gov.hke
!
ERE RN

2. i AlfEREs 418] ~ BTSSR A2 J?aﬁ?](hﬁ%ﬁ%)&ﬁﬂﬁ i (3
BINHV[EE TR HHE (TS - AMRIEFE] -

The solution for e-Security
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| CHongkung Poste-Cert
FEBRETHE

REZ T EREFREER, - BFEE (AR
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AT (ERS) FPEM g WEERS

3. T[RRI HFHER - (WSEHER AL > HEHE
enquiry@eCert.gov.hk Iis& B EE BUZEETER - )

A TEBRE TR, -ETEE (RS

HEATH

FIRRAE AT - www.my-organisation.com

SR BB AT ¢ www. FERTEHER com

Bithn el BR 2K S i - 1

A8 - My Organisation
FRIES

ABPIBIE | S TRIE -

LEL s H 1234567812312121

SRS/ AREEE 12345678

J0fe S 1SS B S -

F AR SRR SR E

By EFREE (HRE) SE

EEWEMERNE SHA-256

AW - 2

MEFH AR VEH S E - DL E R ER - S [V Ay -
IGRFEHER T REAER P ICRNE-AE - R EED N O X R Est:

WiE | EE EELERE | WZEATX
MOERA P SCRALER - WELTETATFERE TS

JEE BB T NS LIEME T IRIE T S R 7
PR ERE - B IR L A5 R 1 S 1 8 T2 Z (1R
i) 1 IR TR LT X
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IS 4miB e (BIAN : SCEA) B RUF A E A HYEEE %5 Z K (CSR)
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5. FEJTHE RS BN, SRR LR AL ].

e solution for e-Security

s
< Hongkong Foste-Cert
BB THE

AAA KUpHETEE
ETEE (FRE

FEE. H2012 120188 FHBHEHBHOSSERATBRRES20xMETHE (BRS) - O
ARSATEREE 5204817 "SR/ FHBEER) (Certificate Signing Request, CSR) AFWER.
HEFSMERAL .

WHER 'ERETHEER) (Certificate Signing Request, CSR) (Bifbase6d HRIBMPECSH10) BT
BT G (R HBE -

1

1
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1
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MITCuDCCRaRCAQRwczELMAKGA1UEBhMCSEsxEjAQBgNVBAGTCUhvbnegS29uZzES
MBAGRI1UEBXMJSGIuZyBLb2 5nMSEWHWYDVQORExhJbnR1 cn51dCBXaWRnaXRzIFBO
eSBMdGOxGTAXBgNVBAMTEHd3dy5teXN1lcnZlci5)b20wggEiMAOGCSgGSIb3DOER
RQUAR4IBDWAWGGEKROIBAQDWOrGIPJCkghKdWnuWe rAMwd fkLSdJogXzM105zgm/
CIWCQWVTOLOPJEFHbe+0ime IKiNG7a9+1TKVOLg3GVEWSv/ ILg0+idKW3KeBXssR
LX84pirXC/e/rwLEAONVIACIXVS082K02Emz jrgkBtzpVE/ hZpppdFyEWnRYHEER =
HxcaEmxsucrg/SNLEWFEVML/pVDINGCbi2klz885aDC2PClcZ6X) cgUoWkE+WEN+
TEIm3XnzIrgKPVEDAXT/Txr20ThK1PIa&61YORROASMZhascfkwlEcz0TpeKx2Zzd
LYwPR1FvezIdE9EPjYSJ4pJvBRODFT1EVe30Fl 8wgf 6PAGMBAAGADANEgkghkiG
9wOBAQUFAROCRQEAS/XNrOmYEccKoRUSPNEC1Mj kIbhOgaT78RE64pYT3gZD+¥Tsav
s0bMgHePvksFRMC sMOzZ5iX5b0I0gzkajTHzI=Tus3peviVihRIe+bpZ+UHSROI T
4hNPO+DwubYsmZmJIPByppbGVWtwi FCMPUGxzXouhhNcoZ0KKjNnwhh5s9rcnc3cV
2epNrEtDHIEBP2rJoSTNpW4UA3ZdrGD/ dunlNYf1 HUKWTz 73 51 7TinmmMNEgTgqvs
nlc/MO63PXLUGITrZpclIVeZpSFuwSzveXBWRG515z7thglkeg53pFa+2ghEVsht v

=
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6. % [#] MR I

‘Hongkong Poste-Cert The solution for e-Security

FEBRBFHE

B "HRETEEER, -BFEE (AR

DFTARNETEEAMER : -
HETE
FIRRAE & - veww FRATRIRREE . com
BANARTANE BiERE My Organization
SHTIEBIIATE My Organization Unit
"\//HW e THEEDS 1234567890123457
Y ARRE / AREES:
s Ui e

HFEASTER: 0001397035

EL v Hongkong Post Trial e-Cert (Server)

R Hongkong Post Trial e-Cert SSL CA3 - 17

TEFR: 21d3 47 fb 40 69 89 01 b8 89 67 1d 62 29 30 7 d9 34 16 28
EERERERTA: SHA-256

BEEREY: 14/08/2019 - 14/08/2020

WA AR - FHLEEARTRIERE - SN EMTRERERER o
FREIEIEZ LREE - HFEEEBIREET XS ROINSDES A BN T EAS -
(X ERBIUREFTEATN - AGHREERNETESEHHEE - FAEERREAST (GB) OIRE - BRESREEROIBALH -
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7. “~& Hongkong Post e-Cert (Server)z&

’ T 3 on fo -5
Hongtrng v e-Cont ha solution for e-Securty

T akeRRTIER

% " HFRTHHEK ) -ETHE ([GRES)
fRBHIR

A . b ongkong Post e-Cert (Server)" ;
-------- 2, FEEEMIEET
3. FeRW s (ERE) AP

070 | wWEET | LR

1. Bt A LI R T a2 H a8 (1) -
http./www.eCert.gov.hk/tc/sc/index c.html

2. BLAITEIEENE R (AR &
ZHED RIS ZE Root CA3 #5281 146352 "Hongkong Post e-Cert SSL
CA3 - 17" o B[ FRLL 480 &L -
http/www l.ecert. gov.hk/root/ecert ssl ca 3-17 pem.cit
GHERS W #5832 "Hongkong Post Root CA 3 (R XEEZF2022) " - Bl ALLT

Gl &L -
http./www l.ecert. gov.hk/root/root ca 3 x gsca 13 pem.crt

3. BT AR RaE  Tde  (akas ) &

GHAEHOIRSEEE Root CA3 #5281 HP 44352 "Hongkong Post e-Cert EV
SSLCA 3 - 17"« Bl FRLL 480 T &L -

http/www l.ecert. gov.hk/root/ecert ev ssl ca 3-17 pem.cit

GHERS W 352 "Hongkong Post Root CA 3 (3 X FE22022) "o al ALl

AL T -
htto:/www l.ecert. cov.hk/root/root ca 3 x gsca r3 pem.crt

H 10


http://www.ecert.gov.hk/tc/sc
http://www1.ecert.gov.hk/root/ecert_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt
http://www1.ecert.gov.hk/root/ecert_ev_ssl_ca_3-17_pem.crt
http://www1.ecert.gov.hk/root/root_ca_3_x_gsca_r3_pem.crt

EFEE (AR PSR —ngn WE RS

D. ZEEKSFEE

L RFHIT B BRIV ER 1 i ERVERL R C SRR 7 ey ={E58
EAHZEEBE] T nginx fEARESHIH RN - FRIBAFEI R - HERES A
REAFTARE )

filn -
a) Ze8th4sEE “Hongkong Post e-Cert SSL CA 3 - 177 VB FBE (fd
iRZS) :

/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer
/etc/nginx/ssl.crt/ecert ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

b) ZHEHh4:EE “Hongkong Post e-Cert EV SSL CA 3 - 177 S iEMHEREE
FEE (FAR=%) ::
/etc/nginx/ssl.key/myserver.key
/etc/nginx/ssl.crt/cert0000812104.cer

/etc/nginx/ssl.crt/ecert ev _ssl ca 3-17 pem.crt
/etc/nginx/ssl.crt/root ca 3 x gsca r3 pem.crt

2. AT nginx {EARESHYES EAME I HERWBIA © /ete/nginx/ssl.crt/) P
RN AL N ESHIE—(EEE S EH M X EEENEE
PlFE 2ZE (myserver hkpostca.crt)

B4
a) Ze8Eh485= “Hongkong Post e-Cert SSL CA 3 - 17" VB FBE
(faRR23) :

cat cert0000812104.cer ecert_ssl_ca_ 3-17_pem.crt
root_ca 3 x gsca_r3 pem.crt > myserver hkpostca.crt

b) S 4EE “Hongkong Post e-Cert EV SSL CA 3- 17" % 3sHyEEEY
B Tee (k) -
cat cert0000812104.cer ecert ev_ssl ca 3-17 _pem.crt
root_ca_3 x gsca r3 pem.crt > myserver hkpostca.crt

3. X E4RiE 2537 B ngink HTTPS 40 88 25 & f& 22( 40 -
/etc/nginx/nginx.conf) °

H 11
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4. MY HTTPS server &IE - AR TR b EIAR a5 @I UL R EE -
WEREEAFAE  SHETIL -
# HTTPS server
server {

listen 443 ssl;
server_name myserver.com;

ssl certificate ssl.crt/myserver_hkpostca.crt;
ssl certificate key ssl.crt/myserver.key;

5. (fFEEE KBRS T RIS

6. IR ALL NMES EREENEHY nginx fFAfkeS - (RIBAF R © 15
SHBERFTAR )

systemctl stop nginx

systemctl start nginx

H 12
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